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28

23.03.2026

Bepcus 10 1.20.0

IlobaBnena moazep>kka IPv6 MapiipyTu3aiyiu, Kpome Cepuu
SNR-55010G.

V3meHeHbI pasjensl:

* Ba3oBble HACTPOUKM KOMMYTAaTOopa;
* L3 uHTepdeiic u MapLIpyTH3aLus;
* DHCP Snooping;

* IGMP Snooping;

* Port Security.

27

10.03.2026

Bepcus 10 1.1.0 gns cepun SNR-S5010G

IobaBneHa nogaep>kka (PyHKI[MOHAA:
VLAN-translation, Voice/MAC/Protocol VLAN, MAB, IEEE
802.1.X, MAC-notification.

26

16.02.2026

Bepcus I10 1.19.0

V3meHeH paszen:
* QQ-in-Q (Double VLAN).

Iobaenen WEB-uHTepdetic.

25

15.12.2025

Bepcus 10 1.18.0

N3meneH paspern:
» CoxpaHeHue KOH(UTypaliuM Ha yJa/éHHbIA cepBep M0 pacIiy-
CaHMuIo.

24

15.09.2025

Bepcus 10 1.17.0

ITobaBnieHbI pa3zienbl:
* Gratuitous ARP;
» Hacrpoiika User-defined ACL.

N3mMeHeHsbI pa3zesnbl:

* Policy-map;

* Hacrporika SNMP;

+ DHCP Snooping Binding.

23

20.06.2025

Bepcus 10 1.16.0

IobasneH pazzen:
« IEEE 802.1.X.

N3meHeHbI pa3zenbl:

* Hactporika AM,;

* Hacrpoiika MAB;

* Hacrpotika SNMP;

* Hacrpoiika Policy-map;

* DHCP Snooping Binding;

» Hacrporika DHCP Snooping;

* Hacrporika DHCPv6 Snooping;
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» Kondwurypauus Port-based VLAN;
» Konduryparus PPPoE Intermediate Agent.

22

05.05.2025

Bepcus 10 1.15.2
N3meHeHbI pa3zenbl:

+ SSH;

* ZTP (Auto Provisioning).

21

17.03.2025

Bepcus 10 1.15.0

N3meHeHsbI pa3zesnbl:

* 3arpy3o4Hoe MeHl0;

» Hacrporika DHCP Snooping;

* Bribop 3arpy3ouHoro daiina B eNOS.

20

17.02.2025

Bepcus 10 1.14.0

IobasneH pazzen:
» Private vlan.

N3meHeHbI pa3zesnbl:

+ SSH;

* Policy-map;

* 3arpy3o4yHoe MeHIO;

* Dynamic Arp Inspection;

* DHCP Snooping Binding;

* Koudurypamms RADIUS;

* Hacrporika DHCPv6 Snooping;

+ ba3oBble HAaCTpPOMKK KOMMYTaTopa;

» Hacrpotika napametpos Ethernet unrepgeiicos.

19

16.12.2024

Bepcus 110 1.13.0

IlobaBrieHbI pasziesbl:

* ERPS

* Hacrpotika IPv6 ACL;

* Hacrpoiika VLAN IPv6 ACL.

W3meHeHbI pa3jenbl:

* ACL;

» Loopback detection;

» Kondurypauus DHCP-cepgepa;

» Hacrpoiika napamerpos Ethernet unrepdeticos.

18

18.11.2024

Bepcus 10 1.12.0

V3ameHeHsbI pa3zesbl:

« ACL;

* Dying Gasp;

» Hacrtpoiika IGMP Snooping Authentication.

17

20.09.2024

Bepcus 10 1.11.0

[obasneH pasgen:
« MAC-VLAN.




HATTEX

PykoBozcTBO agMuHKCTparopa o pabore ¢ [10 [/ KOMMyTaTOpOB cepun s5XxX, s6xxx ~ RU.13725199.01.01.00001-28 34 01

Pepaknusa

Jlara BbInycka

CojaeprxaHue U3MeHeHHH

V3MeHeHbI pasziesbl:

+ ACL;

* Policy-map;

* Kondurypauus AAA;

» Kondurypaiums system log.

15

27.06.2024

Bepcus I10 1.9.0

V3meHeHbI pasjebl:
* ZTP (Auto Provisioning);
* DHCP Relay share-vlan.

14

22.04.2024

Bepcus 10 1.8.2

ITobaBieHbI pasziesbl:
* DHCPv6 Snooping ¢ Option 37/38;
+ SAVL

V3MeHeHbI pasziesnsbl:
+ ba3oBble HaCTpPOMKK KOMMYTAaTopa;
» Hactpotika DHCP Snooping.

13

01.03.2024

Bepcus I10 1.8.0

IobGapneHbI pa3zienbl:

« ULDP;

* JIuneH3upoBaHue;

* Hacrpotika npuopureta 802.1p ass control-plane rnakeTos;

W3meHeHsbI pa3pesnbl:

* Hacrpoiika Q-in-Q;

* Kondurypauus AAA;

* Hacrpoiika Policy-map;

* Konduryparus system log;

* U3onsuums noptoB (Port Isolation).

12

29.12.2023

Bepcusa 110 1.7.0

ITobaBieHbI pa3ziesb:

* Dynamic Arp Inspection;
* VLAN-translation;

* Pexxum otnagxu;

» ZTP (Auto Provisioning);

N3meHeHsbI pa3zesbl:

* Kouduryparus Port-based VLAN;

» 3epkasvupoBaHUe TpaduKa;

* Dying Gasp;

 Hacrpoiika switchport flood-control.

11

29.09.2023

Bepcus 10 1.6.0

IobasneH pazmen:
* BPDU-Tunnel.
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V3MeHeHbI pasziesbl:

* Kondwuryparus LLDP;

* Kondurypauus Port-based VLAN;

* Kondwuryparus Tabmursit MAC-azipecos;

+ O6Hoenenue I10O kommyTaTopa uepe3 eNOS;

» Hacrpotiika napametpos Ethernet untepdeiicos.

10

31.05.2023

Bepcus 10 1.5.0

[obaBneHbl paszenb:

» Packet-Capture;

* Switchport flood-control;
* Dying Gasp.

N3meneH pa3pen:
* PoE.

09

31.03.2023

Bepcus 10 1.4.0

HobaBieHbl pa3zesns:

+ MAB (MAC Authentication Bypass);
* OTnokeHHas nepesarpyska;

* YmpaB/ieHre BeHTU/ISTOPaMH.

N3meHeHsbI pa3zesnbl:
e Multicast VLAN;
* Hacrtporika ACL.

08

29.12.2022

Bepcus 10 1.3.0

IobGaBneHbI pa3zienbl:
* Policy-map;

« MSTP;

* PoE.

V3smeHeHsbI pa3zesbl:

* IGMP Snooping;

* Hacrporika DHCP Snooping;

* Kondwurypauus LLDP;

* Kondurypauus QoS;

* ACL;

* YmpaB/ieHHe CUCTeMOM, MOHUTOPUHT U OT/Ia/IKa.

W3menen gpopmar umenu SVI c vlan0.X Ha vlanX.

07

28.09.2022

Bepcus I10 1.2.0

IlobaBrieHbI pa3ziesibl:
* IGMP Snooping Authentication;
 Hacrpoiika yBefomenuii 06 n3menenusx B MAC-rabnurie.

N3meneH pa3pen:
* Hacrporika IGMP Snooping.
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06

01.07.2022

Bepcusa 110 1.1.0

IobaBrieHbI pa3ziesbl:

« AM;

» Errdisable;

* Port Security;

* iPerf3 knueHT;

» 3epkasupoBaHue TpaduKa;

* PPPOE Intermediate Agent;

* OrpaHuueHue JocTyna K yripaByeHuto 1o Telnet u SSH.

N3meHeHbI pa3zenbl:

» Hacrpoiika storm-control;

* Hacrpotiika untepdeiica ypoBHs 3;
* Kongwurypauus Port-based VLAN.

05

21.03.2022

Bepcus 10 1.0.0

[obaBneHbl paszenb:

* DHCP Relay;

* 3arpy3o4Hoe MeHI0;

* DHCP Snooping Binding;

* Multicast Destination Control;

» @unbprpauusa IGMP nakeToB 1o Tvnam query/report;

* Orpanuuenue komruectBa IGMP noanucok Ha mopry.

04

01.11.2021

Hob6asneH pasgen:
* Orpannuenue Tpaguka B CPU.

V3meHeHbI pa3jerbl:

* MOHUTOPUHT Y OT/1aJKa;

* Hacrpolika nnrtepgeiicos;

» Hactpotika DHCP Snooping;

» O6HoBeHue 3arpy3urka v [10 KoMmyTaropa.

03

01.10.2021

[obaBneHbl paszenb:
+ TACACS+;
» OG6HoB/eHHe 3arpy3urka u [10 koMMyTaTopa.

02

01.09.2021

NobaBneHbI pasfiesbl:

« AAA;

¢ Voice VLAN;

* Protocol-VLAN;

» Kondwurypauus SNTP;

* Q-in-Q (Double VLAN);

» CoxpaHeHHe KOHGUTYpallMK Ha yJaleHHBIN cepBep
T10 paclUCaHUIo.

N3meneH pasgern:
* Hacrpoiika SNMP.

01

01.03.2021

HauvanbHas Bepcus




CopeprxaHue

1. BBEIEHME . . . . . . . . e e e e e e e e 14
1.1. HasHaueHHe NMPOTPAMMBL . . . « v v v e v e v e e e e e e e e e e e e e e e 14
1.2. BO3MOXHOCTU MIPOTPAMMBIL .+« v v v v v v e e e e e e e e e e e e e e e e e e e e 14
1.3. TexHHWUeCKHe XaPAKTEPUCTUKU . . . « v v v v v v v e et e e e e e e e e e e e e e 15
2. OCHOBHBIE HACTPOMKH YHPABICHMS . . . . . « o v v v e v e e e e e e e et et e e e e e e 16
2.1. Bupgpl yrpaBIeHUS KOMMYTATOPOM . . . v v v v v v v v o v e e e e e e e e e e e 16
2.1.1 Out-of-band yIIPaB/IEHUE . . . . . . . . v v v it et e e e e 16
2.1.2 In-band ympaBAEHUE . . . . . . . v v i e e e e e e e e e e e e e e e 17
2.2. Wntepdeiic komangHoui ctpoku (CLI) . . . . . . . . . . . . .. .. . .. ... 18
2.2.1 PexXuMbl KOHQUTYPHUPOBAHMST . . .« « & v v v v e e v e e e e e e e e e e e e 18
222 CHHTAKCHC . .« . v v vt v et e e e e e e e e e e e e e e e e 19
2.2.3 TOPSUME KIABUILIM . . . & v v v v v v v e e e e e e e e e e e e e e e e e e 20
224 CHPABKA . « v v v v v it e e e e e e e e e e e e e e e e e e e e e e e 21
2.2.5 TIPOBEPKA BBOLA . . « v v v v e v e e e e e e e e e e e e e e e e e e e 21
2.2.6 COKpaleHHBIA BBOL KOMAH| . . « « « v v v v v e e e e e e e e e e e e e e e e 21
3. ba3oBble HACTPOMKH KOMMYTATOPA . . . . . ¢ .« o o v v e vt e et e e e e e e e e e e 22
3.1. YnpasreHue /10Ka/JbHBIMU IT0/Ib30BATE/IAMUA U TTAPOJIAMU. . . . .« o o o v o o o v v o . 23
3.2, Telnet. . . . . o L e 24
3.3, SSH . . e 25
3.4. Hactporika [P-afpeca KOMMyTaTopa . . . . . . . . v v v v vttt e e 27
3.5, SNMP . . e 28
3.5.1 Omucanne MIB . . . . . . . .. L 28
3.5.2 Hactpoiika SNMP . . . . . . . ... e 29
3.5.3 IIpumepsl HacTpoiku SNMP . . . . . . . .. ..o oo oo 33
3.5.4 SNMP Troubleshooting . . . . . ... ... ... ... ... .. ... ..... 33
3.6. Tabmuiia MAC-aIDECOB . . . v v v v v v e e e e e e e e e e e e e e e e e 34
3.6.1 ®opmupoBanue TaOMUILI MAC-aZIPECOB . . . . . v v v v v v e e e e e . 34
3.6.2 Kondurypauus Tabmuiet MAC-afipeCcoB . . . . . v v v oo 35
3.6.3 Hacrpoiika yBegomiennii 06 nsmenenusix B MAC-tabsuie
(MAC-notification) . . . . . . . . . . e e 36
3.6.4 TIpumep HacTpOMKH yBefomaeHui 06 usmeHenusx B MAC-tabmure . . . . . . . 37
4. 3arpy30UHOE MEHIO . . . . . .« o v v et e et e e e e e e e e e e e e e e e e e 39
4.1. 3arpy3ouHoe MeHIO KoMMyTaTopoB cepuu: S5110, S5210, S5310, S5311 . . . . . . . 39
4.2. 3arpy3ouHoe MeHKO KOMMyTaTopoB cepuu: S5010 . . . . . . .. ... .. ... ... 41
5. OOHoB/ieHue 3arpy3urka M ITO KoMMyTaTopa . . . . . . . . . . . . . v v vt 42

COIEPXXAHUE 7



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

5.1. OO6HoBneHue 3arpy3urka uepe3 eNOS . . . . . . . . . ... ... 42

5.1.1 TIpumep obHOB/eHUs 3arpy3urika yepe3 eNOS 1o riporokony TFTP . . . . . . . 42

5.2. O6HoBnenue 1O kommyTtatopa uepe3 eNOS . . . . . . . .. ... ... ... .... 43

5.2.1 Downgrade ITO kommyTatopayepe3 eNOS . . . . . . . ... ... ... .... 43

5.2.2 Tlpumep ob6HoBneHwus 110 no mpotokosiam FTPu TFTP . . . . . . . ... .. .. 43

5.2.3 Pemenwue mpobsem c FTPuTFTP . . . . . . .. ... .. ... ... ...... 44

5.3. OOHOBeHHE 3arpy3uHKa Uepe3 3aTPY30UHOE MEHFO . . . . . . o« o v v v v v v v o o 45

5.4. BoccraHosnenue I10O uepes 3arpy30UHOE MEHIO . . . . . . v o v v v v v ot e 47

5.5. Broibop 3arpy3ouHoro paiimaBeNOS . . . . . . ... 49

5.6. BbIOOp 3arpy30uHoro (aiisia B 3aTPY30UHOM MEHIO . . . . « . v o v v v v v v v v w o 49

5.7. ZTP (Auto Provisioning) . . . . . . . . . . . . . . e e 50

6. Omnepanyu c GalJIOBOM CHCTEMOM . . . . . . . . . v v vt it e e e e e e e e e 53
6.1. Omnepaiuu C PaMIOBOM CHCTEMOM . . . . . v v v v v v e e e e e e e e e e e e e e e 53

6.2. CoxpaHeHue KOH(QUTrypalvy Ha yAaaéHHbIA cepBep 0 PacllMCaHU . . . . . . . . . 54

6.3. ITlpumep omepaiii C PAMIOBOM CUCTEMOM . . .« .« v v v v v v e e e e e e e e e e o 55

7. HacTpolika MHHTEPMEHMCOB . . . . . . . . . . . o ittt it e et et e e e e e 56
7.1. Hacrpoiika napametpoB Ethernet uatepdeiicoB . . . . . . . . . .. ... ... .. 56

7.1.1 Tlpumep HacTpouiku Ethernet uHTepdeiica . . . . . . . . . . . . . ... ... .. 59

7.2. Hactpotika orpannuenust Broadcast, Multicast u Unicast Tpaduka Ha Ethernet unrep-

betice . . . . e e e e 60

7.2.1 Hactpolika storm-control . . . . ... ... L Lo . 60

7.2.2  TlpuMmep HaCTPOMKH storm-control . . . . . . . . . . . . . . ... ... 61

7.2.3 Hactpoiika switchport flood-control . . . . . . ... ... ... ... ...... 61

7.2.4 Tlpumep Hactpoiiku flood-control . . . . . . . . ... ... ... L. 62

7.3. JIMarHOCTUKA MEHOTO KA. . . . . . . v v v v v et e e e e e e e e e e e e 62

7.3.1 3aryck JUarHOCTUKYA MEJHOTO Kabesist . . . . . . . . . . . o v v v vt nn 62

7.3.2 TlpuMep IMarHOCTUKU MEAHOTO KAOOST . . . . . . . . o v v v v v e oo e e v . 62

8. Errdisable . . . . . . . . . 63
9. M3onsoms moptoB (PortIsolation) . . . . . . ... ... ... .. .. .. .. ... ..... 64
9.1. HacTpoMKa M30JIALIMU TTIOPTOB . . « & « v v v v e e e e e e e e e e e e e e e e e e e 64

9.2. Ilpumepbl HACTPOWKH U3OJALIMU TTIOPTOB . « . & v o v v v v e e e e e e e e e e e e 65

10. Packet-Capture . . . . . . . . . . . e e e e e e e e e e e 66
10.1. Hactpoiika Packet-Capture . . . . . . . . . . . . . L 66

10.2. Ilpumep HacTpoku U 3amycka Packet-Capture . . . . . . . .. .. ... ... .... 67
1L.LLDP . . e e 69
11.1. Konpurypatmss LLDP . . . . . . . o oo 69

COIEPXXAHUE 8



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

11.2. Tlpumep KoHQurypaumu LLDP . . . . . . . . ..o oL 72
12.ULDP . . . e e 73
12.1. Konpurypaumss ULDP . . . . . . . 0o oo 74

12.2. Tlpumep koHpurypatuut ULDP . . . . . . . . . . . . ... 75

12.3. Pemtenue npobsiem ¢ KoHpuryparmed ULDP . . . . . . . .. .. ... 76

13. Loopback detection . . . . . . . . . . . . ... e 77
13.1. Kondurypauus Loopback detection . . . . . . . . .. ... ... oL, 77

13.2. Ilpumep kKoHurypauuu Loopback detection . . . . . .. ... ... ... ... ... 79

13.3. Pemienue npobnem c koHdurypaiueit Loopback detection . . . . . . . ... ... .. 79

14. LACP M arperaiMisi IOPTOB . . . . . . ¢ v v v v e vt e et e e e e e e e e e e e e e 80
14.1. CTaTUUeCKOe arPEeTUPOBAHME . . « . v v v v v v v e e e e e e e e e e e e e e e e 80

14.2. Iunamuueckoe arperupoBanve LACP . . . . . . . . . .. ..o oo oL, 81

14.3. KoH(Urypauus arperaldi MOPTOB . . « &« v v v v v v v e e e e e e e e e e e e e 81

14.4. TlpyMep KOHOUTYpaLMX arPerald TIOPTOB . . « . v« v v o v v e e e e e e e e 84

14.5. Pertenue rpo6sieM rpu KOHQUTYPAL[UM arperalji OPTOB . . . . . . . . . « . . . . . 84

15. Hactpoiika MTU . . . . . . . . . . e e e e e 85
15.1. Kondurypauuss MTU . . . . . . . . o e e e e e e e 85

16. VLAN . . . e e 86
16.1. Port-based VLAN . . . . . . . . . e e 87
16.1.1 Koudwurypauus Port-based VLAN . . . . . . . . . ... L oo 87

16.1.2 TIIpumep koHburypauuut VLAN . . . . . . . ... oL 90

16.2. Voice VLAN . . . . . L o e 91
16.2.1 Koudwurypauus Voice VLAN . . . . . . . . . . e 91

16.2.2 Tlpumep koHurypauuu Voice VLAN . . . . . . . . .. . oo 92

16.2.3 Pemienue mpobnem ¢ Voice VLAN . . . . . . . . .. 93

16.3. MAC-VLAN . . . . e 93
16.3.1 Koudwurypauuss MAC-VLAN . . . . . . . . . e e 93

16.3.2 Tlpumep koHpurypauuud MAC-VLAN . . . . . . . .. o oo oo 94

16.4. Protocol-VLAN . . . . . o e e 94
16.4.1 Koudwurypauums Protocol-VLAN . . . . . . . .. ... o oo 94

16.4.2 Tlpumep koHurypauuu Protocol-VLAN . . . . . . ... ... ... ... 95
17.Private VLAN . . . . . . e e e 96
17.1. Hactpoiika Private VLAN . . . . . . . . . . o e e e e e 96

17.2. Tlpumep koHburypauuu Private-VLAN . . . . . . . . ... ... o oL 98

18. BPDU-Tunnel . . . . . . . . . . . e 100
18.1. Kondwuryparuss BPDU-Tunnel . . . . . . . ... ... ... oL 100

COIEPXXAHUE 9



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

18.2. Ilpumep kKoHpurypauyu BPDU-Tunnel . . . . . . . . ... ... ..o oL 101

19. Q-in-Q (Double VLAN) . . . . . . . . e 103
19.1. Hactpoiika Q-in-Q uepe3 Dotlg-tunnel . . . . . . ... ... ... ... ....... 103

19.2. Ipumep koHpuryparuu Q-in-Q yepe3 Dotlg-tunnel . . . . . . . .. ... ... ... 104

19.3. Hacrpoiika Q-in-Q uepe3 gynkuuonan Policy-map . . . . . . ... ... .. ... .. 105

19.3.1 IIpumep koHburypauuu Q-in-Q uepes ¢yHkiuonan Policy-map . . . . . . . .. 105

20. VLAN-translation . . . . . . . . . .. e e 107
20.1. Hactporika VLAN-translation . . . . . . . . . . ... .. .. ... ... 107

20.2. ITpumep koHburypauud VLAN-translation . . . . . . . .. .. .. ... ... .... 108
21.STP, RSTP,MSTP . . . . . . . e e e e e e e s 109
21.1. O6mwue cBemenuss 0 STP, RSTPuMSTP . . . . . . . ... ... ... .. ...... 109

21.2. Kondurypamust STP, RSTPuMSTP . . . . . . . . . . . ... . 111

21.3. llpumep koHpuryparuuu MSTP . . . . . . . . . . ... . 116

21.4. Pewienuie mpobnem npu koHurypauuu RSTP/MSTP . . . . . . . ... ... .. .. 119
22.ERPS . . . e 120
22.1. Konurypauusa ERPS . . . . . . ..o 120

22.2. llpumep koHpurypauuu ERPS . . . . . . . ..o 124

22.3. Pemierue nipobsiem npu koHurypaupu ERPS . . . . .. .o oL L0000 128

23. KauectBo cepBuca (Q0S) . . . . . . . . L e 129
23.1. TepmuHBI QOS . . . . . . . e e e e e e e e e e e 129

23.2. Peamu3aiiast QOS . . . . . . . L e e e e e e e e e e 130

23.3. bazoBasi Mogesib QOS . . . . . L L e e e e e 130

23.4. Konurypaust QoS . . . . . . .. e e e e e e e e 132
23.4.1 Tpumep koHOUryparmM QOS . . . . . . . . . . . .. 134

23.4.2 Pemmenuve npobsiem nMpu HaCTpoike QoS . . . . . . . . . ... ... . 134

23.5. Hacrpotika npuopureta 802.1p asis control-plane maketoB . . . . . . . . .. ... .. 135

23.6. Policy-map . . . . . . e e e e e e e 135
23.6.1 Hactpoiika Policy-map . . . . . . . . . .. ... 135

23.6.2 Tlpumep HACTPOMKHU KAPTBI MOTUTHK . . .« « « & v o v o v e e e e e e e e e e e e 138

24. L3 uaTepdeiic ¥ MAPIIPYTH3ALMA . . . . . . o . v v v v e e e e e e e e e e e e e e 139
24.1. Hactpoiika UHTepheHca YPOBHIA 3« . . . v v v v v v v e e e e e e e e e e e 139

24.2. HacTpolKa CTaTUYeCKOM MapPIUPYTHU3ALMM . . .« .« v v v v v v e v e e e e e e e e o 141

25. Gratuitous ARP . . . . . . 143
26. Dynamic Arp Inspection . . . . . . . . ... e 144
26.1. Hactpoiika Dynamic Arp Inspection . . . . . . . . . ... ... .. .. .. ..., 144

26.2. Ilpumep ucrnionb3oBanus Dynamic ARP Inspection . . . . . . . .. .. ... ... .. 145

COIEPXXAHUE 10



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

27.DHCP Snooping u Option 82 . . . . . . . . . . . . . ... .. .. e 147
27.1. Hactpoiika DHCP Snooping . . . . . . . . . . . . . ittt 147

27.2. Ilpumep Hactpouiku DHCP Snooping . . . . . . . . . .. ... ... . ... 152

27.3. Ilpumep koHduryparmu DHCP Snooping commei 82 . . . . . . . . .. . ... ... 153

27.4. Pewienue nipobnem c koHpurypauueit DHCP Snooping . . . . . . .. ... ... .. 154

28. DHCP Snooping Binding . . . . . . . . . . . . ... . ... 155
28.1. IIpumep Hactpoiiku DHCP Snooping Binding u Blocked Record . . . . . . ... .. 157
29.DHCPRelay . . . . . . . . . e 159
29.1. DHCP Relay (L3) . . . . . . . o e e e e e e e e 159
29.1.1 Konduryparusi DHCPRelay (L3) . . . . . . .. ... ... ... .. ...... 159

29.1.2 Tlpumep koHpurypauuu DHCP Relay (L3) . . . . ... ... ... . ... ... 160

29.2. DHCP Relay Share-VLAN . . . . . . . . . e 161
29.2.1 Kondurypauuss DHCP Relay Share-VLAN . . . . . ... ... ... .. .... 161

29.2.2 TIpumep koHburypauuu DHCP Relay Share-VLAN . . .. ... ... ... .. 163

29.3. DHCP Relay Broadcast Suppress . . . . . . . . . oo v v i i it e 164

30. DHCP-CePBEP . . . . . . o i i e e e e e e e e e e e e e e e e e 165
30.1. Kondurypauus DHCP-cepBepa . . . . . . . . . . . . . ittt e 165

30.2. [Ipumep koHpuryparuu DHCP-cepBepa . . . . . . . . . . . . . v v v v v v o 168

30.3. Permierue ripo6siem npu Hactpoiike DHCP-cepBepa . . . . . . . . . . . . . . .. ... 168

31. DHCPv6 Snooping c Option 18/37/38 . . . . . . . . . . . . ... .. . . .. .. .. ..., 169
31.1. Hactpoiika DHCPv6 Snooping . . . . . . . . . . . . . . . i it i i e 169

31.2. Ipumep HacTpouiku onumi 37 u 38 gast DHCPv6 Snooping . . . . . . . . ... ... 171

32. SAVI . . e e 172
32.1. Hactporika SAVI . . . . . . . e e 172

32.2. llpumep koHpuryparuu SAVI . . . . . . . . . e 174

33. PPPoE Intermediate Agent . . . . . . . . . . . ... e e 175
33.1. Kondurypauusi PPPoE Intermediate Agent . . . . . . . . ... ... ... ...... 176

33.2. IIpumep koHburypauuu PPPoE Intermediate Agent . . . . . ... ... ... .... 177

34. AAA e e 179
34.1. RADIUS . . . . e e e 179
34.1.1 Kondurypaiuss RADIUS . . . . . . . . . . . . e 179

34.1.2 Tlepepaua ypoBHs NpUBWIErnH nosnb3osarens yepes RADIUS . . . . . . .. .. 180

34.1.3 TlpoBepka maposisi enable uepe3 RADIUS . . . . .. ... ... ... ...... 181

34.2. TACACSH . . . e e 181
34.2.1 Konduryparusi TACACS+ . . . . . . . . e e e e e e 182

34.3. Konpurypauuss AAA . . . . . e e e e e e 183

COIEPXXAHUE 11



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

34.4. OrpaHvdueHue A0CTyNa K ynpasjieHdto o Telnetu SSH . . . . . . . ... ... ... 186

34.5. TIpumepbl HACTPOUKM AAA . . . . . o o e e e e e e e e e e e e e e e 186
35.IGMP . . . e e 189
35.1. IGMP Snooping . . . . . . . . e e e e e e e e e e e e e e e 189
35.1.1 Hacrpoiika IGMP Snooping . . . . . . . . . ..o o 189

35.1.2 IIpumep Hactpouiku IGMP Snooping . . . . .. .. ... ... ... ...... 192

35.1.3 Pemenue nipo6siem c Hactpoiikoit IGMP Snooping . . . . . ... ... ... L. 194

35.2. Multicast Destination Control

(Punsrpayus IGMP nognucok no agpecam multicast rpymm) . . . . ... .. L. L 194

35.2.1 Hacrpotiika Multicast Destination Control . . . . . . . .. ... ... ...... 194

35.2.2 Tlpumep Hactpoiiku Multicast Destination Control . . . . . .. ... ... ... 195

35.3. ®unbrpauys IGMP nakeToB Mo TUMaM QUETY/TEPOIT . . . . v v v v v v v v e v v v e 196
35.3.1 Hacrtpoiika ¢punbrpaiud IGMP akeToB . . . . . . . . . o v v v v i 196

35.3.2 Tlpumep O6IOKMPOBKM query U report rakeToB Ha (pU3NYeCcKux moprax . . . . . . 196

35.4. Orpannuenue koamuyectsa IGMP nmoanucok HA MOPTY . . . . . v v v v v v v v v v . 197
35.4.1 HacTpoiika OrpaHUUeHHUs] KOIMUeCTBA MOATMUCOK . . « v v v v v v v v v v v o o . 197

35.4.2 TIpumep orpannuenus koivuectea IGMP niogmmacok . . . . . . . . .. .. ... 197

35.5. IGMP Snooping Authentication . . . . . . . ... L. L L o 197
35.5.1 Hacrpoiika IGMP Snooping Authentication . . . . . . ... ... ... ... .. 198

35.5.2 IIpumep Hactpoiiku IGMP Snooping Authentication . . . . ... ... ... .. 199

36. Multicast VLAN . . . . . . . e e 200
36.1. Hactpoiika Multicast VLAN . . . . . . . . . . e e e 200

36.2. [Ipumep HacTpoiiku Multicast VLAN . . . . . . . . . ... o o 201
37.ACL . . . e e 204
37.1. Hactpouika ACL . . . . . . . o e e e e e e e e e e e 205
37.1.1 Ilpumep HacTpouku ACL . . . . . . . . . . . . . 210

37.1.2 Pemenue npo6sem c HacTporikod ACL . . . . . . . . . ... oL 210

37.2. Hactpoiika User-defined ACL . . . . . . . . . . . . . . i ittt e 212

37.2.1 Ilpumep Hactpoiiku User-defined ACL . . ... ... ... .. ... ...... 214

37.3. Hactporika IPV6 ACL . . . . . . . . . . . e 215
37.3.1 Ilpumep HacTpouku IPV6 ACL . . . . . . . . .. ... .. .. ... 216

37.3.2 Pemenue nipobsiem c HacTporiko IPV6 ACL . . . . . . . ... ... ... ... 217

37.4. Hactpoiika VLAN IPV6 ACL . . . . . . . . . . e e e 218
37.4.1 Ilpumep Hactpouiku VLANIPV6 ACL . . . . . . . . . ... ... ... ... .. 218

38. AM (Access Management) . . . . . . . . . .. ...t e e e e e e e 219
38.1. Hactporika AM . . . . . . . e e e e e 219

38.2. Tlpumep HaCTPOMKH AM . . . . . . . . o e e e e e e 220

COIEPXXAHUE 12



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

39.

40.

41.

42.

43.

44.

45.

46.

MAB (MAC Authentication Bypass) . . . . . . .. .. .. .. ... ... . ... . ..., 222
39.1. Hactpoiika MAB . . . . . . . e e e e e e e e 222
39.2. [lpumep koHpurypauu MAB . . . . . . . . .. oL 225

IEEE 802.1X . . . . . . . e e e 226
40.1. Hactporika IEEE 802.1X . . . . . . . . . . 226
40.2. Tlpumep koHuryparuu IEEE 802.1X . . . . . . . .. ... ... ... ... ..., 228

PortSecurity . . . . . . . . . . e e e e 230
41.1. Hactpoiika Port Security . . . . . . . . . . . . e e e e 230
41.2. Tlpumep koHurypauu Port Security . . . . . . . . . ... Lo 232

NTPuSNTP . . . . e 233
42.1. Korurypatuss NTP . . . . . . . o o e e e e 233

42.1.1 Tlpumep koupuryparmu NTP . . . . . . . . . . ... .. ... ... ...... 235
42.2. Kondurypauus SNTP . . . . . . . . o e 236
42 3. TIlpumep koHuryparuu SNTP . . . . . . . .. ..o o oo 237

Orpannuenne TpadpukaBCPU . . . . . . . . .. . ... ... 238
43.1. OrobpaxeHve uHpopmaruu o Tfpabuke BCPU . . . . . . . . . ... ... ... ... 238
43.2. Hactpoiika orpanuuenuii Tpabuka B CPU . . . . . . . . . .. .. ... L. 239

PoE (Power over Ethernet) . . . . . . . . . . . .. . .. .. .. .. .. 240
44.1. Hactporika POE . . . . . . . . . . e 240

3epKa/IMPOBAHUE TPAMHKA . . . . . . . . v v v e v et e e e e e e e e e e e e e 242
45.1. TIpumep KOHOUTYPALIAM 3EPKAMA  « & « « v v v v v e v e e e e e e e e e e e e e e e 243

YnpaB/ieHHe CUCTeMOM, MOHUTOPHHT M OTJIAKA . . . . . « v o v v v v v e e e e e e e et 244
46.1. JTALEH3UPOBAHME . . . . ¢ v v v v e v e et e e e e e e e e e e e e e e e e e 244
46.2. ShOW . . . . L L e e e 244
46.3. DDM . . . . e e 245

46.3.1 TIpocmotp uHpopMaluu DDM . . . . . . . . . . . . ... 245
46.4. YOpaBIeHUE BEHTHUIATOPAMM . . . « v v v v v e e e e e e e e e e e e e e e e e e 246
46.5. System 1og . . . . ... e e e e 246

46.5.1 Kondwurypauus systemlog . . . . . . . . . .. ... L L 246
46.6. PEXXUM OTHAAZKHM . . . & v v v v v v e e e e e e e e e e e e e e e e e e e e e e e 249
46.7. DyINg Gasp . . . . . i i e e e e e e e e e e e e e e e e e e e e e e 253
46.8. OTVIOKEHHAS TTEPE3ATPY3KA . « « v v v v v v e v e e e e e e e e e e e e e e e e 254
46.9. [IMarHOCTUYECKUE YTUIIATBL . .« . ¢ v v v v v v v e e e e e e e e e e e e e e e e e e 254

46.9.1 Ping . . . . . . e e 254

46.9.2 Traceroute . . . . . .. L. e e e e e e e e e e e 255

46.9.3 Perf3 KMMEHT . . . . . . . . . . o e e e 255

COIEPXXAHUE 13



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

1. BBeaenue

1.1 Ha3HayeHue nNporpaMmmel

[TporpammHOe obecrieueHre MpeAHa3HAYeHO [Jisl YIIPAB/IeHHs MaKeTHBIM IPOLIeCCOPOM KOMMY-
TaTOPOB cepuii S5XxX, 6XXXX Ha OCHOBaHUU HACTPOEK MO0/b30BaTesieild, COCTOSIHUM UHTep(elicoB, Mosy-

UEHHBIX MMPOTOKOJ/IBHBIX ITdKETOB M COCTOAHHWSA PErMCTPOB IMMaKETHOI'O ITPOoLieCcopa.

1.2 Bo03MO0XHOCTH IPOrpaMMbI

1O noaep>KUBaeT C/eAyHIIUM (PyHKIMOHAIT:

* ITognepka uHTepdetica komaHAHOM cTpoku (CLI) Ansi yripaBieHHss KOMMYTaTopoM uepe3
KOHCOJIBHBIM TOPT U yJanéHHo 1o npotokonaM Telnet, SSH u SNMP;

* IToppepxka WEB-unHTep(etica a5 yripaBieHHsi KoMMyTaTtopoM 1o rpotokony HTTPS;

* [Togaep>kka KOMaHJHOUW CTPOKU C pa3rpaHUUeHueM MpaB JOCTYTa;

* Tlopaep>xka mpotokosnioB STP (IEEE 802.1d, 802.1s);

* Tlogpepxka IEEE 802.1X*;

* Tloppepxxka criuckoB KoHTposis goctyna (IP ACL, MAC ACL, MAC-IP ACL, IPv6 ACL,
VLAN IPv6 ACL u User-defined ACL);

* Tlogaep)kka cTaTHueCKOW arperarjiy KaHaioB C MCTob30BaHUeM npoTokosia LACP 802.1ax;

* ITognepxka Power over Ethernet (PoE);

* IMopgepkka KauectBa obciykuBaHus (QoS), ynpaB/ieHue anrapaTHbIMU OuepesisiMU U KOH-
TPOJIb MPOITYCKHOM criocobHocTH (Bandwidth control);

* YnpaBneHue BeHTU/ISTOpaMy;

* YmpasseHne KoMMyTaLyel rnaketos ¢ metkamu VLAN Ha ocHoBe cranzapta IEEE 802.1Q),
Protocol-based VLAN™* u Voice-VLAN™;

* YmpaB/jieHHe HaCTPOMKaMH M30JISIL{MU [IOPTOB;

* Ympasnenue notokoM: 802.3x flow-control;

* JlnarHocTrueckue QyHKIMU: BUPTyabHOE TeCTUPOBaHUE Kabesist, AMarHoCTHKA ONITHYECKOTO
TpaHCHBepa;

 3epkanupoBaHue TpaduKa;

» OrpaHuyeHMe JJOCTyMa K yripaBiaeHuto 1o Telnet u SSH;

* Orpanuuenue Tpaduka Broadcast, Multicast u Unicast Ha Ethernet-untepdeiice (Storm-control,
Flood-control);

* Onpepnenenue netesb (Loopback-detection);

* 3arutaHUpoBaHHas (OTI0XKeHHasi) repe3arpysKa;

* TTogpepxka AAA 1o nporokosy RADIUS u jioKa/bHBIX yUeTHBIX [JaHHBbIX;

* Iogmepxka IGMP Snooping v1/v2/v3, Multicast VLAN Registration (MVR);

Bsepnenue 14
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* TMogmepxkka L3 uHTepdeiicoB Ha KOMMYTAaTOpe;

* ®dyukuuoHan L3: cratnueckast Mmapupytusauus, DHCP-cepsep;
» NuarHoctuueckue yTunuThl: Ping, Traceroute, iPerf3*;
» Access Management (AM), AM Blocked Record*;

* BPDU-Tunnel,;

» Broadcast, multicast, unicast storm-control;

* DHCP Snooping, DHCP Snooping Blocked Record*, DHCP Snooping Option 82;
* ERPS;

» Errdisable;

* Gratuitous ARP;

* OAM Dying Gasp;

* Dynamic Arp Inspection®;

* LLDP;

 ULDP;

* MAC Authentication Bypass*;

« MAC-VLAN%;

* MSTP;

* NTP u SNTP knueHT;

* Packet-capture*;

* Policy-map;

* Port-security;

 Port Isolation u Port Isolation 8 VLAN;

¢ Private-VLAN;

* PPPOE Intermediate Agent;

» Selective Q-in-Q*;

+ Switchport flood-control;

* VLAN-translation®;

» ZTP (Auto Provisioning).

* He nopgepsxuBaeTcst Ha cepun S5010

1.3 TexHuuyeckue XapaKTepUCTUKH

ArnmapatHoii riiatdopmoit 151 paboThl MPOrpaMMbl 0/HKHBI ObITh KOMMYTaTOPbI CEPUM S5XXX,

S6xxXX, BbIMIOJTHEHHbIE HA OCHOBe TMaKeTHBIX TpoiieccopoB cepuii RTL93XX, RTL83XX.

Bsepnenue 15
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2. OCHOBHBIE HACTPOUKMU yNpaB/IeHUSA

2.1 Bupabl ynpas/ieHMs] KOMMYTaToOpOM

[Tocne mproOpeTeHNst KOMMYTaTOpa HeOOXO/Ma ero HaCTPOMKa AJisi KOppeKTHOM pabotsl. log-

Jlep>KUBAIOTCS iBa BUjja yripaBieHusi: In-band u Out-of-band.

2.1.1 Out-of-band ynpasieHue

Out-of-Band ymnpaBnieHue oCylijeCTB/sIeTCS uepe3 KOHCOJIbHBIN MOPT KOMMYTAaTopa [ijisi ero rep-
BOHaua/IbHOM HAaCTPOWKU WK B caydae, eci In-band ynpaBnenue HefpocTynHo. Hanpumep, Bbl MokeTe
Ha3HauuTb KOMMyTaTopy IP-afpec uepe3 KOHCOJIb, YTOOBI BIOC/ECTBUN YIIPAB/ATh UM T10 TIPOTOKOJTY
Telnet. [Is CBSI3K C KOMMYTaTOPOM Yepe3 KOHCO/IbHBIN MopT Ha [1K, HeoOXoAMMO BBIMIOTHUTE Cleyto-
1jue J1elCTBUS:

¢ Tlogkmouuts Serial-mopt IIK x mopty Console komMmMmyTaTopa € MOMOIIBbI0 KOHCOJIBHOTO Kaberts,
BXOZALLero B KOMIIIEKT.
* 3amnmyCcTUTh MporpaMMmy smynsiiuu TepMuHana (Putty, Minicom, Hyper Terminal) u mpou3BecTtu

C/1eflyrole HaCTPOMKHU:

BbIOpaTh COOTBETCTBYIOIMI Serial mOpPT KOMITBIOTEpa;

YcTaHoBUTB CKOPOCTh nepefauu AaHHbix 115200. s mopeneli S5110G — 9600;

3agatb hopMaT JaHHBIX: 8 OUT AHHBIX, 1 CTOMOBKIM OUT, 6€3 KOHTPOJ/IST UETHOCTH;

OTKJ/IFOUUTH dlllIapaTHOE U IMpOrpaMMHOe yIipaB/IeHHE IMTOTOKOM OdHHBIX;
— BxmouuTh NuTaHue KOMMYTaTOpa.
Ecn Bce miarv BbINOTHEHbI MpaBUJIBHO, B SMYJIATOPE T€PMHHAJ/IA MMOABUTCA JIOT 3dI'DY3KW KOM-

MyTaropa:

## Booting kernel from Legacy Image at 81000000
Image Name: eNOS

Created: 2021-04-28 12:45:29 UTC

Image Type: MIPS Linux Kernel Image (lzma compressed)
Data Size: 15333633 Bytes = 14.6 MB

Load Address: 80000000

Entry Point: 802a64a0

Verifying Checksum ... OK

Uncompressing Kernel Image ... OK

[Tocre 3arpy3ky KOMMyTaTopa He0OX0AMMO BBeCTH MM Tosb3oBareis (login) v maposs (password).
ITo ymonuanuto mcrnosnb3yercs admin/admin. [Tocne yero oTKpeiBaeTcsl JOCTYIT K KOH(UTypPUPOBaHHIO

KOMMYTAaTOPa:

Welcome to SNR-S5210G-24TX
SNR-S5210G-24TX login:

OcCHOBHbIe HACTPOWKHU yTIpaB/eHUsI 16



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

2.1.2 In-band ynpaBneHue

In-band no3BossieT yrpaB/sTh KOMMYyTaTopam C UCIojib3oBaHueM npotokosioB HTTPS, Telnet,
SSH unu SNMP c ycTpoucTB, MOJK/IOUeHHBIX K KomMMyTaTtopy. Eciu yripaBnenue no In-Band Hefo-
CTYITHO, HACTPOMKY C/ieflyeT BBIMOMHUTEL yepe3 Out-of-band.

Hacrpoiika KommyTaropa npu nomoinu Telnet

[lnist yripaB/ieHrs KOMMYTaTOpPOM, MCIO/b3yst poTokon Telnet Heob6xoauMo, UTOOBI Ha KOMMY-
tartope 6b11 cKoHGUrypupoBaH IP-aapec u xoct ¢ Telnet-kueHToM 6611 JOCTYTIEH C KOMMYyTaTopa (Ha-
XOZIU/ICSL B OIHOW CeTH C HUM WY ObLT [OCTYIIEH Yepe3 MapiipyTu3arop). KommyTarop rno ymosuaHuio
nmeet [P-agpec 192.168.1.1 8 VLAN 1.

KommyTarop mMoxeT uMeTb HeCKO/IbKO IP-azipecoB /i yripaB/ieHus, B TOM UMC/le B Pa3/IMUHbIX
VLAN. Bosee roapobHoe onvcaHre HaCTPOWKU MPUBeZEHO B COOTBETCTBYIOIEM pa3ziesie JaHHOTO py-
KOBO/ICTBa.

[Tpymep noAK/IOUeHUs] K KOMMYTaTOPy C KOH(Urypaiueii o ymosnyanuto yepe3 Telnet.

B npumepe kommyTaTtop umeet IP-agpec ro ymonyanuro 192.168.1.1, macka cetu 255.255.255.0.
Ha I1K, c koToporo GyzeT 0CylIeCTBAATELCS yrIpaB/ieHue, Heo0xoauMo HacTpouTh [P-azpec 192.168.1.2 u
Macky ceTtH 255.255.255.0. Coepunnts [1K 1 koMmyTatop naty-kopzom Ethernet. BeimonHUTs KoMaHy:

telnet 192.168.1.1, 3aTeM BBeCTH JIOTHH U Mapo/ib (110 yMomuaHuio admin / admin).

telnet 192.168.1.1

Trying 192.168.1.1..
Connected to 192.168.1.1.
Escape character is 'A]'.
SNR-S5210G-24TX login: admin
Password: *****
SNR-S5210G-24TX>

Hacrpoiika KommyTtaropa no HTTPS

[ns foctyna K ynpas/ieHH0 KommyTaTtopoM 1o npotokony HTTPS BBeguTe B afpecHyro CTPOKY
Opay3epa https://192.168.1.1. [Toce 3TOro 0OTKpOETCsI CTPaHUI[a C IpeAyNpeXxAeHneM 0 HeleUCTBUTE Tb-
HOM cepTr(urKaTe 6e30MacHOCTH. ITO CTaHAAapPTHAs CUTYALWs [/isi BCTDOEHHBIX CePTU(HMKATOB CETEBOTO
obopyznoBanus. [1151 IPOAO/DKeHNs, B 3aBUCUMOCTH OT Opay3epa, HAKMUTe KHOTIKY «[lomo/THUTeIbHbIe
HaCTPOWKW» (UM aHAJIOTUYHYI0, HarpuMep, «/]omoTHUTe/TbHO» ), a B TOSIBUBIIIEMCSI MeHI0 BbIOepuTe Ba-
puaHT «Ilepeiitu Ha cauT (192.168.1.1)» win «[IpuHATH PUCK U TIPOAO/KUTL». [lasiee OTKPOETCS OKHO
aBTOpu3auu. [l Bxoza uCnob3yiTe JorvH admin v naposb admin.

Ynpasiienne kommyTaropom o SNMP

[ns1 yripaBnieHust koMMmyTatopom 1o SNMP Heo6xorMo, 4T0OBI Ha KOMMYyTaTope OblT CKOH(U-
rypupoBaH IP-agpec u xoct ¢ SNMP k/ivieHTOM OBIZT IOCTYIIEH ¢ KOMMyTaropa (HaXOAWICS B OJHOM
CeTU C HUM WU OB AOCTYTIEeH yepe3 MapiipyTu3atop). Kommyrarop 1o ymomyanuto umeet IP-agpec
192.168.1.1 8 VLAN 1.
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KomMMmyTaTop MOXKeT UMeTh HECKO/IbKO IP-a/ipecoB /it yripaB/ieHus, B TOM UKMC/Ie B Pa3/IMUHBIX
VLAN.
Bosnee mozspobHOe orvcaHre HaCTPOWKH MPHUBEIEHO B COOTBETCTBYIOIIEM pa3jiesie JaHHOTO Py-

KOBO/ICTBa.

2.2 Wurtepdeiic KomanaHou crpoku (CLI)

KommyTarop nogzaep>kuBaet 3 Tuna unrepgeiica 15 koHpurypupoanus: CLI (Command Line
Interface), WEB u SNMP. urepdeiic CLI 3HakoM O0MBIIMHCTBY T10/1b30BaTesiei. Kak y>ke oruchiBa-
nock BeIile, Out-of-Band yripaBnenue u Telnet ncrionb3yrotr CLI /151 HACTPOWKM KOMMYyTaTopa.

B ocnoBe CLI uHTepeiica ne>kut 06010uKa, cocTosiias 3 Habopa komaHz. KomaHs! pa3zerne-
HBI 110 KaTeropysiM B COOTBETCTBHUU CO CBOMMM (PYHKLIMSIMU 110 HACTPOMKe U yTIpaB/ieHUI0 KOMMYTaTo-
pom. Kaxkziasi Kareropusi onpe/iesisieTcsi pa3/IMuHbIMU KOHPUTYPaLlMOHHBIMU PeXXKUMaMHu.

CLI Bksttouaet B cebsi:

* Pe)xrMbl KOH(UTypHPOBaHUS;

* CHHTaKCHC KOMaH/;

» KopoTkue coueTaHusi K/IaBUILI;

* DYHKLHWIO CIPABKU;

* IIpoBepKy KOpPEKTHOCTH BBOJA;

+ CokpallleHHbIM BBOJ, KOMaH/[.

2.2.1 PexxuMbl KOH(pUTypPUPOBaHUA

User pexum

¥

Admin pexum

¥

Global pexum

v

Pexumbl Pexum Pexum
KOHChUrypaLumm KOHChUrypaLumm KOHChUrypaLumm
WHTepdehcos VLAN DHCP-poal

Puc. 1: Pexxumbl koHGUrypuposanus CLI

User pexxum
ITpu Bxoze B CLI nosb3oBaresis nonazaer B pexkxuM User. B 3Tom pekuMe IpurviallieHye BbIIvis-
it Kak <hostname>. CUMBO/ ”>" 03HayaeT, UTO MO/b30BaTe/ b HaxoauTcs B User pexkume. [1pu BbIxoie

13 Admin pe)xuma rosib30BaTe/b Takxke rnonazgaeT B User pexxum.
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B User pexxume HacTpoiika KOMMYyTaTopa HeZloCTYITHa, pa3pellieHbl TOIbKO KOMaH/ bl show.

Admin pexxum

B Admin pe)xuM moria/jaroT Mojib30BaTe/ U T0CIie BBO/Ia KOMaH/ bl “enable” v raposisi, ecyiv 3a7iaH
napoJib /7151 enable. B admin pexxvime npurnamienue CLI BeirnsguT kak hostname#. CumMBos “#” 03Hauaer,
YTO I10J1b30BaTe /b HaXoAUTCs B Admin pexxume.

B Admin pexxviMe 1o/ib30BaTe/ib MOXKET 3arpalliMBaTh BbIBOJ, MOJTHOM KOH(Urypaluu U cTaryca
KOMMYTAaTopa, a TakK)Ke MOXKeT TIePeX0IUTh B PeXKUM I1obanbHOro KoHdurypuposanus (Global pexum)
[U1s HACTPOWKY JIFOOBIX TIapaMeTPOB KOMMYyTaTopa. B CBsi3u C 3TUM peKOMeH/yeTcsl 3aZiaBaTb Iapoilb
Juist iepexozia B Admin pexkxuM, Jjis pe/joTBpalljeHHsi HeCaHKLIMOHMPOBAaHHOTO I0CTYMa U U3MeHeHUH
HacTpoeK KOMMYyTaTopa.

Global pexxum (Pexxum ri100a1bHO#M KOH(DUTypamun)

[Tpu BBozie KoMaH/b! “configure terminal” 13 Admin pexriMa 1o/ib30BaTesib 0MNajaeT B PeXKUM
rrnob6anpHOM KoHurypaumu. 115 Bo3epara B Global pexxuiM 13 BbIIIeCTOAIIMX PeXKUMOB KOH(UTYypaLiy,
takux Kak VLAN, ITopT u.T.1. npeiHa3HaueHa KOMaH/a exit.

B Global pexxume moctynHa KoHGUTypalys r/106anbHBIX TapaMeTPOB KOMMYTAaTOPa, TAKUX Kak
tabmiia MAC-azpecoB, HacTpoiika SNMP, rosib30Baresielt U.T.11., @ TaK)Ke BO3SMOXKEH TIepeXo/] B PeXKH-
Mbl KOHuUrypauuu natepgeiico, VLAN u.T.1.

PexxuM KoHduUrypaium uHrepgeiico

[1nst iepexozia B pe>kuM KOH(GUTyprpoBaHus HHTepheiCcoB UCITO/Ib3yiTe KoMaH 1y interface <name>.
Jlnist Bo3Bparta B 100a/IbHBINA PeXXUM KOH(UTypaLM UCTIONB3YHTe KOMaHAY exit.

[MoppepxuBatotcst Tpu BUza uHTepdetico: VLAN, Ethernet nopt u Port-channel.

Tun
. Komanpa Onucanue
uHTep(eiica
VLAN interface vlan<vlan-id> Hacrpoiika L3 uHTepdeiicoB kKoMMy-
uHTepQeiic ! B pexcume 2nobanbHoli KoHguzypayuu Taropa
interface <interface-list> Hacrpoiika napameTpoB ¢u3nuecKux
Ethernet mopt . .
I B pescume 2n06aabHoll KoHgpuypayuu rHTep(delicoB (CKOPOCTh, PeXKUM U.T.IT)
interface po <port-channel-number> Hacrpoiika napametpoB Port-Channel
Port-channel B .
! B pedxcume 2n06abHoll KoHguzypayuu uHTepdeticoB (pexxum, VLAN W.T.I1.)

Pe)xum koHdurypanum interface VLAN

Ilnst mepexofa B pexkuM KoHpurypaiuu interface VLAN wucrions3yiiTe komaHay interface vlan
<vlan-id> B pexxume 171006a71BHON KOHGUTypau. B 3TOM pexkrMe MOXKHO 3a7ath IP-afpec, BK/IIOUNUTh
IGMP Snooping, DHCP Relay u T.1.

2.2.2 CHHTaAKCHC

KommyTatop nogiep>kuBaeT 00IbI10€e KOJTMUeCTBO KOMaH/ I, TeM He MeHee BCe OHM UMEIOT 00TIri

cuHTakcuc: cmdtxt <variable> {enuml | ... | enumN } [optionl | ... | optionN].
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YcnoBHbIe 0003HAUEHMS:;
+ cmdtxt )KUpHBIM 1IPH(TOM 0003HAUAET Ha3BaHHE K/TIOUEBOE C/IOBO KOMAH/IbI;

* <variable> 0603HauaeT o0si3aTe/IbHbBIN TTapaMeTp;

{enuml | ... | enumN} o603Ha4aeT 0Os3aTeNbHBIN MMapaMeTp, KOTOPbIH J0/DKeH ObITh yKa3aH U3
psifia 3HaueHui enum1~enumN;
* kBagparHble ckoOku ([ ]) B [optionl | ... | optionN] o603HauaroT HeoOsi3aTe/TbHbIE TTapAMEeTPBI.

B CLI moaepKuBaroTCs pa3nuuHbie KOMOUHamu “< >, “{ }” u “[ ]”, Takue Kak [<variable>],
{enum1 <variable> | enum?2}, [option1 [option2]], u T.1. Hirke nipriBeZieHbI pUMepbl KOMaH/, B KOHU-
T'yYpaljMOHHOM PeKuMe:

- show version, 3Ta komaH/ja He TpeOyeT rapaMeTpoOB, MPOCTO BBeAUTE KOMaHAY U HakmuTe Enter
151 €€ BBITIO/THEHUS.

- vlan <vlan-id>, TpebyeTcs BBecTH mapameTp — HOMep vlan /151 BLITIO/THEHHUST KOMaH[bI.
- switchport flood-control {bcast | mcast | ucast} — gomnycTumsl ciefyroiijye BapuaHThl: switchport

flood-control bcast, switchport flood-control mcast, switchport flood-control ucast.

2.2.3 T'opsiume K/1aBUIIU

CLI noasep>kvBaeT psijJ, KOPOTKUX COUeTAHUMN K/aBUII Jjisl yIipoleHus pabotel. Eciu Tepmu-
HaJIbHBIM K/TMeHT He pacrio3HaeT K/aBuilid Beepx u BHU3, MOXKHO MCII0/Mb30BaTh codetanus “Ctrl+P” u

“Ctrl+N” BMeCTO HUX.

Coueranue
S DyHKIUSA
Ynanser cuMBOn nepes; KypCOpoM Y CABUTaeT MO3ULIMI0 Kypcopa Ha OIH CUMBOJI
Back Space
Haszag.
B o Ncropus BBeieHHBIX KOMaH/. BIBOJUT NpebIAyIIyI0 BBeJleHHYI0 KoMaHy. MHo-
Bepx 1 TOKpaTHOe Ha)kaTve BbIBOJUT paHee BBe/leHHble KOMaH/bI I10 TTOPSIKY.
Buus “|” Vctopus BBeleHHbIX KOMaH/l. BbIBOAUT C/ieyIOIy10 BBeeHHYO0 KOMaH/y.
Bneso “<—” | CgBur Kypcopa Ha OJJUH CUMBOJI BJIEBO
Bopaso “—” | Cpgsur Kypcopa Ha OJH CUMBOJI BIIPAaBO
Ctrl + P To ke uTo ¥ KnaBuia Beepx “1”.
Ctrl + N To e uto 1 KnaBuiia Baus “|”.
Ctrl + Z Bosspar B Admin pe>kum u3 Jir060ro KOHOUTYPAIMOHHOTO PEXUMA.
Ctrl + C OcTaHOBKa 3anylijeHHOW KOMaH/ibl, HarpumMep ping.
Tab [Tpu yacTUUHOM BBOJie KOMaH/Ibl, TIPY Ha)KaTuu KJiaBuiM Tab, BEIBOASTCS BCe [10-
a MyCTUMble BapUAHThI MPO/IOJIKEeHNsI KOMaH/Ibl.
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2.2.4 Copaska

CLI nmopaepskuBaeT jBe KOMaH/IbI /7151 BbI30Ba cripaBku: KomaHia “help” u “?”

Komanpa OmuicaHue
hel B nro6om pexkume komaHzia help BBIBOAUT KpaTKyr0 MH(POPMAIHIO 110 MCIT0/Ih30Ba-
P HUIO (PYHKLIMM CTIPaBKH
B mo60M pexxriMe BBOZ, CUMBOJIA “?” BBIBOJUT CITUCOK BCEX IOCTYIHBIX B 3TOM pe-
JKUMe KOMaH/I C UX onucanuem. Eciu BBecTu “?” uepe3 rpobest mocjie K/H04eBoro
CJI0BA, BBIBEZETCS CIMCOK JOIYCTUMbIX MapamMeTPOB/K/IHOUYEBBIX CJIOB C KOPOTKUM
“p” ornvcaHueM. BeiBoa “<cr>“ o3HauaeT, UTO KOMaH/ja BBeJieHa IOJIHOCTBIO U /ISl eé

BBITOJTHEHUsT He0OX0[MMO HakaThb KiaBuiny Enter. Eciv BBecTr ciiMBOs “?” cpasy
T1oCJie CTPOKH, OyAyT MOKa3aHbl BCE AOMYCTUMbIe KOMaH/Ibl, KOTOPbIe HAUMHAIOTCS

C 9TOU BBeJ|JEHHOW CTPOKHU.

2.2.5 [IIpoBepka BBOja

Bce BBeJ€eHHbIE€ KOMdH/bI ITIDOBEPAIOTCH HA IIPABUJIBHOCTD. HPI/I HEKOPPEKTHOM BBO/I€ BO3Bpallld-

eTcst nHpopmMarLus 06 ormbKe.

Nudopmanus 06 ommdke Onucanue

KomaH/1a BBeJieHa He TIOJTHOCTBIO TMOO OTCYTCTBYeT 00si3a-
% Incomplete command.

TesbHBIN [apameTp.

o o HeripaBubHBIN BBOJ, KOMaHAbl. Mapkep ‘A’ yka3bIBaeT Ha
% Invalid input detected at *A’ marker.

MeCTO HeIlpaBUJ/IBHOT'O BBO/id.

i BBezleHHasi koMaH/la UMeeT /iBa U Oosiee BapyaHTa WHTep-
% Ambiguous command.

rnpeTanuu.

2.2.6 CokpaileHHbIM BBOJ KOMaH/,

CLI nojpeps>kvBaeT COKpallieHHbIM BBO/| KOMaH/], eCJ/I BBeZleHHasi CTPOKA MOKeT ObITh OZJHO3Hau-
HO /IOTIO/THEHa J10 MOJTHOM KOMaH/bl U UHTepIpeTUpOoBaHa.
[Tpumep:
1. Onsa komauzb show interface gel counters gorycTyM cokpaiilleHHbIN BBOZ sh int gel coun
2. [ns komaHge! show running-config cokpaitieHHbii BBog show r BepHeT ommoOKy:
“% Ambiguous command: ”show r”“, Tak Kak Cy11{eCTByeT HeCKO/IbKO KOMaH/] HAUMHAIOIIUXCS C
shr: show radius-server, show running-config. B To ke Bpemsi komaHzia show ru OyzeT BbITIONIHEHa,

TaK Kak CyIlleCTBYeT eZJMHCTBEHHbIM BapUaHT UHTepIpeTaLiy.
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3. ba3oBbie HACTPOUKM KOMMYyTaTopa

Ba3oBble HaCTPOHKM KOMMYTaTOpa BK/IFOYAIOT B Ce0s1 KOMaH/IbI BXO/Ia U BBIXO/IA U3 PE)KUMOB KOH-

¢durypauyy, coxpaHeHue U yjaneHre KOH(UIypalMoHHOro (aiia, yCTaHOBKY MMEHH XOCTa U CKOPOCTH

KOHCOJIbHOTO TIOPTa, a TAK)Ke BbIBOZIa 6a30BOM HH(POPMAI[MK O KOMMYTaTope.

Komanpa Onucanune
Pexxumbl User 1 Admin
enable [Tepexop u3 pexxuma User B pexxum Admin.
disable Boixog u3 pexkuma Admin.

show privilege

BbIBO/J TeKyI1lero ypoBHs IPUBW/IETHH TI0/Ib30BATe S,

show system resources

BoiBoz nH(opmaluu o Tekyiilei 3arpy3ke CPU u O3Y kommyTaTtopa,
cBobOOHBIX pecypcax O3Y.

Admin pexum

configure terminal

[Tepexon B peXXuM I7100abHOTO KOH(MUTYPUPOBAHUS W3 PeKHUMa
Admin.

no ip http secure-server

Brikmtounts WEB-unTepdeiic.

terminal length <0-511>

YcraHOBKa Ko/MyecTBa CTPOK TepMUHasIa MOCTPaHUUHOTO BbIBOJA.
I[pu ycraHoBKe 3HaueHus1 0 TOCTPaHMUYHBINA BBIBOZ, OTK/IHOUAETCSl.

terminal width <24-511>

YcTaHOBKa HINPHWUHBI TEPMKWHAJ/Id B CHMBOJIaX.

clock set <HH:MM:SS>
<YYYY.MM.DD>

YcTaHOBKa CUCTEMHOM []aThbl U BpeMEeHH.

show version

BriBog MH(OpMaLMK 0 KOMMYyTaTope.

write

CoxpaHeHue Tekylljeli KoHbuUrypaluu komMmyTaropa Ha Flash ma-

MATB.

delete startup-config

YnaneHue Tekyillei 3arpy304yHoi KOHGUTypalyu.

baudrate {115200 | 9600}

YcTaHOBKa CKOPOCTH KOHCO/IBHOTO TIOpTa, Kpome mogesneid S5110G.

show baudrate

OTobpaskeHHe TeKyIlel U 1ocsie repe3arpy3Kd CKOPOCTH KOHCOJ/Tb-
HOTO TIOpTa.

show system uptime

BbiBoz MH(OpMaIMK 0 BpeMeHH, Tpollie/ilieM C MOMeHTa 3arlyckKa
CUCTEeMBbI, UMCJIe MOK/TI0UeHHBIX 110/Tb30BaTe/1ei U Cpe/iHel 3arpysKe
CUCTEMBI.

clear line <WORD>

[TpuHyaUTENbHO 3aBepllaeT yKa3aHHbI MHTePAaKTUBHbIM CeaHC MoJi-
K/IoueHus1 K kommyTtaropy (VT Y-ceccrro uiv KOHCOMbHOE TTO/KITHO-
YyeHue).

<WORD> - location ceaHca mofgk/I04eHus.. 3HaueHne OepeTcst U3
niosisi Location BeIBofia KOMaH/b1 “show users”.

clear web-session

OuucTtuTth BCe akTuBHBIe WEB-ceccun.

reload

ITepe3arpyska KoMMyTaTopa.
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Komanpa

OnucaHue

I'o6aIbHBINA PeXXUM

banner motd {<text> |
default}

HacTpotiika MHOrocTpouHoro 6aHHepa, 0TOOpa’karoIerocsi Mpu BXo-
Jle TI0JTb30BaTe/isi Ha KoMMyTarop. [ljisi mepeHoca TeKCTa Ha HOBYHO
CTPOKY HeoOXOZIMMO UCITO/Ih30BaTh CUMBOJIBI: \N.

set cli hello-prompt {on|off}

Hacrpoiika oToOpa>keHUst COOOIIIeHHs] O BpeMeHH TpeblAyIei aB-

TOpHU3aL1H.

hostname

YcTaHOBKAa UMEHU X0CTa KOMMYTATOPAd.

multi config access

BkitoueHre  pexuma — OJHOBPEMEHHOIO  KOH()MI'YPUPOBAHUS
HeCKO/IbKMMH T10/1b30BaTe/IsIMU.

Bce pexxumsl

BbIxog, U3 TeKylllero pexuma KOH(UIypUPOBaHHUSI B HMXKECTOSILL{N

exit .
pe>kuM. Harpumep, u3 rimo6aisHOro pexkuMa B Admin.
Bce pexxumbl 3a uckiroueHueM User 1 Admin
end Bbixo/1 13 TeKylllero pexxima KoH(GUrypupoBaHus ¥ Bo3BpaT B Admin

PEXUM.

3.1 YnpasieHue /10Ka/JIbHbIMHU 10/1b30BaTe/ISIMU M MAPOJIAMHA

[nst nocTymna K uHTepdeiicy yrpaB/ieHHss KOMMYTaTOPOM UCIO/Ib3yeTCsl aBTOPU3aLius 10 UMeHU

TI0/Tb30BaTe/Isl ¥ 1apoJito. B KOHGUrypalyy mo yMo/T4aHHI0 CyIIeCTBYeT Mojib3oBaresib “admin” c ma-

poneMm “admin”. B mie/isix 6e30MacHOCTH peKOMEHAYETCSI ero CMeHHUTD TTPU TTepBOHauaIbHOM HaCTPOMKe

KOMMYyTaTopa.

[Topsep)kuBaeTcsl TP TUIIA IPUBU/IETHH 110/1b30BaTesIei:

* network-user — foCTymnHbI To/BKO KOMaH/b! “show”. [lepexos B KOH(UIypaLMOHHbINA PeXXuM

3arnpeilieH;

» network-operator — JOCTYITHbI BCe KOMaH/Ibl, KpoMe KOMaH1 ”copy”, “write”, “mv”,

startup-config”;

) » » » ) »

rm”, ”delete

* network-admin — f0CTyIHBI BCe KOMaH/bI.

Hacrpoiika nosb3oBarenei:

Komanpa

Onucanue

username <user-name> [role

encrypted <encrypted>}]

{network-admin | network-operator | Ha KOMMYTarop.

network-user}] [password {<password> | | <user-name> — 1Msi TI0/Ib30BaTes;

HaCTpOI/ITb WM T10/Ib30BaTeJId U IMapoJib O/ AOCTYIId

role — ypoBeHb MpUBHUJIeruii (10 yMOTUaHUIO
network-user);

password <password> — 1apoJ/ib B OTKPbITOM BU/I€;
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Komanpa

OnucaHue

no username <username>

! B pestcume 2nobanbHoll koHguzypayuu

password encrypted <encrypted> — mnaposib B

3amMdpoBaHHOM BU/JE.

YnanuTb Mo/ib30BaTeis.

enable password {<password>|

encrypted <password>}

no enable password

! B pedxicume 2106a1bHO1 KOHuU2ypayuu

3ajatb naposb A1 rnepexoza B Admin pexxum.

YnanuTh naposis 715 rnepexozia B Admin pexxum

(byzeT ycTaHOBJIEH MyCTOM TIapOJib).

3.2 Telnet

Telnet — 5T0 MpOCTOM MPOTOKO AJIs1 AOCTyIA K yAaseHHoMY TepMuHany. Mcnonb3ys Telnet

TI0/Tb30BaTe/Tb MOXKET y/la/leHHO 3aiiTH Ha obopyzoBaHue 3Has ero IP-agpec wiu fomeHHoe nmsi. Telnet

MOXET OTIIPaBJIATb BBE€AEHHYIO I10J/Ib30BATEIEM I/IH(i)OpMaL[I/II-O Ha y,[[afIEHHbII‘/JI XOCT U BBIBOJUTH OTBE-

ThI XOCTa Ha T€PMHKHAJI I10J/Ib30BaATE/JIA dHAaJIOTUYHO TOMY, UTO I10/Ib30BdT€/Ib ITOAK/IFOUEH HAIIpAMYH K

000pyI0BaHUIO.

Telnet p860TEIET T10 TeXHOJIOTMH K/IMeHT-CepBep, Ha JIOKa/IbHOM YCTPOI\/JICTBQ pa6OTHET Telnet ku-

€eHT, a Ha yaieHHoM — cepBep Telnet. KommyTatop MoxkeT paboTath Kak B posu Telnet-cepBepa, Tak U B

poru Telnet-kmuenTa. ITpu paboTte koMMyTaTopa B poiu Telnet-cepeepa, 110/ib30BaTe/Id MOTYT yAA/IEHHO

3aXOJMTh Ha Hero ucronb3ys Telnet-k/ueHT, Kak ObI7IO orvcaHo paHee B pa3zesie In-band yripaBnenust.

I/ICHOJ'II:BYH KOMMYTATOP B KaueCTBe Telnet-kreHTa M0OJ/IL30BaTEIb MOXKET YAAJIEHHO 3aXO4WUTh Ha Apyrue

XOCTHI.

1. Hactpotika Telnet-cepBepa Ha KOMMyTaTOpe:

Komanga

Onucanue

feature telnet

no feature telnet

! B pesicume 2106aabHOU KOHGU2ypayuu

Bxmounts Telnet-cepBep Ha KOMMyTaTope.

OtktounTth Telnet-cepBep Ha KOMMYyTaTOpe.

2. Ucnonb3oBanue Telnet-kveHTa Ha KOMMYyTaTOpe:

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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Komanpa

OnucaHue

telnet {<ip-address> | <hostname>}
[<port>]

! B User uau Admin pedxcume

[TogktoueHue K ylaieHHOMY TePMHHAMY 10 TIPOTOKOJTY
Telnet.

<ip-address> - IPv4 unu IPv6 agpec yganeHHOro
TepMHHAa/a;

<hostname> — foMeHHOe UMs yJjaIeHHOTO
TepMHUHAa;

<port>— TCP nopt (1-65535) A/151 OJK/TFOUEHUSI.

[To ymosiuaH1IO MCTIO/B3yeTCs MOopT 23.

3.3 SSH

SSH — ceTeBo#i NMPOTOKOJ/I TIPUK/IAJIHOTO YPOBHS, MpeAHa3HaueHHbIH [Jis y/1aIEHHOTO yIipaBJie-

HUs OTepaljuoHHON cucTeMou U TyHHenupoBaHust TCP-coenuHeHuid. CXox 10 (yHKIJMOHA/IBHOCTH C

ripotokosiamu Telnet u rlogin, HO, B OT/IMUMe OT HUX, IKMGPYyeT BeCh TpadUK, BK/IHOUAs U epe/iaBaeMble

naposii. SSH fonyckaeT BbIOOD pa3/MyHbIX alropuTMoB mrdposanusi. SSH-knveHnTsl 1 SSH-cepBepbl

JIOCTYTTHBI J71s1 6OJIBIIIMHCTBA CeTeBLIX OMepalioHHbIX cucTteM. SSH 1mo3BosisieT 6e301acHo repesiaBaTh

JlaHHbIe B He3allUIL[eHHOW CeTH, BK/IIoUasi Ipyrue ceTeBble MPOTOKOIBI.

1. Hacrporika SSH-cepBepa Ha KOMMyTaTOpe:

Komanga

Onucanue

feature ssh

no feature ssh

! B pesicume 2106aabHOl KOHGuU2ypayuu

Bxmouenrie SSH cepsepa Ha KoMMyTarope
(npu mepBoM BKJItOUeHHH SSH-cepBepa NMpou3BOAUTCS

reHepaLysi K/Iro4ueid, UTo MOKeT 3aHSITh HeCKOJIbKO MUHYT).

Otkirouenne SSH-cepBepa Ha KOMMyTarope.

ssh server port <1024-65535>
no ssh server port

! B pedicume 2106a1bHOIU KOHuU2ypayuu

Hacrpoiika nopra, ucnonszyemoro SSH-cepsepom.

Wcnonb30Bath MOPT 10 YMOTYAHUIO (TIOPT 22).

ssh login-attempts

<authentication-retires>

no ssh login-attempts

! B pesicume 2106aabHOl KOHGU2ypayuu

HaCTpOﬁKa OrpaHH4YeHMs KO/IMYECTBA ITOIBITOK

ayTeHTU(MUKALIUK NPY NOAK/IIoueHnr K SSH.

C6poc orpaHryeHHs KOJMYeCTBa MOMBITOK
ayTeHTU(UKALIMY K 3HAYEHHIO 110 YMOJTUYaHUIo (3

TIOMBITKK).
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Komanpa

OnucaHue

ssh key rsa [lenght <1024-3072>]

[force]

ssh key ecdsa384 [force]
no ssh key {rsa | dsa | ecdsa384}

! B pesicume 2n06aabHOl KOHGuU2ypayuu

Crepenupogrars kiirou RSA.
lenght <1024-3072> — 3aaTh AJUMHY K/IHOUYa;

force — nepe3anucarhk CyleCTBYHOIIMN K/THOY.
CrepenupoBath kitodu ECDSA gnuHoit 384 6ura.

Ynanuth Kiatoud RSA, DSA wimn ECDSA.

2. BeiBog uHopmariiiy o SSH-cepBepe 1 K/touax:

Komanpa

Onucanue

show ssh server
show ssh key

! B Admin pedicume

Oro6pa3uTthb HacTpoiiku SSH-cepBepa.

BriBectu nHdopmanyio o SSH-kmouax.

3. Vicnone3oBaHue MyOIMYHOTO KITFOUa MPU TIOAK/IF0YeHUH K KOMMyTaTopy o SSH:

Komanpa

OnucaHue

username <user-name> sshkey file

<filename>

no username <user-name> sshkey file

<filename>

! B pesicume 2106aabHol KOHGuU2ypayuu

WUcronb3oBats mybOmuuHbIi Koy ¢ iveHeM <filename>
Tpu1 NoAK/Ir0ueHuu 1o SSH f/1s1 nosib3oBaresist
<user-name>.

[Ty6muHBIN K/TFOU IO/DKEH OBITH 3apaHee 3arpy’keH Ha

flash kommyTaropa.

OTMeHUTH HCII0b30BaHUe HY6J'II/I‘-IHOFO K/IFO4a

<filename> n7151 monb30BaTess <user-name>.

4. Vcnionb3oBaHue SSH-kMeHTa Ha KOMMYyTarope:

Komanga

Onucanue

ssh <user>@/{<ip-address> | hostname }

[<port>]

! B User uau Admin pedxcume

ITopxroueHue K yzajeHHOMY TepMUHAIY I10 IIPOTOKOJTY
SSH.

<user> - uUMsl I10/1b30BaTe/Isl yaJ1eHHOI0 TeEpMUHAa,
<ip-address> - IPv4 vnu IPv6 agpec ynaneHHOTO
TepMUHaa;

<hostname> - 1oMeHHOe UMs y/la/IeHHOTO TepMHHAJIa;
<port> - TCP nopt (1-65535) A/151 MOAKTFOUEHMUS.

[To yMmo/muaHuI0 UCII0/b3yeTCs MopT 22.
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3.4 Hacrpoiika IP-agpeca KoMmmyTaropa

1. Co3ganue VLAN uHTep@deiica Ha KOMMyTaTOpe:

Komanpa

OnucaHue

interface vlan <vlan-id>

no interface vlan <vlan-id>

! B pedicume 2106a1bHOI KOHUSypayuu

Co3ganue L3 unrepdeiica B VLAN <vlan-id>.

Ynanenue L3 unrepdetica B VLAN <vlan-id>.

2. Hactpoiika cratuueckoro IPv4-agpeca Ha VLAN unTepdeiice:

Komanpa

Onucanue

ip address [<ip-address> <mask> |

<ip-address>/<mask>] [secondary]

no ip address [<ip-address> <mask> |

<ip_address>/<mask>] [secondary]

! B pesicume koHguzypayuu Interface VLAN

<ip-address> — craruueckuii agipec popmara IPv4;
<mask> — macka cetu;
secondary — IPv4-aapec Oyznet nob6aBieH Ha

VHTepdeliC KaK [JOTOTHUTEeTbHbIM.

Ynanenue cratuueckoro IPv4-aapeca c uHtepdeiica.

3. Hacrpoiika cratnueckoro IPv6-agpeca Ha VLAN unTep@eiice:

Komanpa

OnucaHue

ipv6 enable

no ipv6 enable

! B pedxicume koHguzypayuu interface vlan

Bxmtounts IPv6 Ha VLAN-unTepdetice.

Boikmtounts [IPv6 Ha VLAN-unTepdetice.

ipv6 address {<ipv6-address/mask>}

no ipv6 address {<ipv6-address/mask>}

! B pesicume koHgpueypayuu interface vlan

Ha3nauuth IPv6-agpec VLAN-uHTepdeiicy.

Ynanute cratnueckuu [IPv6-aapec c
VLAN-uHTepdeiica.

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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3.5 SNMP

SNMP (Simple Network Management Protocol) — cTraHaapTHbIN IPOTOKOJ YTIpaB/eHusl ceTe-
BbIMH ycTpoiicTBaMu. [Iporokos1 SNMP paboraet 1o Moienv KueHT-cepeep. B pou cepBepa BhICTYTIa-
eT SNMP-areHT, KOTOPBIY paboTaeT Ha yIpaB/sieMbIX YCTPOWCTBAX, HAIPUMEP KOMMYyTaTopax. B posu
kmeHnta NMS (Network Management Station) — cTaHLus ynpaBieHusi cetbto. Ha kommyTtatopax SNR
no/ep>kuBaeTcst To/bKO GyHKIMU SNMP-arenta. SNMP-areHT — nporpaMmmHoe obecrieueHue, 3aryc-
KaeMoe Ha yTpaB/isieMOM YCTPONCTBe, KOTOpPOe coOMpaeT AiaHHbIe U TiepefaeT ux NMS.

O6men nHpopmarueid Mexxagy NMS u SNMP-areHTOM 0CyI1[eCTB/ISIETCS yTeM OTIIPABKH CTaH-
JTApTU3UPOBaHHBIX coobieHuii. B SNMP onpesienensl 7 Tumnos coobienuii: Get-Request, Get-Response,
Get-Next-Request, Get-Bulk-Request, Set-Request, Trap, Inform-Request.

NMS MoskeT Tochiath AreHTy ciieayroiye coobienusi: Get-Request, Get-Next-Request, Get-
Bulk-Request u Set-Request. AreHT oTBeuaeT coobieHreM Get-Response. Takyke ATEHT MOYKET OTChI-
narb Trap coobrenust Ha NMS a1 nHbopMupoBaHusi 0 coObITUsIX, Harpumep Up/Down mopra W.T.I.
Coob6mienue Inform-Request ucrions3yercs Ajiss oomeHa nHbopMalueit mexxay NMS. SNMP Trap —
0COOBIM CUrHAJT OTIIPAB/IsIeMbIM YCTPOMCTBOM [ijisl OTIOBeIleHUsT aIMUHUCTPATOpa CeTH O HACTYTIIeHU!
KPUTHUYECKOTO COOBITHSI.

SNMP Community — K/TroueBoe CJI0BO (MMsi co00I1IeCTBa) /11 B3aMMO/[€HCTBUS 110 TTPOTOKOITY
SNMP Bepcuu 1 uu 2. Coo011ieCTBO COCTOUT U3 OZJHOTO MJTH HECKOJILKUX areHTOB U MeHekepoB. OuH
XOCT C YCTaHOBJIEHHBIM Ha HEM areHTOM MOyKeT OJJHOBPeMeHHO TIpHHa/Ijie)kaTb K HeCKObKUM Co00111e-
CTBaM, TIPY ITOM areHT OyzieT MPUHKUMATh 3arpOChl TOJIBKO OT YCTPOMCTB YIIpaB/ieHusl, PUHAJIEXAINX
K 9TUM rpymnaM. be3onacHoCTs 06MeHa COOBITIEHHUSIMU MEX/TY areHTaMH 1 MeHeKEPOM B 3TOM C/Tydae
obecrieunBaeTCs IpY TIOMOILM TTepeiauu B Tejie COO0IeHUsI B OTKPLITOM BH/je UMeHU CO00IIecTBa Win

community-string.

3.5.1 Omnucanue MIB

dopmar coobireHuii kKoTopeiMu o6MeHMBatOTCsT NMS 1 SNMP-areHT omnucad B Management
Information Base (MIB). Mudopmarus B MIB opranu3oBaHa B BHjle MepapXHUeCcKOW JpeBOBUHOMN
cTpykrypbl. Kaxkgas 3amuck copepxut OID (Object IDentifier) m kopotkoe omucanue. OID coctout
u3 Habopa uucen pa3zeneHHbIX Toukamu. OH ompesesnisieT 0OBbEKT U ero Toso)keHue B fepeBe MIB kak
TI0Ka3aHO Ha PUCYHKe 2.

Kak mnoka3ano Ha pucyHke, OID o6wekta A - 1.2.1.1. NMS 3Has 3toTr OID MOXeT MOTy4YHTh
3HaueHus1 JaHHOTO 00bekTa. TakuM obpa3om, B MIB oripesensieTcss HA60p CTaHAAPTHBIX 0OBEKTOB ISt
yIIpaB/sieMbIX yCTPOMCTB. [ mpocmotpa 6a3el MIB Mo)KHO Mcmionib30BaTh crielpanusupoBaHHoe [10
HasbiBaeMoe MIB Browser.

MIB pa3zgesnstorcs Ha mybmuutbie (public) u uactHbie (private). Public MIB onpegenstorcs RFC
U SIBJISTIOTCST OOIIMMU JIJ1S1 BCEX TTO/IZIePXKUBAIOIINX UX ATeHTOB, HaripuMep MIB ajis yTipaB/ieHust HIHTep-

¢eiicamu - [F-MIB onpenenenssiii B RFC 2863. Private MIB co3garoTcst mpousBoguTesisimu 060pyzio-
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BaHUS ¥ COOTBETCTBEHHO TO/|ZIePXKUBAIOTCS TOJILKO Ha 000pyA0BaHUM JaHHOTO TIPOH3BOAUTETSI.
SNMP-areHT Ha koMMmyTaTopax SNR moajep)kuBaeT OCHOBHbIe MybmuuHble MIB Takue, Kak
MIB-II, [F-MIB, BRIDGE-MIB u zgpyrue, a Takxke Private SNR MIB.

Foot

Waode (1) Foda(2)

Maode (1) Hode (2]

Object (1]
NogelL) Object (2)
Objecth(1]
Puc. 2: [IpesoBugHas crpykrypa MIB
3.5.2 Hacrpoiika SNMP
1. Bkitouenne SNMP-cepsepa:
Komanja Onucanue
snmp-server enable snmp Bxmounts SNMP-areHra Ha KOMMyTaTope.
no snmp-server enable snmp Boikmrounte SNMP-arenTa Ha KoMMyTarope.
! B pedicume 2106a1bHOU KOHpU2ypayuu
snmp-server configuration Botitu B pexxum KoHpurypauyu SNMP-cepBepa.
V3MeHeHUs, BBINTO/IHEHHbIE B JAHHOM peXXume,
BCTYIAIOT B CHJTY MOCJ/Ie BbIXO/JA U3 Hero.
! B pesicume 2106aabHOtU KOHGU2ypayuu

2. Hactpoiika SNMP community:

Komanpa Onucanue

snmp-server community [0 | 7] <string> | Hactpouts SNMP community:
[{ro | rw} | group {network-admin | 0 — 3a7aTh cOMMmunity B OTKPbITOM BU/IE;
network-operator} | view <view-name> 7 — 3ajaTh community B 11MdpoOBaHHOM BHU/E;

version {v1 | v2c} {ro | rw}] <string> — SNMP community;
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Komanpa

OnucaHue

no snmp-server community [0 | 7]

<string>

! B peacume KoHgpueypayuu SNMP-cepgepa

rw — UTeHHe U 34aIl1Ch;
Y0 — TOJIBKO UTeHue,

view <view-name> — umsg SNMP View.

Ynanute SNMP community.

3. Hacrpoiika sysContact 1 Location:

Komanpa

Onucanue

snmp-server contact <Sy5COHt-StFil‘lg>

no snmp-server contact

! B pedsicume koHguzypayuu SNMP-cepsepa

Hactpouts SysContact SNMP-cepsepa
SysContact Ucronb3yeTcs B KaueCTBe 3HAYEHUS
HaCTOSIIero UMeHU OTBETCTBEHHOIO 3a YCTPaHeHre

HEer0/1a/[0K Ha KOMMYTaTope.

BoccranoButs SysContact 1o ymo/T4yaHHIO.

snmp-server location <location-string>

no snmp-server location

! B pescume koHguzypayuu SNMP-cepsepa

Hacrtpouts Location SNMP-cepsepa.
Location ucnonb3yeTcsi B KaueCTBe 3HauUeHusi

(h131YeCKOro MeCTOrNoJI0XKeHHsI KOMMYTarTopa.

Boccranosuth Location 1o YMO/TYaHHIO.

4. Co3ganue nonb3oBatenss SNMP v3:

Komanga

Onucanue

snmp-server user <user-string>
[[network-operator | network-admin]
[auth {md5 | sha | sha-256} [encrypt]
<auth-pass>] [priv {des | aes} [encrypt]

<priv-pass>]

<user-string> — uMs 110/1b30BaTe/s;

auth {md5 | sha | sha-256} — BrIOpaTh
ayteHTU(UKaLuo md5, sha nmm sha-256 ¢ ykazanuem
napoyisi <auth-pass>.

priv {des | aes} — BbIOpaTh 1MppoBaHUe JaHHBIX des
WJIK aes C yKa3aHWeM Tapossi <priv-pass>;

ITpu yka3aHuu encrypt naponu <auth-pass> u
<priv-pass> [JO/DKHBI OBITh 3a/JaHbI B LIM(PPOBAHHOM

BU/IE.

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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Komanpa

OnucaHue

no snmp-server user <llS€I‘-StI‘iI1g>

! B peacume KoHpueypayuu SNMP-cepgepa

Ynanute SNMP nionb3oBatesis.

5. Hacrpoiika nipegcraenenuii (SNMP View) co3maBaemble [ijist OrpaHUYeHUsT 10CTyTIa K 00Bek-

TaM Jepesa MIB:

Komanpa

Onucanue

snmp-server view <view-string>

<oid-string> {include | exclude}

no snmp-server view <view-string>

[<oid-string>]

! B pexcume KoHgpueypayuu SNMP-cepgepa

<view-string> — ums SNMP View;
<oid-string> — OID;
include — go6aBute OID B View;

exclude — uckimrounite OID u3 View.

Ynanenne SNMP View <view-string> 6o oTmeHa

HacTpoiku <oid-string> s ganHoro SNMP View.

6. Hactpoiika SNMP Trap:

Komanpa

Onucanue

snmp-server enable traps

no snmp-server enable traps

! B pexcume KoHgueypayuu SNMP-cepgepa

['nmobanpHOe BKIoueHre SNMP Trap.

Otkirouenne SNMP Trap.

snmp-server host <ip-address> [traps |
informs] version {{1|2c} [0 | 7]
<community> | 3 {auth <word> | noauth
<word> | priv <word>}} [udp-port
<1-65535>]

no snmp-server host <ip-address>

! B peacume koHgpueypayuu SNMP-cepgepa

<ip-address> — IPv4 unu IPv6 agpec xocTa Ha
KOTOpBI OyayT oTchiiateest Trap/Inform coobmieHust.
1| 2c |3 — Bepcuss SNMP Trap;

auth | noauth | priv — HacTpoiiku mudpoBaHus
(Tonbko ayis SNMPv3);

0 <community> — community B OTKPbITOM BU/E,

7 <community> — community B IIM(POBaHHOM BUJE.

Ynanenue IPv4 vnu IPv6 afpeca xocTa /11 OTIIpaBKU

Trap/Inform cooO1reHui.

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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Komanpa

OnucaHue

snmp trap link-status

no snmp trap link-status

! B pedxcume KoHpuypayuu nopma

BkiroueHre OTCBLIIKA TPAIIOB MNP U3MEHEHWHN CTATyCad

nopra UP/Down. 1o yMo/1uaHut0 BK/IFOUEHO.

OTk/MoueHre OTChIIKU TPAIlOB IIPU U3MEHEHUH CTaTyCd

nopra UP/Down.

7. HacTtpoiika orpannuenus goctyna k SNMP:

Komanpa

Onucanue

snmp-server securityip enable

no snmp-server securityip enable

! B peacume KoHgueypayuu SNMP-cepgepa

BxirounTth Snmp-server securityip.
Hannas QyHKius pa3peiiaet goctyn K SNMP-areHty
TOJIBKO C yKa3aHHbIX [P-azipecos u 3aripeliiaeT co BCeX

ocTanbHbIX. I10 YMO/TUdHHUIO OTKJ/TFOUEHO.

BrIkrounThs Snmp-server securityip.

snmp-server securityip {<ip-address> |

<ip-address>/mask}

no snmp-server securityip

{<ip-address> | <ip-address>/mask}

! B pesxcume koHguzypayuu SNMP-cepsepa

Hob6aenenue IPv4 v IPv6-azipeca uin CeTH B CIIMCOK
paspeleHHbIX. []OIMyCKarTCs MHOXKeCTBEHHbIe
KOMaH/Ibl, [i/1s1 [IPOITUCHIBAHUS HECKOJIBKUX aZjpecoB UIn

ceTell.

Y,E[aJIEHI/Ie aJipeCa Wink CeTU U3 CIUCKd pPa3peIlIeHHbIX.

8. Otobpaskenne HacTpoek SNMP-cepsepa:

Komanpa

Onucanue

show snmp [community | engine-id |

group | host | trap | user | view]

! B Admin pedcume

[TpocMoTp koHpuryparuu SNMP-cepeepa mibo

OTZeTbHOM OILMH.

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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3.5.3 IIpumepsl HacTpoiiku SNMP

Cuenapuit 1: NMS ucnonb3yercs A5 nony4yeHus JaHHbIX yepe3 SNMP ¢ kommyTaropa.

Switch(config)#snmp-server enable snmp
Switch(config)#snmp-server configuration
Switch(config-snmp)#snmp-server community private rw
Switch(config-snmp)#snmp-server community public ro
Switch(config-snmp)#exit

NMS wucnons3zyer SNMP community public ¢ npaBamu TOIBKO Ha YTeHWe, cCOmMmunity private
VMeeT I1paBa Ha YTeHHe U 3aIuCh.
Cuenapuii 2: [P-agpec NMS — 1.1.1.5. NMS ucnions3yetcs ass nonydenuss SNMP Trap ¢ Kom-

MyTaTopa ¢ community usertrap.

Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server configuration
Switch(config-snmp)#snmp-server community usertrap ro
Switch(config-snmp)#snmp-server host 1.1.1.5 traps version 1 usertrap
Switch(config-snmp)#snmp-server enable traps

Switch(config-snmp)#exit

3.5.4 SNMP Troubleshooting

ITpy BO3HUKHOBEHUH TTPO0OJIEM C TIOJTyUeHHEeM WM OTTIpaBKoM AaHHbIX ¢ SNMP cepBepa Ha KoM-
MyTarop NpOBepLTe CJIelyIoLe TyHKTHI:
* Coexnunenve Mexxgy SNMP cepBepoM M KOMMYTaTOpOM YTHU/IUTOM ping;
* SNMP Community gns SNMPv1/v2 nnm aytentudvikauys giasgs SNMPv3 npaBUIbHO CKOHOUTY-
pUpOBaHa U CoBMajaeT ¢ KoHpurypaiuet Ha NMS;

» Vcnonb3ys komaHay show snmp mpoBepbTe UTO KOMMYTATOP T0JIyyaeT U OTTIpaB/sieT MaKeThl.
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3.6 Tab6mmua MAC-aapecoB

Tabmuna MAC — 510 Tabnuiia cootTBeTcTBUM Mexxy MAC-afipecamMmy yCTPOWCTB Ha3HAYEeHUS U
roptamMu KommyTtaropa. MAC-azipeca MOTyT OBITh CTaTUUeCKHe U AuHaMuueckre. Ctarnueckrue MAC-
aZipeca HaCTpauBarTCA MOJIb30BaTeIeM BPYUHYH0, UMEFOT HauBBICIIIUY TPUOPUTET, XPaHATCS ITOCTOSIHHO
Y He MOTYT OBITh Mepe3anucaHbl JuHamuueckumu MAC-agpecamu.

MAC-ajpeca — 3T0 3aI1CH, [10/ly4YeHHble KOMMYTaTOPOM B IlepeChUIKe KalpoB JIaHHbIX, U Xpa-
HATCS B TeueHHe OrPaHUUeHHOro Iepuoza BpemeHU. Korja koMmyTarop rosyvyaeT Kajp JaHHBIX [JIs
JlapHenen nepesfaun, oH coxpaHser MAC-aapec Kajpa JAaHHBIX BMeCTe C COOTBETCTBYIOLLMM €My
noptoM Ha3zHaueHust. Korma MAC-tabnumiia onpaiuBaetcst Ayist moucka MAC-ajpeca Ha3HaueHus, TIpU
HaxOKJeHUH HY)KHOT'O afipeca KaZip JaHHbIX OTIIPABJISIeTCSl HA COOTBETCTBYIOLLMM MOPT, UHAYe KOMMY-
TaTOp OTIIPaBJISIeT KaJp Ha IIMPOKOBellaTe/bHbIN AomMeH. Eciu aunamuueckuii MAC-azipec He BCTpe-
YyaeTcs B IPUHSTHIX KaJpax JaHHbBIX JIJTUTeTbHOE BPeMsl, 3aIUCh 0 HeM OyzeT yzaneHa u3 MAC-Tabmuisi
KOMMYyTaropa.

KommyTtaropom MOryT IepechuiatbCs TpY TUIIA KaZ|pOB:

1. IllnpokoBeiare/1bHbIe. KOMMyTaTOp MOXeT OIpeziesisiTh KOJUIU3UU B ZIOMeHe, HO He B LLIHPO-
koBewarebHOM. Ecii VLAN He onpejiesieHa, Bce YCTPOMCTBA, MOJK/IFOUeHHbIE K KOMMYTATOpY, HaXxo-
JIATCS B OHOM LLIMPOKOBeLaTeIbHOM JjoMeHe. Korzia KoMMyTaTop MoJiyyaeT LIMPOKOBeLaTe/IbHbIN Kajp,
OH Tepe/iaeT Kajip BO Bce MopThl. Ec/in Ha komMyTaTtope HacTpoeHbl VL AN, Tabmuiia MAC-aapecoB co-
OTBETCTBYHOL[MM 00pa3oM afianThpoBaHa /s fobaBneHust uHGopmarmu 0 VLAN # 1MpokoBeljaTesb-
HbIe KaJ[pbl OyIyT IepechlaThCsl TOJIBKO B Te MOPTHI, B KOTOPBLIX HacTpoeHa JaHHast VLAN.

2. MHoroaapecHsle. Ec/ii MHOroaZipeCHbIM JOMeH Her3BeCTeH, KOMMYTaTop NepechliiaeT MHO-
roaZipecHbli KaZip Kak IIMpoKoBelarenbHbld. Ecii Ha kommyTtarope BkmtoueH IGMP Snooping v ckos-
¢buryprupoBaHa MHOTOoa/ipecHasi TpyIina, KOMMyTaTop OyZeT repecbuiaTb MHOTOAJpeCHBIN KaJp TOJBKO
TOpTaM 3TOU TPYIIITHI.

3. OpHoaapecHsle. Eciv Ha kommyTarope He HacTpoeHa VLAN, kommyTarop uier MAC-azipec
Ha3HaueHUs B Tabsmiie MAC-azipecoB U OTIpaB/isieT KaZip Ha COOTBETCTBYIOLHM MOPT. Ecu cooTBeT-
crBue MAC-afipeca 1 ropTa He HaiizieHo B Tabnuiie MAC-afipecoB, KOMMYyTaTop TepechiiaeT OfHOa -
peCHBIM KaZIp Kak IIMPOKOBelljaTe/ibHbIM. Ecu Ha kommyTarope HactpoeH VLAN, koMMmyTaTop mepe-
chblsTaeT Kazp Tonbko B 9ToM VLAN. Ecyu B Tabmuiie MA C-agpecoB HaiieHo cooTBeTCTBHe A1t VL AN,
OTJIMYHOTO OT TOTO B KOTOPOM OBIT TPUHST KaZIp, KOMMYTATOP TiepechbulaeT Ka/ip IIMPOKOBel[aTeIbHO B

toM VLAN, B KOTOPOM KaJp ObLI IPUHSIT.

3.6.1 dopmupoBanue Tadupl MAC-aapecoB

Tabmuria MAC-azipecoB MOXKeT ObITh CO3/laHa AMHAMHUECKH UK cTaThuecku. CTaTuueckKast KOH-
(urypanys 3ak/irouaeTcsi B pyUyHOM HacTpouike cooTBeTCTBUsSI Mexxay MAC-apecamMu U rioptamu. [u-
HaMHYecKoe oOyueHHe - 3TO TPOIeCC, B KOTOPOM KOMMYTAaTOp H3yuaeT COOTBETCTBHe Mexxay MAC-

azipecamy ¥ IMOPTaMU U pery/sipHo obHoBmsteT Tabmiy MAC.
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3.6.2 Koudurypanus radmunpr MAC-agpecoB

1. YnpaBnenue o0yuenriem Tabmipt MAC-afpecos:

Komanpa

Onucanue

mac-address-table learning {interface

<if-name> | vlan <vlan-id>}

no mac-address-table learning

{interface <if-name> | vlan <vlan-id>}

! B pedicume 2106a1bHOIU KOHuU2ypayuu

BksttounTh 06yueHue Tabsuipl MAC-azipecoB Ha MOpPTY

wii VLAN. Bk/toueHo 110 yMO/TYaHUIO.

BriktounTh 00yuyeHue Tabmuibi MAC-azipecoB Ha

nopry wiu VLAN.

mac-address-table aging-time
<0-1000000>

no mac-address-table aging-time

! B pesicume 2n06aabHol KOHGuU2ypayuu

3azath BpeMmsi (B CeKyHZaX) XKU3HU JJ1s1 TUHaAMUUe CKUX

MAC-agpecos.

BepHyTb 3HaueHue 110 ymonuasuro - 300 cekyHg,

mac-address-table limit maximum
<1-32768>

no mac-address-table limit maximum

! B pesxcume koHgu2ypayuu nopma

3azarb MakcuManbHoe yncio MAC-agpecos

<1-32768> KOTOpOe MOXKET OBITb M3yUYeHO Ha

uHTepdetice.

BoikrounTh TUMUT Tabmmibl MAC-aipecoB ajis

uHTepdetica. Vcrnonb3yeTcs 0 yMOIUaHUIO.

2. HacTpoiika cTaTuuecKoi nepechliKA U (UIbTPaLIUK:

Komanpa

Onucanue

mac-address-table static
<mac-address> {forward | discard}

<jf-name> vlan <1-4094>
no mac-address-table static
<mac-address> {forward | discard}

<if-name> vlan <1-4094>

! B pesicume 2106a1bHOU KOHGuU2ypayuu

3a/iaTh CTaTUYECKYHO 3arvcCh.

YAaHI/ITb CTaTHY€CKYIO 3aIlChb.

3. ITIpocMoTp uHdpopmaiiuu 0 coctosiHuu Tabnuiibi MAC-agpecos:

bazoBbie HaCTPOﬁKH KOMMYTAaTOPa
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Komanpa Onucanue
show mac-address-table {learning | OTo0Opa3uTth MHGOPMAIUIO 0 HACTPOEHHBIX JIUMUTAX U
limit} cocrosiHuu o0yuenus Tabmuipl MAC-aapecos.

! B Admin pedcume

show mac address-table [count] Otobpa3utb Tabmuiy MAC-aipecoB 1ie/TMKOM 00
[dynamic | multicast | static] [address BBIBECTH OTIpe/ie/IeHHbIe 3aruCy.

<mac-address>] [interface <if-name>]
[vlan <1-4094> ]

! B Admin pedicume

show mac-address-table aging-time BbiBeCTH yCcTaHOB/IEHHOe 3HaueHue aging-time.

! B Admin pedcume

4. Ounctka tabmipr MAC-azpecos:

Komanga Onucanue

clear mac address-table {dynamic | OunctuTh Tabmiyy MAC-agpecos.
static} [address <MAC-address>] [vlan

<1-4094>] [interface <if-name>]

! B Admin pedicume

3.6.3 Hacrpoiika yBegom/ieHuH 00 n3MeHeHusnx B MAC-tadmmne
(MAC-notification)

MAC-notification — ¢yHKUYs Uconb3yemasi At MoHUTOpUHra MAC-azipecoB, U3yyaeMbix
KoMMyTaTopoM. OHa 103BoJIsieT yBeIOM/ISITh aJMUHKCTpaTopa 00 n3MeHeHusix B Tabnuiie MAC-azipecoB
¢ omoiifeto SNMP trap. YBezioMm/ieHHsI OTIIPABJISIOTCS TOJBKO TIPY A00aB/ieHUuH w/umu yaanennu MAC-
aZipecoB Ha TeX MOpTaX KOMMYTAaTopa, Ha KOTOPbIX HacTpoeHa GyHKimsa MAC-notification.

1. Bxmrouuth yBesomsieHust 00 n3meHeHusix B MA C-tabmuiie ro6anbHO:

Komanpa Onucanue

mac-address-table notification BK/TI0UnTh I7100a/IbHO OTIIPABKY YBeIOMJ/IEHUH 00

n3MeHeHuH B Tabmuile MAC-azipecos.

no mac-address-table notification BbIK/TI0UUTE 17100a/TbHO OTITPABKY YBeAOMIIEHHI 00

n3MeHeHuu B Taburie MAC-apecos.

! B pesicume 2106aabHOl KOHGU2ypayuu
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2. Hacrpoiika uHTepBaa OTIpaBKU yBeJomyieHuM 06 usmeHeHusix B MAC-tabnuiie:

Komanpa

Onucanue

mac-address-table notification interval
<1-30>

no mac-address-table notification

interval

! B pesicume 2106aabHol KOHGuU2ypayuu

YcranoButs uHTepBas ornpasku SNMP trap ot 1 go 30

CeKyH/I.

BepHyTb 3HaueHMe 110 YMOTYaHUI0 — 5 CEKYHI,.

3. Hacrpoiika pa3mepa uctopur TabiuLbL:

Komanpa

OnucaHue

mac-address-table notification
history-size <1-100>

no mac-address-table notification

history-size

! B pesicume 2n06aabHol KOHGuU2ypayuu

YcraHOBUTE MakcUMasibHOe KonmrnuectBo MAC-azpecoB

oTnpassieMbIx B ofHOM SNMP trap.

BepHyTb 3HaueHue 1o ymonuaHuo — 10 3anucen.

4. HacTpotika Tira cobbitvs s oTripaBkul SNMP trap:

Komanpa

OnucaHue

mac-notification {added | both |

removed}

no mac-notification

! B pedgicume koHpuzypayuu nopma

YcTaHOBUTH Ha MOPTY COOBITHE TI0 KOTOPOMY Oyzer
otrnpasasATbcst SNMP trap:

added — u3yuen HoBbIE MAC-azipec;

removed — MAC-azipec ynaneH U3 TabuLbI;

both — u3yuen wiu ynanen MAC-azipec U3 TabHLIBL.

BbIK/TFOUNTE COOBITHE /17151 OTITPaBKH SNMP trap.

3.6.4 TIpumep HacTPOWKH yBeAoM/IeHHH 00 n3MeHeHUusnx B MAC-tab/mmne

Cuenapwuii: Heobxozumo nomydars yBeoM/IeHs TTPY M3y4ueHHUH HOBBIX MAC-afpecoB Ha MOpTy

gel. Kondurypaiys OyZieT BbIIVISI€Th CJeIYIOUUM 00pa3oM:
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Switch#configure terminal

Switch(config)#snmp-server community private group network-operator
Switch(config)#snmp-server host 10.10.10.10 traps version 2c private
udp-port 162

Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server enable traps snmp authentication
Switch(config)#mac-address-table notification
Switch(config)#interface gel

Switch(config-if)#mac-notification added

Switch(config-if)#end

ba3oBkie HaCTpOﬁKH KOMMYTAaTOPa
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4. 3arpy3ouHoe MeHI0

3arpy3uuk — 370 crietiasbHoe [10, xpaHsiieecs B oTAensHOM pa3fese Flash-mamsartu u npeg-

Ha3HaueHHoe /17151 3arycka ocHOBHOTro [10 kommyTaTopa (eNOS).

4.1 3arpy3ouyHoe MeHI0 KOMMYyTaToposB cepum: S5110, S5210, S5310,
S5311

C MOMOII[bI0 3arpy30YHOTO MEHIO MOYKHO BOCCTaHOBUTH [10 KoMMyTartopa, BeiOpath 06pa3 I10
JIJISI 3arPy3KH, OUMCTUTh KOHPUTypaLMOHHBIN (aiin g0 3arpy3ku [10, orgopmaTrpoBaTh 10/ib30BaTe Tb-
ckuii pazgen namsaty Flash. [Iis BXoza B 3arpy3o04uHoe MeHI0 Heo6XoMMo HaXkaTh KiiaBuilly “Esc” cpa3y
T10CJ/1e BK/IFOUeHUs] [TUTaHUS.

3arpy30uHoe MeHIO UMeeT C/IeJYIOLIYI0 CTPYKTYypY:

*** S5xxX Boot Menu ***
1. Display switch info

Switch info:

Bootrom version: <bootversion>
Current console speed is: <speed>

CPU MAC: <cpumac>

Vlan MAC: <vlanmac>

SN: <sn>

id: <deviceid>

Switch IP: <jipaddr>

TFTP server IP:<serverip>

Firmware filename: <primary-filename>
Backup firmware filename: <secondary-filename>

2. Set bootrom network parameters
1. Set switch IP address
2. Set server IP address
0. Back to main menu
Upgrade bootrom via TFTP
Run firmware from TFTP
Set boot option to default config
Set boot firmware filename
1. Set primary boot firmware filename
2. Set backup boot firmware filename
3. Reset primary boot firmware filename to the default value
0. Back to main menu
7. Run firmware from flash
8. Set console speed
1. Set console speed to 9600
2. Set console speed to 115200
0. Back to main menu
9. Format flash
0. Reboot switch

o O h W

ITynkT 1. Display switch info — oToOpaxaet ocHOBHYI0 MH(OPMALHIO 0 KOMMYTaTOpe, TaKyHo
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KaK: BepCusl 3arpy3urka, CKOpocTb KoHcosibHOro nopra, CPU MAC, VLAN MAC, cepuiiHblii HOMep
ycTpolicTBa, [P-aipec KoMMyTaTopa U UMs 3arpy304HOro (aiinia.

[TyHkT 2. Set bootrom network parameters — HacTpolika ceTeBbix apameTpoB TFTP-coeauHeHus.

[MTynkr 2.1. Set switch IP address — 3azath [P-ajpec kommyTaropa.

[Tynkr 2.2. Set server IP address — 3azare [P-agpec TFTP-cepBepa.

[Tynkr 2.0. Back to main menu — BepHYThCS B IJTaBHOe MEHIO.

[Myukr 3. Upgrade bootrom via TFTP — 06HoBUTE 3arpy3urk yepe3 TFTP.
Ilns o6HOBEeHUsT HeoOXOAUMO 3a/1aTh UM (baiisa 3arpy3urka, KOTOPBIH [O/DKEH HaXOJUThCS B KOPHE
TFTP-cepBepa u nmeTh pacipenue ”.rom”. [To ymomuanuio ucrosns3yercs uMs “boot.rom”.

[Tyskt 4. Run firmware from TFTP — 3arpy3uts o6pa3 I10 c TFTP-cepsepa.
Ily1ss 06HOB/TeHUsT He0OXoAUMO 3aziaTh UMs oOpa3a 1O, KOTophIi 10/DKeH HaxoquThcs B KopHe TFTP-
cepBepa ¥ UMeTh paciiuupenue ”.bix”. ITo ymomuaHuto ucnosnb3yeTcs uMs “vmlinux.bix”.

[TynkT 5. Set boot option to default config — 3arpy3uts 10 ¢ KoHbUTYpaLIMOHHBIM (haiiiom
HCTI0/Tb3yeMbIM T10 YMOJTYaHHIO.

ITyHKT 6. Set boot firmware filename — n3menuTs Ms (atina 3arpy>xaemoro obpasa I1O.

[TyskT 6.1. Set primary boot firmware filename — 3azats ums ¢aiina, 0CHOBHOrO 3arpyskae-
Moro obpasa I10, xpansiierocst Ha flash-mamsaTu kommyTaropa.

ITyHkT 6.2. Set backup boot firmware filename — 3azate M ¢aiina, pe3epBHOTO 3arpyskae-
Moro obpasa ITO, xpansiierocst Ha flash-mamsaTu kommyTaropa.

[TyHkt 6.3. Reset primary boot firmware filename to the default value — BoccTanoBuTh M5
OCHOBHOTO 3arpy30uHoro (aiisa no ymomyanuto (vmlinux.bix).

[MTyskr 6.0. Back to main menu — BepHYThCS B I7IaBHOE MEHIO.

[TynkT 7. Run firmware from flash — 3anyctuts I10 c flash-namsitu.

[TyHkT 8. Set console speed — 3a1aTh CKOPOCTH KOHCO/IBHOTO TIOPTA.

[TynkT 8.1. Set console speed to 9600 — 3azats ckopocTts 9600 6uT/C.

[TyHkr 8.2. Set console speed to 115200 — 3azath ckopocTh 115200 6uT/C.

[Tynkr 8.0. Back to main menu — BepHYThCS B IJTaBHO@ MEHIO.

ITynkr 9. Format flash — dopmaTtupoBath nosb3oBarensckuii pasgen flash-nmamsaru, rae xpa-
HTCst 00pa3sel [10 u daiinel KoHPUTryparyy.

[Tynkt 0. Reboot switch — niepe3arpy3ka koMMmyTaTopa.
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4.2 3arpy3ouyHoe MeHI0 KoMMyTaTopoB cepuu: S5010

C moMolI[bI0 3arPy30UHOr0 MeHI0 MOXKHO BbiOpath 06pa3 I10 asist 3arpy3Ku ¥ OUMCTUTh KOHDU-
rypanMoHHsIi ¢aiin go 3arpysku [10. [Ins BXojja B 3arpy304HOe MeHI0 HeoOXO0IMMO HaXKaTh KJIaBUIITY
”Esc” cpasy 1ocjie BK/IHUeHUs TUTaHus.

3arpy304Hoe MeHIO UMeeT CJIeIYIOLIYI0 CTPYKTYPY:

*** Sbxxx Boot Menu ***
1. Display switch info

Switch info:

Bootrom version: <bootversion>
Current console speed is: <speed>

CPU MAC: <cpumac>

Vlan MAC: <vlanmac>

SN: <sn>

id: <deviceid>

Switch IP: <ipaddr>

TFTP server IP:<serverip>

Firmware filename: <primary-filename>
Backup firmware filename: <secondary-filename>

2. Set boot option to default config
3. Set boot firmware filename
1. Set primary boot firmware filename
2. Set backup boot firmware filename
3. Reset primary boot firmware filename to the default value
0. Back to main menu
4. Run firmware from flash
0. Reboot switch

[MTyukr 1. Display switch info — oToOpaskaeT ocHOBHYO MH(OpPMAIHIO 0 KOMMYTaTOpe, TaKyto
KaK: BepCusl 3arpysurka, CKopoctb KoHcosbHOro nopra, CPU MAC, VLAN MAC, cepuliHblii HOMep
yCTpoKcTBa, [P-agpec koMmmyTaTopa U UMs 3arpy304HOro (aiiia.

ITynkT 2. Set boot option to default config — 3arpy3uts 10 ¢ KoHGUTYPALIMOHHBIM (haitioMm
VICTOJ/Ib3yeMbIM 10 YMOJTYaHHIO.

[TynkT 3. Set boot firmware filename — n3meHuTs Ms daiina 3arpy>kaemoro obpasa I10.

[Tyukr 3.1. Set primary boot firmware filename — 3azars ums daiina, ocHoBHOro 3arpyxae-
Moro obpa3a I10, xpansiijerocs Ha flash-namsiTu kommyTatopa.

ITynkr 3.2. Set backup boot firmware filename — 3azsars vms daiisa, pe3epBHOTO 3arpyae-
Moro obpa3a I10O, xpansijerocs Ha flash-namsTi kommyTaropa.

[TynkT 3.3. Reset primary boot firmware filename to the default value — BocctaHOBUTE UMs
OCHOBHOTO 3arpy304Horo (aiisa no ymonyanuto (vmlinux.bix).

[Tynkr 3.0. Back to main menu — BepHYThCS B IJTaBHO@ MEHIO.

[Tyukt 4 . Run firmware from flash — 3anyctuts I10 c flash-namsaru.

[TynkT 0. Reboot switch — nepe3arpy3ka koMMmyTaTopa.
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5. OoHoB/IeHHe 3arpy3urka u [10 kommyTaropa

O6HoBneHue 3arpy3urka u [10 kommyTaTopa ocyiectsisercs: uepe3 eNOS 1o mpotokonam FTP,
SFTP, SCP, TFTP umm uepe3 3arpy3ouHoe MeHto 110 ripotokony TFTP.

®opmar URL ripu ucnons3osannu B eNOS cepsepa:

TFTP: | tftp:[//server[:port]][/path/filename]

SFTP:| sftp:[//[username:pw@]server][/path/filename]

FTP:| ftp:[//[username:pw@]server][/path/filename]

SCP: | scp:[//[username:pw@]server][/path/filename]

5.1 OOHoB/IeHHe 3arpy3unKa uepe3 eNOS

[1st 0OHOBJIEHMS 3arpy3UrKa HEOOXOMMO 3arpy3uTh (il uepe3 OAMH U3 TPOTOKOJIOB Mepe/jaurt

JIaHHBIX C UMeHeM boot.rom.

Komanga Onucanue
copy { tftp | ftp | scp | sftp } <url> 3arpy3uThb (¢aiin c paciiMpeHreM *.rom uepes
bootrom npoTokosbl nepegaun gaHHbIX TEFTP/FTP/SFTP/SCP.

<url> - URL-agpec daiina (popmar URL cm. B pasgee 5).

! B Admin pedsicume

5.1.1 TIIpumep o6HOB/IeHHs 3arpy3urKka yepe3 eNOS nmo nporokony TFTP

B xopueBom katasnore TFTP cepsepa c agpecom 192.168.10.2 pacrionokeH ¢aiin obpasa

3arpy3udka “boot.rom”.

Switch#copy tftp tftp://192.168.10.2/boot.rom bootrom

Warning: Don’t power off device during bootrom updating!

Are you sure to start update ?(y/n): y

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 771k 100 771k O O 123k 0 0:00:06 0:00:06 ——:— 100k
100 771k 100 771k O O 123k 0 0:00:06 0:00:06 ——— 123k
Read image from file..

Check image CRC..

Erase a flash partition..

Write image to flash..

Read and check data CRC from flash..

Copy Success
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5.2 OonoBenue [10 kommyTaropa yepe3 eNOS

st paboTbl KOMMyTaTopa Heobxoaum 06pa3s 10 c pacivpenrem ”.bix”, KOTOpBIM XpaHUTCS BO
Flash mamsTi koMMyTaTopa, 06pIuHO ¢ MeHeM vmlinux.bix.

3arpy3uTh ¢aiiibl HA KOMMYTaTOp Yepe3 MPOTOKOJIbI Nepejjauu IaHHbIX:

Komanpa Onucanue
copy { tftp | ftp | scp | sftp } <url> file 3arpy3uTh (aiisi yepe3 MPOTOKOJIbI TlepeJjauk JaHHbBIX.
<file-name> [force] <url> — URL-agpec ¢atina va TFTP / FTP / SFTP /

SCP cepsepe (cm. pa3zen 4);
<file-name> — ums ¢aiisna B mamMsiTH KOMMYTaToOpa;

force — 3arpyska ¢aiina 6e3 mpoBepky Bepcuu.

! B Admin pedcume

5.2.1 Downgrade I1O kommyTaTopa uepe3 eNOS

ITpu downgrade I1O ¢ Bepcun 1.6.0 u Beittie 10 Bepcuu 1.4.0 1 BbIille, HEOOXOAUMO UCTIONIH30BaTh
MIPOMEe)KYTOUYHYHO MPOIIMBKY Bepcuu 1.5.5, c 00si3aTeNIbHBIM coXpaHeHreM KOH(UTypaLMoHHOro Qaiia.

ITpu downgrade ITO c Bepcuu 1.6.0 u Bbitie 10 Bepcuu Hibke 1.4.0, He06X0AUMO HUCITI0/TE30BaTh
[IBE TIPOME>KyTOUHbIe MPOIIMBKY Bepcuu 1.5.5 u 1.4.0, ¢ 06s13aTesibHbIM cCOXpaHeHHeM KOH(MUTyparjvoH-
HOro (haiisa Ha KaXKI0M U3 HUX.

[Tpu o6HoBneHuu I10 Ha nipeAbIAYyIIYIO Bepcrio OyJieT BbiBeIeHO MpeyTpek/eHre ¢ TpeboBa-
HHMeM TOATBepAUTh JelicTBre. [1151 BbINONMHEHUs AeHCTBYs 6e3 mpeyTnpesx/ieHHsi MOXKHO HCII0/Ib30BaTh

kirou force.

5.2.2 TIIpumep ooHoB/ienus ITO no nporokosam FTP u TFTP

KommyTtarop ucrnionb3yercs B kauectBe FTP u TFTP knuenrta. FTP / TFTP-cepsep ¢ agpecom
10.1.1.1 noak/ItOUeH K OAHOMY U3 TIOPTOB KOMMYyTatopa. ViHTepdelic ynpaBieHnsi KOMMYTaToOpoM HMe-
et IP-agpec 10.1.1.2. Heobxogumo o6HoBUTH I10 KOMMyTaTOpa, 3arpy3uB ¢aiia o6pa3a HOBOM Bepcuu
“vmlinux.bix”.

Ncnons3osanve FTP.

B KopHeBoM Kataiiore 1oJib3oBareis “admin” FTP cepBepa pacrosioxeH ¢aii o6pa3a rocieqHen

Bepcuu 10 kommyTatopa “vmlinux.bix”. ITaponb nonb3oBatesns admin — “switch”.

copy ftp ftp://admin:switch@10.1.1.1/vmlinux.bix file vmlinux.bix ]

Ucnons3osanue TFTP.
B kopHeBoMm karasiore TFTP cepBepa pacronoxkeH ¢aiin obpa3sa nocienneii Bepcuu I10 kommy-

tatopa “vmlinux.bix”.
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[ copy tftp tftp://10.1.1.1/vmlinux.bix file vmlinux.bix ]

5.2.3 Pemenue nmpoosem c FTP u TFTP

Hwke rokasas jior kommyTatopa rpu rnepegaue ¢aiisna no FTP/SFTP/SCP/TFTP c momotibio Ko-
MaH/ibl copy. Eciu jior Ha Balliem KOMMyTaTope OT/IMYaeTcs, IpoBepsTe IP CBA3HOCTh M KOH(UrypaLio

FTP cepBepa u 1onpo0yiiTe BLIMOTHUTH KOITMPOBaHKE CHOBA.

-

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 14.7M 0 0 0O 14.7M 0 854k --i--1-- 0:00:17 --.1--:-- 933k

100 14.7M 0 0 O 14.7M 0 854k --i--1-- 0:00:17 --1--:-- 854k
Copy Success

Ec/ii Ha KOMMyTaTOpe MPOUCXOAUT OOHOB/IEHHE CHCTeMHBIX (haiiioB, He Tiepe3arpysKaiTe KOM-
MYTaTop /10 TeX TI0p, ITOKa He TossBUTCsA coobieHue “Copy Success” nnmm “Copy Failed” nHaue kommy-
TaTOpP MOKET He 3arpy3uThcs. EC/H 3T0 Bee )Ke POU30IILJIO0 K KOMMYTATOP He 3arpy’KaeTcs, Mornpooyiire

3aliTH B 3arpy30uHOe MEeHI0 U 3arycTuTh 00pa3 10 u3 Hero.
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5.3 OOHoB/IeHHE 3arpy3urKa yepe3 3arpy304Hoe MeHI0

A He nogpaepxuBaercs Ha cepuu S5010

st obHOBNeHMs 3arpy3urka, [TK momkeH noagepxuBath dyHkiuio TFTP-cepepa. Ero Heob-
XOJIMMO TIOJK/TFOUMTh OJHOBPEMEHHO K KOHCOJIbHOMY TMOPTY U ofHOMY 13 Ethernet mopToB KommyTaTopa
(cm. puc. 3 B pa3zene 5.4).

Bo Bpems 3arpysku, cpasy rocjie BK/IHOYEHMHA KOMMYyTaTopa B CeTb, HAKMUTe Kiasullly “Esc”,
TI0CJIe Yero MosSIBUTCS 3arpy304HOe MeH!0. B citydae orcyTcrBus obpasa I1O Ha flash-mamsitu kommyTaTop

riepeiieT B 3arpy304HOe MEHIO aBTOMaTh4eCKH.

-

*** Sbxxx Boot Menu ***

Display switch info

Set bootrom network parameters
Upgrade bootrom via TFTP

Run firmware from TFTP

Set boot option to default config
Set boot firmware filename

Run firmware from flash

Set console speed

Format flash

Reboot switch

© © 0N O O b~ W N B

[Tepen 06HOB/IEHMEM 3arpy3urKa HeoOXOMMO HaCTPOMUTH ceTeBble rmapamerpsl Asist TETP - co-
eiuHeHus1. [171s1 3TOro B 3arpy30UHOM MeHI0 BbIOpaTh MyHKT 2. Set bootrom network parameters”, Ha)kaB

COOTBETCTBYIOIYIO K/aBuilly, 3ateM ~1. Set switch IP address” u BBecTu [P-aipec kommyTaropa:

Set bootrom network parameters
1. Set switch IP address

2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.1): 192.168.1.1

B nyHkre 2.2. ”Set server IP address” yka3arb [P-agpec TFTP-cepBepa:

Set bootrom network parameters
1. Set switch IP address

2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.2): 192.168.1.2
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3atem BbiOpaTh MyHKT MeH!o ”3. Upgrade bootrom via TFTP” u BBecTu umsi daiisia c paciiupe-

HueM ”.rom”. [To yMo/iuaHuIO MCIIo/b3yeTcs “boot.rom”.

Upgrade bootrom via TFTP

Please Input new one /or Ctrl-C to discard

Input loader filename (boot.rom): boot.rom

Warning: Don't power off device during bootrom updating!
Are you sure to start update ? (y/n): vy

Upgrade loader image [boot.rom]......

Enable network

Please wait for PHY init-time

Using rt19300#0 device

TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'boot.rom'.

Load address: 0x81000000

Loading: #H#H#HAHHBHHHHIHHBHHBHHBHIHHBHHBHHBH AR
done

Bytes transferred = 832148 (cb294 hex)

Loader Chip: 93000000

Loader CRC: e61d138e

Loader Size: cb27c

Loader Tail CRC: e4b5e7ec4

Comparing file ......

Total of 917504 bytes were the same

Upgrade loader image [boot.rom] success

TOpa.

[Tocne ycrermHoro o6HOBIeHMs BpIOpaTh MyHKT ”0. Reboot switch” fyis mepe3arpy3ku KomMmyTa-
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5.4 Boccranosiienue I10 yepe3s 3arpy3ouHoe MeHIO

A He nogpaepxuBaercs Ha cepuu S5010

OpuH 13 crioco6oB BocctaHoBneHust [10 — uepe3 3arpy3ounoe meHro. O6pa3 I10O mMoxeT ObITH
3arpy’keH B OTepaTHBHYO MamsTh 1o npotokony TFTP, moce yero norpebyercs 3arpy3uTh ¢aiin Ha

flash-mamsiTh Kak ykasaHo B 11 5.2.

Ethernet

/ o
' Console '[—E'il'*

Kommytatop MNK

Puc. 3: OGHOB/IeHNE Uepe3 3arpy304HOe MEHIO

ﬂaHHbIﬁ crocoo PEKOMEH/1yeTCH UCII0/Ib30BATh TO/IBKO B C/Iydde€ HEBO3MO)XHOCTH

3arpy3uTthb oopas3 c flash namsTu.

IMMar 1. Kak noka3aHo Ha pucyHke 3, [TK Heo0xoArMO MOAK/TFOUMTE OFHOBPEMEHHO K KOHCOJTb-
HOMY IIOPTY, a Takxke K ogHomy u3 Ethernet nmoptos kommyTaropa. [1K momkeH nogmep>xuBarhb (yHKLMIO
TFTP-cepsepa.

IMTar 2. Bo Bpems 3arpy3ku, Ccpasy nocje BKIHOUEHUHM KOMMYTaropa B CeTh HAXKMUTE KJTaBULITY
”Esc”, moc/e 4ero TMosIBUTCS 3arpy304HOe MeHI0. B ciyuae otcytcrBus obpasa I10 Ha flash-mamsTu

KOMMYTATOP HEPEﬁAET B 3aI'Py304YHO€ MEHIO dBTOMaTHU4YeCKH.

*** Sbxxx Boot Menu ***

Display switch info

Set bootrom network parameters
Upgrade bootrom via TFTP

Run firmware from TFTP

Set boot option to default config
Set boot firmware filename

Run firmware from flash

Set console speed

Format flash

Reboot switch

© © 0 N O O~ WN PR

ITar 3. Ilocne nepexoja B 3arpy30uHoe MeHIO HeoOxoquMo BbiOpaTk MyHKT “2. Set bootrom

network parameters” u 3arem ”1. Set switch IP address™ - asist yka3anus IP-aipeca kommyTaropa:
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Set bootrom network parameters
1. Set switch IP address

2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.1): 192.168.1.1

B nynkre ”2. ”Set server IP address” yka3atk IP-agpec TFTP-cepBepa:

Set bootrom network parameters
1. Set switch IP address

2. Set server IP address

0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input device IP (192.168.1.2): 192.168.1.2

ITlar 4. [Tocsie HACTPOWKY CeTeBBIX TTapaMeTPOB MOKHO TMepeiTH K 3arpy3ke obpasa I10 ¢ TFTP-
cepBepa BbIOpaB MyHKT MeHt0 ”4. Run firmware from TFTP”. [lanee OyzmeT npejioykeHO BBECTH UMS
obpa3za c paciupenyeM ”.bix”. TTo ymomuanuro ucroib3yeTcs uMs “vmlinux.bix”. ®aiin ¢ obpaszom 10

JoJ/DKeH HaxoauTbest B KopHe TFTP-cepBepa.

-

Run firmware from TFTP

Please Input new one /or Ctrl-C to discard

Input firmware filename (vmlinux.bix): vmlinux.bix
Start firmware boot and run ? (y/n): vy

Please wait for PHY init-time

Using rt19300#0 device

TFTP from server 192.168.1.2; our IP address is 192.168.1.1
Filename 'vmlinux.bix'.

Load address: 0x81000000

Loading:

HtHHHH R R R AR HHHH R R AR R R R R
HHHH PR HH B HH PR H PR H B H PR H R H R R R
BHGHBBHP BB H B HARE R PR GH B HHHHHH B H AR H RS H AR R R H
HHHHH B R R R HHHH AR AR HH A R
HtHHHH R AR R R HHHHH R R R AR HHH R R R HH T
HHHH PR HH B HH PR G H PR HH B H R SH RS H RS H R H R
HEHHAGH R H BRI H S R R H R R R R
HHtHHH R R HHHH AR R R AR R R AR R R
HitH R R R R HHH R R R R R R R

done
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IIar 5. [Tocsie ycreltHoM 3arpy3ku 00pasa B orepaTUBHYIO MaMsITh, TlepeiiuTe K 3arpy3ke ¢atina

(omucanHoOM B 11. 5.2) Ha flash-mamsTh.

5.5 Bp10op 3arpy3ounoro ¢aiisia B eNOS

[Tpu 3arpy3ke obpa3sa I[1O ¢ umeHeM oT/IMUHOTO OT “vmlinux“, HOBoe UMsi He0OXOAUMO 3aaTh C
MOMOIIIbIO KOMaH/ bl boot img.

Bri6op 3arpy3ouHoro datina I10:

Komanpa OnucaHue

boot img <filename> [backup] Bribpath 3arpy3ounsliii aiin obpasa [1O kommyTaropa.
<filename> — nms o6pa3a 1O st 3arpy3Ky.
Hanpumep: “newimage.bix”

I[Tpu ucnonb3oBanuu omnipu backup BbIOpaHHbIH (aiin
OyzieT UCrobL30BaThCs Kak pe3epBHBIN 06pa3 [10

KOMMYTaropa.

! B Admin pedicume

[TpocMoTp HHbOpMaI|K 00 UCIT0/Tb3yeMbIX 3arpy30UHbBIX (haiiiax:

Komanpa Onucanue

show boot-files [TpocMoTp HMHbOpPMaI|H 0 3arpy304Hom obpase I10 u

(aiine KoHpUTrypaLyy.

! B Admin pedcume

5.6 Bri0op 3arpy3ousoro ¢aiijia B 3arpy304HoM MeHI0

Yrobbl cMeHUTH 006pa3 IO ayis 3arpy3ku, Ha mpuMepe KommyTaTtopa cepyur S5210, Heo6x0quMo B
3arpy304HOM MeHI0 BeIOpaTh MyHKT 6. Set boot firmware filename”, 3arem ”1. Set primary boot firmware
filename”, yka3aB HOBoe UMsI OCHOBHOTO 0Opa3a C pacipeHueM ~.bix”.

ITynkT 2. Set backup boot firmware filename” 3agaét umMst pe3epBHOro obpasa c pacmpeHrueM
” bix” pyis 3arpy3Ku B ciyuyae, eC/ii OCHOBHOM (haiiyl OTCYTCTBYET W/IM He 3arpysKaeTcsl 110 KaKoh-1i60
MpUUKHe.

[Tynkr ”3. Reset primary boot firmware filename to the default value” ycranaBnvBaet ums oc-

HOBHOTO 3arpy304Horo ¢aiisa no ymomyanuo - vimlinux.bix.
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Set boot firmware filename

1. Set primary boot firmware filename

2. Set backup boot firmware filename

3. Reset primary boot firmware filename to the default value
0. Back to main menu

Please Input new one /or Ctrl-C to discard
Input boot firmware filename (vmlinux.bix): vmlinux.bix

5.7 ZTP (Auto Provisioning)

ZTP (Zero-Touch Provisioning) — croco6 aBTomMaTuuecko yaanéHHON HAaCTPOWKH CeTeBBbIX
YCTPOMCTB, KOTODBIH 103BOJIsIeT KOHEYHBIM T10/Tb30BaTe/IsSIM HaCTpanuBaTh HOBbIe YCTPOICTBa 6e3 1mocTo-
POHHEU MMOMOLLIN.

Hauwnnas c Bepcuu [10 1.7.0 kommyTtaropsl SNR nofjiep>kMBatOT BO3MOXXHOCTh aBTOMaTHue CKOM
KoH¢wuryparuu 1 o6HoBnenus I10 cpeacreamu DHCP.

Ec/ii Ha KoMMyTaTope OTCYTCTBYeT cTapToBast KoHdurypaius (¢aiin startup.conf), To moce 3a-
rpy3ku eNOS Oyzer aktuBupoBaH DHCP-kmmenT, oxxugaromuii ot DHCP-cepBepa OMHMO CeTeBbIX
PEKBM3WTOB YKa3aHUs C/IeYIOLIMX MapaMeTpoB: next-server, server-name, filename (Bapuant 1) mi6o
onumu 66, 67, 125 (BapuanT 2). Onuus 125 noppaep>kuBaetcs Ha Bepcusix 110 1.9.0 u Bbiitie.

Anropurm pa6orel ZTP

BapwuanT 1. Yka3aHue mapaMeTpoB next-server, server-name u filename.

Next-server o/DKeH cofiep>kaTh KOppeKTHbIM [Pv4 afpec, server-name Mo)keT IPUHUMATh 3Ha-
uenust: “tftp://”, ”sftp://<user>:<password>", ”ftp://<user>:<password>" umu ’scp://<user>: <password>",
a rioste filename mo/mkHO 06s13aTeIbLHO CozleprKaTh 3HaUeHHe Bra ~“xxxx.conf” (startup-config) u moxer
cofepkarb ’yyyy.rom” (bootrom) u ”zzzz.bix” (ripoiviBka). 3HaueHusi mapaMmetpa filename pa3gensitor-
Csl CHMBOJIOM ”:” ¥ MOTYT OBITh YCTaHOBJIEHBI B CTPOKE B IIPOM3BOILHOM TIOPsiiKe (CM. rpuMep KoH(U-
rypatuu isc-dhcp-server). ITopsiok 3arpy3ku (aiio ciieaytoiiuii: startup.conf, boot.rom, vmlinux.bix.

B ciiyuae nonyueHusi Heo6xouMol HHGOPMAL[MK KOMMYTATOP TOTMbITAeTCs 3arpy3uTh yKa3aH-
Hble ¢alinbl ¢ daiiioBoro cepBepa, MPUMEHUTh UX U TIPU YCITEIITHOM 3aBepIlieHUH Mpoljecca repe3arpy-
3uThCs. Eciii KoMMyTaTopy He yzanock nonyuuts Hactporiky o DHCP wnn DHCP-cepsep He focTynes,
TO uepe3 Kaxkzble 10 MUHYT OyZeT IpOMCXOUTh MOBTOPHBIH 3aryck ZTP.

BapuanTt 2. Hammuue onuu 66, 67 u 125 B nakete ACK nonyyennom or DHCP-cepsepa.

Onuusa 66 (tftp-server-name) Jo/DKHA CofiepXKaTh CAeAYIOMIMM dopmar: {server-type}[<user>
[:<password>]@]<ip>, rae server-type MokeT IpUHUMATh 3HaueHust: “titp://”, ”ftp://”, *scp://”, ”sftp://”.

Onuus 67 (boot-filename) gomkHa 00s13aTe/IbLHO CO/IEPKaTh 3HaUeHKe BUja “zzzz.conf” (startup-
config) u mMoxet cozeparb “xxxx.rom” (bootrom) u ”yyyy.bix” (ripomrBka). Yka3aHHble 3HaUeHUs

95,95

AOJ/DKHBI pa3faeaTbCd CMMBOJIOM I W MOT'YT OBITH YCTaHOBJIEHBI B CTPOKE B IIPOM3BOJIBHOM IIOPAAKe

(cm. mpumep KoHburyparuu isc-dhcp-server ¢ onuusamu 66, 67 u 125).
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Onuus 125 (Vendor-Identifying Vendor Class Specific Information) — ctpoka B ¢dopmare HEX
cnenytoiero uza: 00:00:df:76:03:01:01:01 (00:00:9d:e2:03:01:01:01), rge

00:00:df:76 — Enterprise ID Nagtech (57206) nnu 00:00:9d:e2 — Enterprise ID NAG (40418);

03 — ayivHa nogonLuy;

01 — xog mozonumy;

01 — j/1MHa 3HaUeHUs MO/OILIUH;

01 — 3HaueHMe MO/IOMILIVH.

3nauenue 0x01 B mogorpm 0x01 TpeGyeT OT KOMMyTaTopa BBITIOIHUTE Ha nHTepdetice VLAN
1 xomaHZy ”no ip address”, a 3atem ”ip address dhcp”.

[Ipu ycreliHOM TOJTyYeHUH [JaHHBIX KOMMYTAaTOp 3arpy3uT (aiisibl C cepBepa, MPUMEHST UX U
riepe3arpy3utcs. Eciu ZTP ocTaHOB/IeH BPYyUHYIO, TO JanbHEHIIMMI ero repe3anyck He BbITIO/THSETCS.

Ha Bepcusax I1O 1.9.0 u Bbe, ecii KOMMyTaTOp Iostyurns1 Hactporiky o DHCP ¢ onnwment 125,
B KoTopoii 3HaueHue Enterprise paBHo 0xdf76 mu 0x9de2, 3Hauenue nogomnimu 0x01 paHo 0x01 v ipu
3TOM 0OHOBJIEHHE 3aBePLIN/IOCh HeyCIelliHO (KpoMe ocTaHoBKU ZTP BpyuHyto), To Ha uHTep(etice vlanl
ymasnsieTcs: cratnueckuii IP-aapec u 3anmyckaercs DHCP-kinenT, rocie uero pabora ZTP 3aBepiaeTcs.
B mto60om nHOM ciyyae HeycrielHoro 3aBepiieHus: ZTP, uepe3 10 MuHyT OyzieT Mpou3BeiéH MOBTOPHBIN
3aI1ycK.

Pabora ZTP 6yzer ocraHOB/IeHa B C/IeIyIOIIMX CTyyasix:

» » » » »

* BrimonHenue B Admin pe>xxume KoMaH/;:”ztp stop”, “write”, ”copy”,

» »

reload”, ”cp”, "mv”, “delete
startup-config”;
* Ilepexon B KoH(UrypalMoHHbIM pexxuM (”configure terminal”).

IIpumep koHdurypanuu isc-dhcp-server

subnet 192.168.12.0 netmask 255.255.255.0 {
range 192.168.12.100 192.168.12.200;
option subnet-mask 255.255.255.0;
option routers 192.168.12.1;
next-server 192.168.12.20;
server-name "sftp://userf:userf";
filename = "/home/userf/boot.rom:/home/userf/vm.bix:/home/userf/start.conf";

ITpumep koHdurypanuu isc-dhcp-server c oniusimu 66, 67 u 125:

option tftp-server code 66 = string;
option bootfile-name code 67 = string;
option op125 code 125 = string;
shared-network one {
subnet 192.168.20.0 netmask 255.255.255.0 {
range 192.168.20.100 192.168.20.200;
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option
option
option
option
option
option

subnet-mask 255.255.255.0;

broadcast-address 192.168.20.255;

routers 192.168.20.1;

tftp-server-name "tftp://192.168.20.20";
bootfile-name "startup.conf:boot.rom:vmlinux.bix";
opl25 00:00:df:76:03:01:01:01;
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6. Onepaiuu c pail/IoBOM CUCTEMOU

Inst xpaHeHus: ¢aiiioB ucrosnb3yercs: BcrpoeHHas flash-mamsars. Ona xpanenut o6paser 10
kommyTatopa (.bix aiin) u daitnel koHpurypauuu (.conf ¢aiin). Flash-namsts 1no3BossieT KOvMpoBaTh

U yjansath ¢aiisibl Bo Bpemst pabotsl OC.

6.1 Omnepanuu c ¢gais1I0BOH CUCTEMOH

1. Ynanenue aiina:

Komanpa Onucanue

rm <file-name> Ynanuth dari.

<file-name> — ums yznansemoro ¢aiina.

! B Admin pedicume

2. IleperimeHOBaHue (aiina:

Komanpa Onucanue

myv <file-name> <new-file-name> [TepenmeHOBaTh (aii.
<file-name> — ums nepenmeHyemoro ¢atiina;

<new-file-name> — HoBoe nms ¢aiina.

! B Admin pedcume

3. KonvpoBanue ¢aiina:

Komanja Onucanue

cp <file-name> <new-file-name> CkonupoBarhk (aiin pacronoxeHHsld Bo flash namsru.
<file-name> — ums korpyemoro catina;

<new-file-name> — HoBoe uMs daiina.

! B Admin pedicume

copy file <file-name> { tftp | ftp | scp | CkonupoBarhb ¢aii1 U3 KOMMyTaTopa Ha cepBep C
sftp } <url> HICTI0/Ib30BaHUEM CeTeBBIX TTPOTOKOJIOB Tepeauu
JIAHHBIX.

<file-name> — ums korpyemoro catina;
<url> — URL-azpec ¢avina nHa TFTP / FTP / SFTP /
SCP cepsepe (cm. pa3zen 4).

! B Admin pescume
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Komanpa Onucanue
copy { tftp | ftp | scp | sftp } <url> file CkormupoBarh (haiis ¢ cepBepa C UCI0/Ib30BaHUEM
<file-name> CeTeBbIX MPOTOKOJIOB TiepeJjauk aHHbIX BO flash
MamsITh.

<url> — URL-agpec datina Ha TFTP / FTP / SFTP /
SCP cepsepe (cMm. pa3zen 4).
<file-name> — ums catina rnpu coxpaHeHWH B IAMSITU

KOMMYTAaropa.

! B Admin pedcume

4. TTpocmotp crnimcka ¢aiiios Ha flash:

Komanga OnucaHue

dir [TpocmotpeTs crivcok ¢aiinos Bo flash mamsiTy.

! B Admin pedcume

6.2 CoxpaHeHue KOH(pUTypaluu Ha yAa/I€HHbIN cepBep M0 paciu-
CAdHHIO
KommyTarop mojzepkvBaeT aBTOMaTH4eCckoe COXpaHeHHe TeKylled KoHdurypauuu (running-

config) Ha ynanénnsiii cepBep no nipotokonam SFTP, FTP, TFTP, SCP.

I[Tpu coxpaHeHNM TIPOM3BOAUTCS pOTaLs (aiioB C HaCTparBaeMoi rTyOHUHOA.

Komanja Onucanue

archive running-config location [0 | 7] | Bx/touuTs nepruojuueckoe coxpaHeHue KOH(UTrypaLuu
<url> [maximum <num>] [period <h>] KOMMYyTaropa.

0 — maposb cepBepa OyJeT 3aZlaH B OTKPBITOM BU/IE;

7 — maposb cepBepa OyzeT 3a/jaH B HM(pPOBaHHOM
BUJIE;

<url> — URL-agpec ¢aiina na TFTP / FTP / SFTP /
SCP cepsepe (cm. pa3zen 5).

maximum <num> — KO/JInuecTBO (HaiisioB s
poTaruy;

period <h> — nepuoy;, coxpaHeHust KOHGUTypaLy B

yacax;

no archive running-config OTK/IIOUUTH Mepuouueckoe coXxpaHeHHe

KOH(UrypaLuu.

! B pesicume 2106aabHOl KOHGU2ypayuu
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Komanpa Onucanue

archive running-config force [TpuHyaUTENBEHO 3aMyCTUTh COXPaHeHre KOHGUTypaLu
Ha cepBep.

! B pesicume 2106aabHOtU KOHGuU2ypayuu

show archive running-config BbIBeCTH HACTPOUMKHU U CTaTyC TIePUOAUYECKOr0

COXpaHeHUs1 KOHQUTrypaLyu.

! B Admin pedicume

6.3 Ilpumep onmepanuu c (aijIOBOU CUCTEMOU

Cuenapwuii 1:

st 6ekara obpasa I1O Ha flash ckonmporats datin vmlinux.bix ¢ cepBepa 1o umeHem

vmlinux_backup.bix. IToce kormrpoBaHust He0OXOAMMO TIPOBEPUTD cofepskumoe flash.

-

Switch#copy sftp://admin:switch@10.0.0.253/vmlinux.bix file
vmlinux_backup.bix

Switch#dir

-rw-r----- 1 15510154 Jan 1 05:00 vmlinux.bix
-rw-r----- 1 15510154 Jan 1 11:45 vmlinux_backup.bix
-rw-r----- 1 1101 Jan 1 06:18 startup.conf

Cuenapwuii 2:

Bk/ttounTh eproinyeckoe coxpaHeHre KOH(UTypaliiu Ha CepBep 110 MPOTOKoy sftp ¢ riyOuHOMH

poTaiuu - 5 (paiisIoB U epUoZiOM CoxXpaHeHHs 1 vac.

Switch#configure terminal

Switch(config)#archive running-config location sftp://test:test@10.10.10.1/
home/sftptest/running-config maximum 5 period 1
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7. HacTpoiika uHTep(encoB

Inst HacTpoiiku dhusnveckoro Ethernet uatepdetica He0OX0AUMO 3aTH B PeXXUM KOH(PUTypariviu
uHTepdetica U3 pexxrMa ri06ambHOr0 KOHGUTYPUPOBaHus 1pu rioMoru komaHzb! Interface <interface-
list>, rae B <interface-list> mo/kHBI ObITH yKa3aHbl OZIMH WX HeCcKobko HoMepoB Ethernet nnTepdeii-

{382

coB. CrieljuasibHble CUMBOJIbI “,” 1 “-” CTy»Kar J/1s1 3a/jlaHUsl HeCKOJIbKMX HOMePOB UHTeP(eiicoB. CHMBOJI

({32 € »

,” TIpe/iHa3HaYeH Jjisl pa3zesieHusi OT/ie/IbHbIX HOMepOB, “-” 117151 3alaHus iuara3oHa uHTepgeiicos.
Hanpumep, komaHziol interface gel-5 ocyiijecTB/sieTCs Tiepexo/i B Pe)KUM KOH(GUTYPUPOBAHUS
uHTepdelicoB u3 AuarazoHa gel-ge5. Komana interface gel,ge5 nepeBoauT B peskuM KOH(MUTYPUPOBa-

Hus uHTepdelicoB gel u ges.

7.1 Hacrtpoiika napameTpoB Ethernet unrepdeiicon

1. Bxog B pexxuM koHurypauuu Ethernet untepdetica:

Komanpa Onucanue

interface <interface-list> Bxop B pexkuM KoHpurypupoanus Ethernet

uHTepdetica.

! B pesicume 2106aabHOl KOHGU2ypayuu

2. Kondurypanus Ethernet untepdeticos:

Komanja Onucanue
shutdown ApmuHuCcTpaTUBHOE OTK/ItoueHue Ethernet
vHTepdelica.
no shutdown AmvuHucTpaTuBHOe BK/IoueHre Ethernet uHTepdeiica.

! B pedxcume KoHpuypayuu nopma

description <string> Kondurypaijusi uMeHu uHTepdetica.

no description YnaneHnve umeHu uHTepdeiica.

! B pedxcume KoHuypayuu nopma

speed-duplex {auto [10] [100] [1000] Hactpotiika napametpoB ckopocTtw/fymnekca Ethernet
[2500] [5000] [10000]] [auto | full | half] | unTepdetica.

| force10m-half | force10m-full | auto — aBTOMaTHuUeCcKoe COIacoBaHUe CKOPOCTH
force100m-half | force100m-full | (MOYKHO yKa3aTb Orpe/ie/ieHHbIe THUITbI CKOPOCTeH,
forcelg-full | force2500m-full | KOTOpBbIe OyZ[yT pa3peleHsl P aBTOCOT/IACOBAHUH).
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Komanpa

OnucaHue

force10g-full [high-leq | media
{dac100cm | dac300cm | dac500cm |
dac50cm| fiber}]]}}

no speed-duplex

! B pedxcume KoHpuypayuu nopma

10 — 10 Mb/s;

100 — 100 Mb/s;

1000 — 1000 Mb/s;

2500 — 2500 Mb/s;

5000 — 5000 Mb/s;

10000 — 10000 Mby/s;

auto — aBTOMaTUYeCKoe COryiacoBaHHe JYIIIeKca;
full — 3azate MOTHBIN AYTIIEKC;

half — 3ayaTe nonyayrinexc;

[IpuHyaUTEEHO TTIepeBeCTH UHTeP(HENC B PEXKUM:
force10m-half — 10 Mb/s half-duplex;
force10m-full — 10 Mb/s full-duplex;
force100m-full — 100 Mby/s full-duplex;
force100m-half — 100 Mb/s half-duplex;
forcelg-full — 1000 Mb/s full-duplex;
force2500m-full — 2500 Mb/s full-duplex (Tonbko B
pexxume fiber10g-mode 2500m-compatible);
force10g-full — 10 Gb/s full-duplex;

high-leq — noBbitenue 3Hauenus LEQ asist
uHTepdeiica (HeoO6X0AUMO [i7isi COBMECTUMOCTH C
ceTeBbIM 0O0pynoBaHMeM Ha yuriceTax Centec.
Hanpumep, OLT BDCOM GP3600);

media — HacTtpoiika Tuna 10G TpaHcuBepa
(omnLMOHANMBHO);

dac100cm — DAC kaGens aymHoi 100 cm;
dac300cm — DAC ka6esns aymHoii 300 cm;
dac500cm — DAC kabesb amuHOM 500 cMm;
dac50cm — DAC kabenb gyiuHoi 50 cm;

fiber — onTuueckuit TpaHCUBED.

BepHyTbh HaCTPOMKM MO YMO/TYaHUIO (auto).

bandwidth control <bandwidth> [both |

receive | transmit]

OrpaHuueHus1 CKOPOCTH TpadrKa Ha UHTepdeiice.
<bandwidth> — orpanuueHnue ckopoctu B kbps;
both — B 060oux HanpaBnenusix RX u TX;
receive — ToJI5KO Ha RX;

transmit — ToysKo Ha TX.
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Komanpa

OnucaHue

no bandwidth control [both | receive |

transmit]

! B pedxcume KoHuypayuu nopma

OTK/IIOUMTh OrpaHUYeHre CKOPOCTH Tpaduka Ha TOpTY.

flowcontrol

no flowcontrol

! B pesxcume koHgu2ypayuu nopma

BkstounTts flowcontrol Ha mopry.

OtkmounTh flowcontrol Ha mopty (10 yMoTUaHUIO).

negotiation off

negotiation on

! B pesxcume KoHgu2ypayuu nopma

OTKJ/TIOUUTH aBTOCOITIaCOBaHUE Ha MOPTY /ISl peXKUMa
1000BaseX.

Bk/ounTs aBTOCOIIaCOBAaHME HA MOPTY AJId peXXrMd

1000BaseX (Mo ymo/4aHUIO).

3. Pexxum niopmep>xku ckopoctu 2,5G Ha ontuueckom 10G niopry:

Komanpa

Onucanue

fiber10g-mode 2500m-compatible

no fiber10g-mode 2500m-compatible

BKrounTh pexxum nogaep>Kku ckopoctu 2,5G Ha
ontuueckoM 10G mopry.

Baumanwue!

[Tpu ripuMeHeHNH JAHHOM KOMaH/Ibl Ha TIOPTY B PEXXKUM
TIO/IIeP>XKKHU CKOpoCTH 2,5G OyaeT Takke miepeBefieH
CoCeIHUM MOPT KoMMYyTaTopa (Tpu NpYMeHeHUH Ha
HEUYeTHOM TOPTY - C/IelyIOLUN YeTHbIN, IPU
TpUMeHeHHH Ha UeTHOM TIOPTY - TIPebIyIni
HeueTHbIM. Hanpumep, 1pu nprMeHeHUU Ha xe3 B
JAHHBINA peXkuM OyZieT Takxke riepeBeieH xed).

B naHHOM pexkume Mo/iep>KUBatOTCs TOILKO CKOPOCTH
force10g-full u force2500m-full, aBTO-pexxum He
nozazep>xuBaeTcsi. [locsie npuMeHeHrs KOMaH bl TIOPThI

OynyT nepeBezieHbl B pexxuM force10g-full.

BBIKIHOUMTE peskuM MNoaepKku CKopocTu 2,5G Ha

ontrueckoM 10G mopry.
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Komanpa Onucanue

Buumanue!

[ st OTK/Ir0OueHrs peyxuma NojJep>KKu ckopoctu 2,5G
Ha onituueckoM 10G nopty TpefyeTcs, TOMHUMO
BBITOJIHEHUS [JJAHHOW KOMaH/ibl, COXPaHUTh TEKYILYIO
KOH(UIypaLyio U repe3arpy3uTb KOMMYTaTOP.

! B pedxicume koHpueypayuu XE nopma

4. CmeHa pexxuma combo-ropra:

Komanpa Onucanune

media-type {copper | fiber} HacTpoiika pexkuma combo-rnopra.
Copper — MeJHbIl;

Fiber — orITOBO/IOKOHHBIIA.

! B pedxcume KoHpuypayuu nopma

7.1.1 Tlpumep HacTpoiiku Ethernet unrepdeiica

[TepeBog unTepoeiica B pexkum 100BaseT (100mby/s).

Switch#configure terminal
Switch(config)#interface ge2
Switch(config-if)#speed-duplex forcel@Om-full

Hactpoiika aBroonpesenenusi ckopocty 10/100 mb/s, duplex auto Ha rurabutHeIx uHTepdeiicax

ge2 u ged.

Switch#configure terminal
Switch(config)#interface ge2,ge4
Switch(config-if)#speed-duplex auto 10 100 auto

ITepeBox SFP+ uHTepdeiica B pexxuim 1000 m6/c full-duplex.

Switch#configure terminal
Switch(config)#interface xel
Switch(config-if)#speed-duplex forcelg-full

Bo3Bpar HacTpoek uHTepdeiica K 3HaYeHHIO 110 YMOTIaHHIO (aBTOMaTHUeCKOe COT/IacOBaHHe CKO-

pocTu/ayriekca).

Switch#configure terminal
Switch(config)#interface gel

Switch(config-if)#no speed-duplex
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7.2 Hacrpouka orpaHudyeHusi Broadcast, Multicast u Unicast Tpa-
¢uka Ha Ethernet unrepdeiice

Storm-control — 5T0 MexaHW3M orpaHHUeHHs BXO/siilero Tpaduka onpeaeneHHoro tvra (Broadcast,
Multicast, Unicast). OH mporyckaeT TpayK [0 YCTaHOBJIEHHOTO JIAMHUTA U OTOpachiBaeT BCe TAKeThI
rpeBbllLatoIIYe ero. OMIMOHA/TBHO MOXKHO BKJTFHOUMTH JIOTHPOBaHWe COOBITHS O TIPeBbILLIEHUH JIUMUTA

TpadurKa Ha MOPTy WU NepeBo/] ero B cocTosiHue errdisable (agMuHHCTpaTMBHOE OTK/IFOUEHHE TIOPTa).

7.2.1 Hacrpoiika storm-control

1. BK/IIOUnTh OrpaHUYeHue BXO/sllero Tpauka Ha uHTepderice:

Komanpa Onucanue
storm-control {broadcast | multicast | Bxstouenue strom control Ha uHTepdetice ans
unicast} level <value> {kbps | pps} onpejeseHHOro TUra TpadurKa C yKa3aHheM ropora
OrpaHUYeHwUsl.

broadcast — mmpokoBelijaTeibHBIN TpabhuK;
multicast — MynbTUKaCT Tpapuk;

unicast — unknown Unicast Tpaguk;

<value> — mnopor orpanuuenus <1-16777215>;

kbps — 3Hauenue 3agaetcs B kbps;

PPS — 3HaueHue 33/1aeTcs B Pps;

Ecsi Ha nopTy Heo6X0JUMO YCTaHOBUTh OrpaHUYeHre
/s HeCKOJIbKMX TUTIOB TpaduKa, TO OHO MOXKeT ObITh

3a/1aHO MO0 TOJILKO B PpS, MO0 To/IBKO B Kbps.

no storm-control {broadcast | multicast | | OTMeHa orpaH1ueHus J/isi BbIOpaHHOTO TUIa TpaduKa.

unicast} level

! B pedxicume koHpuzypayuu nopma

2. BK/IouuTb JIOTMPOBaHKe COOOILeHUH Py cpabaTbiBaHUM Storm-control:

Komanja Onucanue

storm-control action log Bkttouenue 3amucu cooOirieHni storm-control B jior
¢aiin ipu cpabaThiBaHUM OrpaHUYEHUS TI0 TPaPUKy
broadcast, multicast, unicast.

no storm-control action OTK/IIouUeHre JIOTUPOBaHUs storm-control.

! B pedxicume KoHuypayuu nopma
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3. AIMMHUCTPaTHBHOE BBIK/IFOUeHUe TIOpTa MpHU cpabaTkiBaHUU Storm-control:

Komanpa Onucanue

storm-control action errdisable BxiitoueHue riepeBoia ropTa B coctosiHue errdisable
ripu cpabarbiBaHUM storm-control.

[To ymosiuaHuto opT BeIK/IHOYaeTcst Ha 60 cek.

no storm-control action OrTk/iroueHue repeBo/ia ropra B cocrosiHue errdisable.

! B pedxicume KoHuypayuu nopma

ITpu cpabatbiBanuM storm-control action log wu storm-control action errdisable 1 HacTpoeHHOM

snmp-areHTe poucxosut orrpaska SNMP Trap.

7.2.2 IIpumep HacTpoMKH storm-control

HacTpoiika orupoBanusi u orpannyenus 1o 1024 kbps Bxogsiiiero broadcast 1 multicast Tpacu-

Ka IIpy NMOMo1M storm-control:

-

Switch#configure terminal

Switch(config)#interface gel
Switch(config-if)#storm-control broadcast level 1024 kbps
Switch(config-if)#storm-control multicast level 1024 kbps
Switch(config-if)#storm-control action log

7.2.3 Hacrtpoiika switchport flood-control

Flood-control - Mexanu3m 3anpelijaromuii otnpasky broadcast u unknown multicast/unicast Tpa-

(uka B uHTEpdeiic.

Komanga Onucanue

switchport flood-control {bcast | mcast | | Bkatouuts flood-control Ha nopty ggis:
ucast} bcast — broadcast Tpacduika;
mcast — unknown multicast Tpaduika;

ucast — unknown unicast Tpaduka.

no switchport flood-control {bcast | Otmenuts flood-control Ha nopry.

mcast | ucast}

! B pesxcume KoHgu2ypayuu nopma

®ynkuuoHan flood-control multicast npumeHsieTcst TosbKO K Tpauky B VLAN C OTK/IHOUEHHBIM
IGMP Snooping.

HacTpoiika uHTepgeiicos 61



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

7.2.4 Tlpumep Hactpoiiku flood-control

3anpetuts oTrpaBKy broadcast, unknown multicast u unknown unicast Tpaduka Ha MopT:

Switch#configure terminal
Switch(config)#interface gel
Switch(config-if)#switchport flood-control bcast
Switch(config-if)#switchport flood-control mcast
Switch(config-if)#switchport flood-control ucast

7.3 JIMmarHoCcTHKA MeAHOro Kaldes

KommyTtaropsl SNR 1oiep>kKMBalOT AMArHOCTUKY MeJHOro Kabesisi, BK/IIOUasi U3MepeHHe ero
JUTMHBI ¥ TIPOBEPKY 11eJIOCTHOCTH Tap. Bo3MO)KHbIe CTaTyChl JUarHOCTUKU:

Normal — kabeib O/K/TI0UeH BEPHO;

Short — KOpoTKoe 3aMbIKaHHe MeXK/y TIPOBO/IaMH O/IHOM T1aphbl;

Cross — KOPOTKO€ 3aMbIKaHHE MeXX/y IapaMu;

Open — kabeJib He TO/K/II0UEH UK eCTh Pa3phbiB;

Hi impedanse — cocTosiHHe BBICOKOTO COMPOTHB/IEHUS, HO He 00pbIBa;

Mismatch — HeBO3MO)KHO MHTEpPIIPETHPOBATh Pe3y/IbTaT;

Skip — nipornyiiieH onpoc raphl Uiv ITPOBOJA.

7.3.1 3amyck JUarHOCTHKH MeJHOro Kabeist

Komanpa OmnucaHue

show cable-test <interface-list> 3amnyck TecTUpOBaHMe Kabesst uHTepdeliica.
<interface-list> — unTepdeiic unm cnrcok
VHTep(]eliCcoB.

! B Admin pedcume

7.3.2 Tlpumep JUarHOCTHKH MeJHOT0 Kabesist

[uarHocTrKa Kabessi, TOJK/TFOUeHHOTO K TopTy gel:

Switch#show cable-test gel

Interface type Pair Status Length(M)
gel GE Pairil Open 108
gel GE Pair2 Open 112
gel GE Pair3 Open 112
gel GE Pair4 Open 112
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8. Errdisable

Errdisable — ¢ynkiius, ocyiijecTsitolias aAMUHACTPATHBHOE BHIK/TFOUEHKe MOpTa C ToC/iefy-

HOIIWM BK/TFOUEHHEM T10C/1€ UCTeUEeHNA YCTAHOB/IEHHOI'O BDEMEHMU.

[anHas (yHKLMS MCHOMb3YeTCs MPU NPeBbIIIeHNH OrpaHUYeHni storm-control v port-security,

obHapy>keHUH mieTesb loopback detection 1 BK/IFoueHHOM Ha TIOpPTY spanning-tree bpdu-guard.

1. Hacrpotika ¢yHkuuum errdisable timeout:

Komanpa

Onucanue

errdisable timeout enable

errdisable timeout disable

! B pedicume 2106a1bHOIU KOHuU2ypayuu

Bxmtouuthb (bYHKL[I/II-O dBTOMATHUYECKOI'O BbIXO/la ITIOPTa
u3 pexxuMa errdisable 1o ucTeuenuu 3ajaHHOTO

BpEMEeHHU.

BBIK/THOUNTE (DYHKIIMIO aBTOMaTHUeCKOTO BLIX0/la ITOpTa
u3 pexxuMa errdisable 1o ucteuenuu 3alaHHOTO
BpeMeHH.

Ec/iv mpuMeHeHa 3Ta KOMaH/ia, BLIBECTH TOPT U3
cocTosiHus errdisable MO)KHO TOBKO C TTIOMOIIbIO

komaH/| shutdown 1 no shutdown.

errdisable timeout interval
<10-1000000>

! B pestcume 2n06aabHoll koHguzypayuu

YcTaHOBUTH BpeMmst (B CEKYyHAAX), M0 UCTeUeHUU
KOTOpOTO TTOPT aBTOMaTUUeCKU BbINZET U3 COCTOSTHUS

errdisable. 3HaueHue o ymonuaHuto - 60 cekyHz,.

2. ITpocmotp cocrosinug yHkuumu errdisable timeout:

Komanpa

OnucaHue

show errdisable details

! B Admin pedcume

OrobpakeHue coctosiHus errdisable timeout v BpemeHu
OXKH/JaHUS TIepe/] TIOAHSATHEM T10pTa M0c/ie ero

cpabaTbIBaHUS.

3. [IpocMOTp TTOPTOB HAXOALIUXCS B cOcTOsiHUM errdisable:

Komanpa

Onucanue

show interface errdisable status

! B Admin pedcume

OtobpaskeHre BCeX TIOPTOB B HAXOASIIMXCS B
cocrosinuM errdisable 1 coObITHS TIO KOTOPOMY TTOPT

ObIT rnepeBeseH B IdHHOE COCTOAHUE.
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9. N3oasus noptoB (Port Isolation)

N3onsaius noptos (Port Isolation) — 5To He3aBUCUMBIN QyHKLIMOHA/, KOTOPBIM OrPaHUYMBAET
Kak repejiayy MakeTOB Me)X/ly OIpe/ie/ieHHbIMU MTOPTaMH, TaK M U30/sLMI0 TpaduKa B paMKax oripefie-
nenHoro VLAN.

Hacrpoiika dyHkiroHama Port Isolation cBogUTCS K YKa3aHHIO IByX CITUCKOB UHTep(helicoB, MexX-
ZIy KOTOPBIMM HEOOXOJJMMO 3alpeTuTh Tepefauy TpaduKa, a MpU HACTPOLKe (PyHKIMOHAIA W30 TSI

noptoB B VLAN jjocTaTtouHo yKa3ath criicok uHtepgeiicoB u VLAN.

9.1 HacTpoiika u30/111H MOPTOB

1. Hactpotika Port Isolation:

Komanpa Onucanue

isolate-traffic from <interface-list1> to | 3ampetuTs nepenauy Tpaduka, MOJTyUeHHOTO C TIOPTOB
<interface-list2> crmcka <interface-list1> Ha mopThI criKcka

<interface-list2>.
no isolate-traffic from <interface-list1> | Pa3speiuTs nepesauy Tpacuka, moayuyeHHOro C MOPTOB
to <interface-list2> criicka <interface-list1> Ha mopTsI criMcka

<interface-list2>.

! B pescume 2nobanbHoli KoHguaypayuu

2. Hacrpoiika Port Isolation B8 VLAN:

Komanpga Onucanue
isolate-traffic vlan <vid> 3arnpeTuTh Tiepefauy Tpapuka Mexxay ropTaMu
<interface-list> <interface-list> 8 VLAN <vid>.
no isolate-traffic vlan <vid> Pazpeiunts nepesauy Tpaduka A Bcex moptoB B VLAN
<vid>.

! B pesycume 2n06aabHoll KOHpuU2ypayuu

3. [IpocMoTp KOH(UTYpaLK U30JISLIUU TOPTOB:

Komanpga Onucanue

show isolate-traffic ITpocMoTp KoH(pUTypaI[iK U30ISIMU TTIOPTOB JJIst Port

isolation u vlan isolation.

I B Admin pedicume
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9.2 Tlpumepbl HACTPOWKHU W30/ISLUM TOPTOB

Hacrpotika u3onsiiyy Tpaduka rosyuyeHHOro ¢ 1opTa ge4 B CTOPOHY MOPTOB geb U ge8:

Switch#configure terminal

Switch(config)#isolate-traffic from ged4 to ge5, ge8

Hacrpoiika usonsimu tTpaduka B VLAN 50 mexxay nopramu gelO u gell:

Switch#configure terminal

Switch(config)#vlan 50

Switch(config)#int gel0-15
Switch(config-if)#switchport access vlan 50
Switch(config-if)#exit
Switch(config)#isolate-traffic vlan 50 gel0-11
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10. Packet-Capture

A He nmoppepxuBaercsa Ha cepuu S5010

Packet-Capture — MexaHM3M IepexBara [1akeToB Ha MOPTY C BO3MOXXHOCTbBIO 3amucu B ¢aii.
Peanu3yeTcsi ¢ moMol1ibo TIpaBu/a policy-map, mpruMeHsieMoro Ha uHTepdetice.

ITocne 3armycka packet-capture MpOMCXOJUT 3aXBaT MepBbIX 256 GaliT makeTa C orpaHUYeHHEM
ckopocTH B 50pps. VI3MeHUTH 3TO OrpaHuYeHre MOXXHO [IPUMEHVB KOMaH/y:
cpu-rx-ratelimit protocol packet-capture <1-1200>

st oToOpaXkeHHs1 yCTAHOBIEHHOTO OTPaHUUeHUS UCTIONb3YeTCsl KOMaH/ a:
show cpu-rx protocol packet-capture

f PekomeHnjyeTcs youpars npaBuio policy-map c packet-capture ¢ mopra noc/ie

HCIO/Ib30BaHMA /1A n30e)xaHusi iumHed Harpy3ku Ha CPU KommyTaropa.

10.1 Hacrpouka Packet-Capture

1. YcraHoBuUTH AeiicTBUe packet-capture B policy-map v mpuMeHUTHb PaBU/IO Ha IOPT C KOTOPOTO

OyzmeT mepexBatbIBaThCs Tpaduk(cm. pa3zaen Hacrpoiika Policy-map).

f He pekomeHpyeTcs ucnosib3oBanue GpyHKI[HOHa/Ma packet-capture Ha mopTax co

BK/IIOUeHHBIM MAB, Tak Kak 3T0 MO)XeT IPUBECTH K HeKOPpPeKTHoH padore MAB.

2. 3artyck u ocTaHOBKa packet-capture:

Komanja Onucanue

packet-capture start [file <filename> 3arnyCTUTh 3axBaT NaKeToB C TIOpTa.

[count <1-10000>] [proto {icmp | igmp | | JomnycTumo npuMeHeHHe CAeyIOLUX apTYMEeHTOB:

tcp |udp | arp | ip | ip6}] | [ether]] | file <filename> — ums ¢aiina, B KoTophIii OyzeT
[verbose] [timestamp] [proto {icmp | TIPOU3BOIUTLCS 3amuCh. Dailyibl COXPaHSIOTCS BO
igmp | tcp | udp | arp | ip | ip6}] flash-namsatu kommyTtaropa. Eciu aprymenr file He

yKasaH, TO BbIBOJ, Oy/leT OCYILeCTBATHCS B KOHCOJIb;
count <1-10000> — ko/MUeCTBO MaKeTOB JI/Is1 3aXBaTa;
verbose — 110JpoOHBII BLIBOZ;

timestamp — BBIBOJI C YKa3aHHEM BpeMeHH;

ether — otoGpaskath ethernet 3arosioBku;

proto {icmp | igmp | tcp | udp | arp | ip | ip6} —

(UIBTPOBATE MaKeThl TI0 BEIOPaHHOMY TIPOTOKOJTY.

packet-capture stop OcCTaHOBUTH 3aXBaT MAaKeTOB B Pe)KKMMe 3aruicH B (paii.
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Komanpa Onucanue

Ctrl+C OcTaHOBUTH 3aXBar MAaKeTOB B Pe)KUME BbIBOJA B

KOHCOJIb.

! B Admin pedcume

10.2 TIIpumep HacTpoukH u 3anycka Packet-Capture

Cuenapuii 1: [Tepexsar nakeToB c oripefiesieHHOro MAC-azipeca C BbIBOZIOM B KOHCOJTb.

Co3pmatb MAC-ACL, 3anaB Heobxonumbiii MAC-azpec. B pexxume KOH(pUTypaLiy KapThl Kiac-

COB HAaCTPOMUTh KPUTEPUH COOTBETCBUS JaHHBIX KapTe K/1acCoB Ha ocHoBe co3faHHoro MAC-ACL. Cos-

JlaTh KapTy MOJUTHUK, 3a/aTh JelicTBUe packet-capture s class-map B policy-map, Ha3Hauuth sanHoe

TIPaBUJIO Ha TIOPT U 3aMyCTUTh packet-capture ¢ yka3aHreM IMPOTOKOJIA arp U apryMmeHToM verbose.

Kondurypaijusi KommyTtaropa:

Switch#configure terminal
Switch(config)#access-1list 100 permit mac host 0027.19B0.71FF any
Switch(config)#class-map 100
Switch(config-cmap)#match access-group 100
Switch(config-cmap)#exit
Switch(config)#policy-map p1l00
Switch(config-pmap)#class 100
Switch(config-pmap-c)#packet-capture
Switch(config-pmap-c)#exit
Switch(config-pmap)#exit
Switch(config)#interface gel
Switch(config-if)#service-policy input p100
Switch(config-if)#end

Switch#packet-capture start

CueHapwuii 2: 3axBar U 3anuch B (aiin 500 nakeTos.

[yt 3amvcu TiepexBaueHHbBIX TAKeToB B (haiin, HeoOXoAUMO B peXkuMe KOH(MUTYpal[iv KapThl

KJ/IaCCOB HACTPOUTh KPUTEPH COOTBETCTBUS Vlan, mpumMeHUTH fAelicTBre packet-capture zjis class-map B

policy-map, Ha3HauMTk JaHHOE TIPAaBUJIO Ha MOPT U 3aIyCTUTh packet-capture ¢ ykazaHueM UMeHH (atina

- dump.pcap 1 Ko/MuecTBOM MakeToB [ijist 3anucy - 500.

Kondurypaijus KommyTtaropa:

Switch#configure terminal
Switch(config)#vlan 10
Switch(config)#class-map c1
Switch(config-cmap)#match vlan 10
Switch(config-cmap)#exit
Switch(config)#policy-map pl
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Switch(config-pmap)#class c1
Switch(config-pmap-c)#packet-capture
Switch(config-pmap-c)#exit

Switch(config-pmap)#exit

Switch(config)#interface gel
Switch(config-if)#service-policy input p1
Switch(config-if)#end

Switch#packet-capture start file dump.pcap count 500

Packet-Capture
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11. LLDP

LLDP (Link Layer Discovery Protocol, 802.1ab) — npoTokos KaHa/IbHOTO YPOBHSI, [I03BOJISIO-
1M KOMMYTaTOpY OTOBeIaTh 000pyAoBaHue, paboTarolree B JIOKaIbHOU CeTH, O CBOEM CyIIieCTBOBaHUU
Y repe/jaBaTb eMy CBOM XapaKTePHUCTHKH, a TakKKe M0/yuaTb OT HEr0 aHa/lIoTHYHble cBeZieHUs. Kaxxzoe
ycrpoiictBo LLDP MokeT OTIIpaB/iATh, HHGOPMaIHo 0 cebe cocesiM He3aBUCHUMO OT TOTO, OTIIPAB/IseT
i cocen nHGOPMAIHIO 0 cebe. YCTPOHCTBO XpaHUT UH(OPMAIIMIO O COCeZsIX, HO He TiepeHarpaB/sieT
eé. KomMyTaTop MoXXeT nepejiaBaTh ¥ NMPUHUMATh TaKyt UH(opMaluio, Kak: uMs rnopra (Port name),
naeHtudukarop nopta (PortID), annapartseiii agpec (ChassisID), agpec ynpasnenus (Management
address), ornrcanue nopta (PortDesc), onucanue ycrpoiictBa (SysDesc). [TosyueHHasi nHMOpMaLus
MOJKEeT OBITh 3aIpoIlieHa C MOMOIIbI0 cTaHAapTHRIX SNMP MIB u ucnonb3oBatbesi B NMS 1151 coopa

I/IHCl)OpMaL[I/II/I U TIOCTPOEHUA TOITOJIOTUU CETH.

11.1 Kondwurypanus LLDP

1. BxmtounTs ¢yHkumo LLDP 1 HacTpouTs cTaryc rnopra:

Komanja Onucanue

set lldp enable {rxonly | txonly | txrx} Bxmounts LLDP Ha nopTy ¥ HaCTpPOUTH CTaTycC.
rxonly — pa3peluaet Tonbko niprem LLDP coobitiennii;
txonly — paspemaeT TosbKo otripaBky LLDP
COO0O0IIeHHH;

tXrx — paspelaeT MpreM U OTIPABKY OHOBPEMEHHO.

set lldp disable Beikmtounte LLDP Ha nopry.

! B pescume koHgu2ypayuu nopma

2. HacTpouTb TaliMepsl:

Komanja Onucanue

set lldp timer msg-tx-interval Hactpouts unTtepBan orripaBku LLDP coo0ienuti B
<5-32768> CeKyH/ax.
Konguryparus no ymonuanuto — 30 ceKyHz.

! B pedxicume KoHpueypayuu nopma

set lldp timer reinitDelay <value> 3ajaTh MUHUMAJbHBIN UHTEPBa/l BpeMeHU, B TeueHue
kotoporo nopt LLDP oxxujaeT nepe/ MOBTOPHOU
VHULMaM3anuen nepegauu LLDP.

<value> — 3nauenwue ot 1 g0 10.

KoHuryparus o ymonyaHuo — 2 CeKyH/bI.

! B pedxicume KoHuypayuu nopma
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Komanpa

OnucaHue

set lldp timer tx-delay <seconds>

! B pedxicume koHpuzypayuu nopma

3aziaTb BpeMsi B TeUeHHH KOTOPOTO KOMMYTaTop He
OyzeT npuHUMaTh HoBble LLDP coo0irieHust Ha opTy
T0CJIe TIO/TyYeHus! TTIOC/IeIHErO.

<seconds> — 3HaueHue oT 1 10 8192.

Kondurypaius 1o yMmouaHut0 — 2 CeKyH/bI.

set lldp msg-tx-hold <seconds>

! B pedxicume KoHueypayuu nopma

HacTpouTth KonMyecTBO MHTEpBasoB tx-interval —
BpeMsl )KWU3HU UH(opMaluu o cocesie LLDP ¢ MmomeHTa
nocsie[Her0 0OHOB/IEHHSI.

<seconds> — 3HaueHue ot 2 10 10.

KoHnguryparnus no ymonuanuio — 4.

3. Hactpouts nepenaBaembie TLV:

Komanpa

Onucanue

set lldp system-name <name>

unset lldp system-name

! B pesicume 2106aabHOtU KOHGU2ypayuu

3a/iaTb UM CHCTEMBI, KOTOpoe OyzieT riepe/jaBaThCs B

LLDP TLV B kauecTBe system-name.

BepHyTb 3HaueHHe 10 yMO/YaHHUIO - hostname.

set lldp system-description <text>

unset lldp system-description

! B pestcume 2n06aabHoll KoH@u2ypayuu

3azaTh OMMcaHKe CUCTeMbI, KOTopoe OyzeT
nepenaBarbcsi B LLDP TLV B kauecTBe

system-description.

BepHyTh 3HaueHue 10 YMOTUaHHUIO.

lldp tlv [chassis-id]
[ieee-8021-org-specific]
[ieee-8023-org-specific]
[management-address] [port-description]
[port-id] [system-capabilities]

[system-description] [system-name] [ttl]

3agare LLDP TLV ornpasnisiemble ONLMOHA/IBHO.
chassis-id — ngenTudukarop iaccy;
ieee-8021-org-specific — IEEE 802.1 Organizationally
Specific TLV;

ieee-8023-org-specific — IEEE 802.3 Organizationally
Specific TLV;

management-address — ymnpap/sitoimii agpec;
port-description — ornucaHue NopTa;

port-id — uzeHTH(UKaTOp NOPTa;
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Komanpa

OnucaHue

lidp tlv unset [ieee-8021-org-specific]
[ieee-8023-org-specific] [system-name]
[management-address] [port-description]

[system-capabilities][system-description]

! B pedxicume KoHuypayuu nopma

system-capabilities — Bo3MO>XHOCTH yCTPOMCTBa;
system-description — ormucaHre KOMMYTaTopa;
system-name — 1Mst KommyTaTopa (hostname);

ttl — nipeanivicaHHOe BpeMsi JKU3HU.

OTK/TIOUUTH OTLMOHA/bHbIE tlV.

set lldp management-address-tlv

{ip-address | mac-address}

! B pedxicume KoHgueypayuu nopma

Bribpatk Tum afpeca (ip uiv mac), nepejaBaeMoro B
management-address TLV. ITo ymonuanuto

VICII0/Ib3yeTCs TUMl azpeca IP.

set lldp locally-assigned <name>

unset lldp locally-assigned

! B pedicume koHpuzypayuu nopma

YCTaHOBUTH JIOKaIbHOE UMS [I71s1 UHTepdeiica.

YnanuTh umsi uaTepdetica.

lldp port-id-tlv {if-name | ip-address |

local | mac-address}

! B pedxcume KoHuypayuu nopma

Bribpath JaHHbBIe /1715 TIepefiaud B KauecTBe port-id-tlv.

lldp chassis-id-tlv {if-name | ip-address |

local | mac-address}

! B pesxcume KoHgu2ypayuu nopma

BriOpath JaHHbBIe /1151 TIepeiaud B KaueCcTBe

chassis-id-tlv.

4. HacTpouTh Tabnuily cocezieii:

Komanpa

Onucanue

set lldp too-many-neighbors limit
<1-65535> discard {exiting-info
<mac-address> | received-info} timer
<1-65535>

3azark JefCcTBYe TIPH MOTyuyeHUA HHPOpMaIiu OT
HOBOT'O COCe/a TP TIPeBbIIIIeHHH MaKCUMa/IbHOTO
yrcna <1-65535> cocepeii.

discard exiting-info — MAC-azpec cocena fis
OTMEHbI OTPaHHUEHHS;

discard received-info — He 3ammceiBaTh UH(MOpMaLKIO

0 HOBOM cocefie (TI0 yMOJTYaHUI0).
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Komanpa Onucanue

set lldp too-many-neighbors limit OTMeHUTDb YCTAHOBJIEHHOE /lefiCTBUe.
disable

! B pedxcume KoHuypayuu nopma

5. BeiBoz vH(bOpMalLuK U OT/Ia/IKa:

Komanpa OmnucaHue

show lldp port <if-name> BriBecTu cymmapHyt0 UHQOPMaLIMi0 0 KOHGUTypaLyu
LLDP Ha nopTy 4 ero cocefsx.
<if-name> — ums unTepdetica.

! B Admin pedicume

show lldp neighbors brief BbIBecTy KpaTKyto HHGOPMALMIO 110 BCEM IOPTaM, rje
ectb LLDP-cocegu.

! B Admin pedicume

11.2 TIIpumep konpurypamuu LLDP

[IBa kKOMMyTaTopa CoeiIMHeHbI APYT C IPYyroM ofHUM JUHKOM. [TopT kommyTaropa Switch B Ha-
CTpoeH ToJbKO /iyt osydeHuss LLDP coobmmenwnii. ITopt kommyTtatopa Switch A fo/mkeH riepesiaBath
MH(pOopMaLio 06 OM1CcaHUM MOPTa ¥ BO3MOKHOCTSIX CUCTEMBI.

KoHdurypaijusi KoMMyTaTopoB OyzieT BHIVIsJeTb C/IeAYIOIIUM 00pa3oM:

Kondurypaiius kommyTtaropa Switch A:

SwitchA(config)#interface ge4

SwitchA(config)#set 1ldp enable txrx

SwitchA(config-if)#11ldp tlv system-capabilities port-description
SwitchA(config-if)#end

Konduryparus kommyTtaropa Switch B:

SwitchB(config)#interface gel
SwitchB(config-if)#set 1ldp enable rxonly

SwitchB(config-if)#end
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12. ULDP

ULDP (Unidirectional Link Detection Protocol) — mporokon ypoBHst 2 (L2), koTopsiii pabo-
TaeT ¢ MexaHuaMamu ypoBHs 1 (L1) asia onpefenenust puanueckoro coCctosiHus KaHana. Ha yposhe 1
aBTOCOTI7IaCOBaHKe obecrieunBaeT GU3NUECKYHO Tiepe/iauy CUTHAJIOB U OOHapy)KeHHe HeMCIIPaBHOCTeH.
ULDP BrITIO/HAET 3a7jauui, KOTOPbIE HE MOXKET BBITTOJIHUTh aBTOMAaTuyeCKoe COryiacOBaHWe, HallpyuMep,
OTKJ/IFOUeHHe HerpaBU/IbHO MOJK/TFOUeHHBIX TIOPTOB.

ULDP ucnonb3yet cucTeMy COOCTBEHHBIX COOOLIeHUI U paboTaeT MmocpeAcTBOM oOMeHa 3TH-
MU COOOILIeHUSIMU MeXJy CoceqHUMH ycrpoiictBamu. [isi pabotsl ULDP ycTpoiicTBa B coeiMHEeHUN
JIOJDKHBI TTO/IIeP>KUBaTh JaHHBIN (DYHKLIMOHA, KOTOPbIM He00X0AUMO MPUMEHHTh Ha COOTBETCTBYFOIINX
MopTax.

Kaxxzp1ii mopT KOMMyTaTopa, HacTpoeHHbI# A1t ULDP, oTripaBisieT makeThl MPOTOKO/IA, KOTOPbIe
copepxat MAC-azapec niopta u ero Port Index. CocegHue mopThl BUAAT CBOM COOCTBEHHBIE UJIeHTU(U-
KaTopbl YCTPOMCTBA/TIOpTA (3X0) B MaKeTax, MOyYeHHbBIX C IPYrol CTOpOoHbI. Ec/iu mopT He BUAUT CBOM
COOCTBEHHBIN HUIEHTU(PUKATOP YCTPOMCTBa/TIOpTa BO BXoAsux nakerax ULDP B TeueHue omnpezesnieH-
HOTO Tlepuo/ia BpeMeHU, KaHas cunTaeTcs ofHoHaripaBieHHbIM (Unidirectional).

OTOT 3X0-aJITOPUTM TI03BOJIsSIeT 0OHAPY>KKBaThb CJleAyIolIye po0sieMbl:

+ CoequHeHHe YCTaHOB/IEHO C 00eHX CTOPOH, HO TaKeThl IPUHKMMAaeT TOJIbKO OJJHa CTOPOHa.
* OmmbOKM MOJK/TFOUeHUs TPOBO/ia, KOT/la BOJIOKHA TIPHeMa U Tiepe/iau He TTOJK/TFOUeHbI K OZJHOMY
Y TOMY >Ke TIOPTY Ha y/laJleHHON CTOpOHe.

ULDP moseT paboraTh B ABYX pexkumax: 00biyHOM (normal mode) u arpeccuBHOM (aggressive
mode).

B 06b1uHOM pexkriMe (normal mode), eciti cocTosiHYe rOpTa OBIIO OTpeie/IeHo Kak JIByHarpaB-
neHHoe U B TeueHuu 3 uHTepBasioB Hello He monyuen koppekTHbili akeT ULDP Hello, To BeIBoguTCs
coob1rieHre 0 He0OX0JUMOCTH OTKJTIOUMTh MOPT. ITOpT He BLIK/IIOUAeTCst M COCTOsiHUE TiopTa At ULDP
M3MeHsieTCsl Ha Heoripe/iesieHHoe.

B arpeccuBHOM pexxuMe (aggressive mode), ec/ii COCTOsIHUE TIOPTa OIpe/ieieHo Kak /IByHarpaBs-
neHHoe U B TeueHuH 3 uHTepBasioB Hello He nonyuen koppekTHbiii nakeT ULDP Hello 1 3aTtem B TeueHue
7 ceKyH/l He yCTaHOB/IeHO HOBoe cocezicTBo o ULDP, To mopT nepeBoauTtcs B coctositue errdisable.

Ecnu nopt nepexoaut B coctosinue Unidirectional (ofHOHarpaB/ieHHbI), TO He3aBUCUMO OT Bbl-
OpaHHOTO pexkuma normal Wiu aggressive MoOpT MepexoAuT B cocTosiHue errdisable.

CocTosiHYE TTIOpTa OCTAHETCSI OTK/TFOUEHHBIM /IO TeX 0P, TT0Ka OHO He OyZieT BK/IFOUEHO BPYUHYHO

WJIN TI0KAd HEe UCTeUEeT BpeMS OXKNJaHWSA OTK/IFOUEHUS 10 olmbke (ECJII/I OHO HaCTPOEHO).
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12.1 Kondurypauusa ULDP

1. BkmounTs ¢yHkumo ULDP:

Komanpa

Onucanue

uldp enable

no uldp enable

! B pedicume KoHuypayuu nopma

Bxirounts ULDP Ha nopry.

Beikmtounte ULDP Ha nopry.

2. HacTpouthb pe>kuM paboThI:

Komanpa

OnucaHue

uldp aggressive-mode

no uldp aggressive-mode

! B pexcume KoHgueypayuu nopma

YcTraHoOBUTE pexxum Aggressive.

BepnyTb pexxum Normal.

3. Hactpouth uHTEpBas u Taiimep:

Komanpa

Onucanue

uldp hello-interval <5-100>

no uldp hello-interval

! B pesicume 2n06aabHoll KoHGu2ypayuu

3ajath UHTEpBas oTrpaBku coobiernii ULDP B

CeKyH/lax.

BepHyTb 3HaueHue 110 ymonuaHuio — 10 cekyHz,.

uldp recovery-time <30-86400>

no uldp recovery-time

! B pesicume 2106aabHol KOHGuU2ypayuu

3azath BpeMs (B CEKYH/,aX) BOCCTAHOB/IEHUs TTOPTa

rocJie OTK/IOUeHus nporokosiom ULDP.

BepHyTh 3HaueHMe 110 ymMomuaHuto — 0 cekyH/, (TTOpT

He OyZ1eT BOCCTaHOB/IEH aBTOMAaTHYeCKH).

4. BriBecTy nH(MOPMaLMIO 0 KOH(GUTYpaLH:

Komanpa

Onucanue

show uldp [interface <if-name>]

! B Admin pedcume

OTto0pa3uth KoHpuryparmio u cocrosiaie ULDP Ha
BCeX MOpTax WK JeTaabHy0 HHGOpMAaLMIo Ha

orpefieniéHHOM 1opTy interface <if-name>.

ULDP
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12.2 TIIpumep koundurypanuu ULDP

Kak nokasaHo Ha puCyHKe 4, KOMMYTaTOpPbI COeZIMHEeHbI MeX/y CO00M JBYMS OT/e/IbHBIMU JIU-
HusMHU. [Ipu opraHu3anivy CBsi3U BOJIOKHA, IIpeiHa3HaueHHbIe /1711 Ilepejiauy Tparka OT KOMMyTaTopa
Switch B kommyTaTopy Switch A, B pe3ynbrare ommbKy 0Ka3aauch reperyTaHbl MecTaMu. Pusnueckuil
yPOBeHb TIPU 3TOM paboTaeT, HO Ha KaHa/IbHOM ypOBHe OyayT Bo3HUKaTh 1pobiembl. ULDP o6Hapyxut

3Ty Tipo6JieMy U TIepeBe/IeT MOPThI B CTAaTyC OLIMOKH.

SwitchB
_..-—==-_-——-_-_ xez2
xel xe?
e —
SwitchA

Puc. 4: ULDP

Kondurypaius kommyTtaropa Switch A:

SwitchA#configure terminal
SwitchA(config)#interface xel-2
SwitchA(config-if)#uldp enable
SwitchA(config-if)#end

Konduryparus kommyTtaropa Switch B:

SwitchB#configure terminal
SwitchB(config)#interface xel-2

SwitchB(config-if)#uldp enable
SwitchB(config-if)#end

ITpu o6Hapyxenuu ripobsiem ULDP BeiBezieT crieyroiiye coo0IeHus:

2024 Jan 20 16:50:15 NSM-4: Unidirectional port xel was shutted down by ULDP
2024 Jan 20 16:50:15 NSM-4: Interface xel changed state to admin down
2024 Jan 20 16:50:15 NSM-4: Unidirectional port xe2 was shutted down by ULDP
2024 Jan 20 16:50:15 NSM-4: Interface xe2 changed state to admin down
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12.3 Pemuenue npoodsiem c Konpurypanueir ULDP

* [l oOHapy>KeHHsI HEKOPPEKTHOTO COeJUHEeHUsI TTOPThI AO/DKHBLI Pab0TaTh B [yT/IEKCHOM PeKHUMe
Y UMeTb O[JVHAKOBYIO CKOPOCTb;

 WnTtepBan ornpaBku coobujernii Hello MoxkeT ObITh M3MeHeH (B uHTepBasie oT 5 0 100 cekyHz,
110 YMOTUaHUIO - 10 CeKyH) /71 yBeTMUeHHsl CKOPOCTH Peakiuy Ha omrOku. Ho pekomeHayetcs,
4yTOOBI ITOT UHTEPBaJI OB MeHee 1/3 oT BpemeHH cxoAuMOCTH STP, Tak Kak 60sibiiiee BpeMsi MOKET
TIOBJIeUb CO3/IaHKe TIeT/TH KOMMYTAI[|K paHbIie, yeM ULDP o6Hapy>KuT npobiemy;

* LACP nipo3pauen a5t ULDP, o paboTaeT Ha KaXk/JOM JITMHKe KaK Ha He3aBHCHMOM,;

+ Tailimep BOCCTaHOBJIEHHS TTOPTA OTK/IIOUEH TI0 YMOTYaHHUIO U OyZeT BKJIFOUEH TOJIBKO TOC/Ie ero

HaCTPOMKMU.
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13. Loopback detection

Loopback (rieTsisi koMMyTalu1) — COCTOSTHME B CETU, TPU KOTOPOM KOMMYTATOp MpHUHUMaeT
KaZIpbl, OTTIpaBJieHHbIe UM >ke. [1pu monyyeHHu Kazipa BriepBble, koMMyTaTop fobaBiser MAC-ajpeca
HCTOUHMKA B Tab/HIly, CO3/laBasi COOTBETCTBUE C TeM MOPTOM, Ha KOTOPOM ObL rostyyeH Kazp. Crenyro-
i Kap ¢ ganHeIM MAC-afipecom nomydartesisi OyZieT OTIpaB/ieH Ha TIOPT B COOTBETCTBHUHU C Tab/IUL[ei.
Korga MAC-azpec UCTOUHKKA y)Ke W3yUyeH KOMMYTaropoM, HO Kajp TeM ke MAC-aapecom nosiyyeH
yepes /Ipyroii nopT, KOMMyTaTop MeHsieT cooTBeTCTBHe i MAC-azpeca B Tabnuiie. B pe3ynbrare, ec-
IV Ha TIOPTY CYIL[eCTBYeT MeT/Isl, h3-3a HaJIMUKsi IIIMPOKOBeIaTe/IbHbIX U MHOT0a/IpeCHBIX KaJ[POB MOKET
TIPOM30MTH He TOJILKO JIABUHHBINA POCT KOJIMYeCTBa TaKUX KaZipoB - Bce MA C-azipeca B ripejiesiax BTOpOro
ypoBHsi(L.2) cermeHTa ceTu OyyT U3yUyeHbI Ha TMOPTY C MeT/IEeH, UTO BBI30BET MOTEePr0 paboToCTIoCOOHO-
ctu ceTu. V306e)kaTh BOZHUKHOBEHUS TeTe/ib KoMMyTaluu omoxeT ¢yHkius Loopback detection. C
eé MOMOLL[bIO TIOPT C TeT/iel OyzeT aBToMaThYeCKu 3a0I0KMPOBaH WK riepeBeiEH B cTaryc errdisable, a
TaK)ke KOMMYTaTOP MOXKET TI0C/1aTh yBejoM/IeHre Ha Syslog-cepBep /17151 CBoeBpeMeHHOT0 00Hapy KeHust
netiv agmuHucTpatopom. st pynkuyu Loopback detection foctynHo ABa geiictBus: shutdown —
niepeBoy riopta B coctosive errdisable 1 block — 6okupoBanye Bcero Tpaduka Ha MOpTY.

Loopback detection per VLAN — ¢yHKIMOHa/ HUCIIO/b3yeMbli 151 0OHapy>KeHUs reTefb B
cetd Ha ypoBHe VLAN, no3Bossisi 6osiee JeTalbHO YIIPaBisTh TpahHUKOM U TIpeJoTBpaillaTh CO0U B pa-
6ote cetu. [Ipu ucronb3oBaHuy KoMaHzb! “loopback-detection control block” coemectHo ¢ ”loopback-
detection specified-vlan <vlan-range>" 6r1okupoBanue Tpadurka OyzeT MpPOUCXOAUTH TOJMBKO B yKa3aH-
Hbix VLAN.

13.1 Koudurypanus Loopback detection

1. Hactpourts loopback-detection:

Komanpa Onucanue
loopback-detection interval-time 3azare uHTepBan orrpaBku BPDU, B cekyHzax.
<1-300>
no loopback-detection interval-time BepHyTb 3HaueHue M0 YMO/TYaHUIO (3 CeKyH/bl).

! B pesicume 2106a1bHOlU KOHGU2ypayuu

loopback-detection enable Bxnrounts pyHkimo loopback-detection Ha
HHTepelice.

no loopback-detection enable BoikmtounTh dyHKuI0 loopback-detection Ha
uHTepdetice.

! B pescume koHgu2ypayuu nopma
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2. Hactpouts JeiicTBue 1py 0O6HapyKeHUH MeTIu:

Komanpa

OnucaHue

loopback-detection control {block |

shutdown}

no loopback-detection control

! B pedxcume KoHuypayuu nopma

Bribpath JeiicTBHe 1pU 00HAPYKeHUH TIeT/IH:

block — BK/TFOUNMTL MeXaHW3M, ITPH KOTOPOM OyzeT
3a0/10KMpPOBaH BeCh Tpa(huK Ha MOPTY WK B
KOHKpeTHbIX VLAN (myHKT 3).

shutdown — BK/IFOUNTH Me€XaHU3M OTKJ/IFOUEHUsI TTOpTa

errdisable.

BepHyTb AeiicTBue 110 yMomyaHuo — shutdown.

loopback-detection
block-control-recovery timeout
<0-3600>

no loopback-detection

block-control-recovery timeout

! B enobanbHoM pedxcume KOHgpuzypayuu

3aziaTb BpeMsi BOCCTAHOB/IEHHS TIOC/Ie OIIOKMPOBaHMUS
VLAN nipu o6Hapy»kKeHHU MeT/Iu (TOMbKO JJIs
loopback-detection control block).

BepHyTb 3HaueHue no ymonuanuio — 0.

BoccranoBneHue He MPONUCXOIUT aBTOMAaTHU4Y€CKH.

3. Hactpouts VLAN gyis1 KoTOpbIx OyzeT paborats dynkiums Loopback detection:

Komanpa

Onucanue

loopback-detection specified-vlan

<vlan-range>

no loopback-detection specified-vlan

<vlan-range>

! B pedxcume KoHuypayuu nopma

3azmatb VLAN g/1s1 KOTOPBIX Oy/ieT IpoBepsAThCS

Ha/IM4yue I1eT/Iu.

Ynamutb VLAN f7151 KOTOPBIX Oy/1eT MPOBepATHCS

Ha/iuue I1eT/iun.

4. OTobpa3uTb HHPOPMALMIO 0 KOHPUTYpaLUK U OT/Ia/J0YHYI0 UH(OPMALIHIO:

Komanpa

Onucanue

show loopback-detection

! B Admin pedcume

[TpocmoTp uHbOPMaLIMKU 0 KOHPUTypaLiuM U CYeTYUKa

oOHapy»KeHHsI TIeT/IH.

Loopback detection
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5. OuuncTka CuéTuUKa:

Komanpa OmnucaHue

loopback-detection reset-counters OuncTKa cueTurKa 00HapY>KeHHsI TTeT/TH.

! B pesicume 2106aabHol KOHGuU2ypayuu

13.2 IIpumep xkondurypauuu Loopback detection

YToObI 3aL[UTUTH CETh OT MOC/IE/ICTBHI BO3HUKHOBEHHSI ITET/I KOMMYTALIMU U3-3a OIIUOKH TT0JTb-
30BaTe/Ist, HEUCITPaBHOCTH JIMHUHU WU/ 000PY0BaHus, TIOAK/IFOUEHHBIX K TTOPTY gel komMmMyTaTopa, Heob-
X0/IMMO HacTpouTh GyHKLMIO loopback-detection.

Kondurypaiusi kommyTtaTtopa GyzieT BbII/ISAeTh CIeAYIOMM 00pa3oMm:

switch#configure

switch(config)#loopback-detection interval-time 10
switch(config)#errdisable timeout interval 300
switch(config)#interface gel
switch(config-if)#loopback-detection enable

YToObI 3aLUTUTH CETh OT MOC/eACTBUI BOSHUKHOBEHUS MTeT/IM KOMMYyTaLMH Ha opty B VLAN
1-3, HeobxoguMo HacTpouTh (pyHKIMIO0 loopback-detection per VLAN c BbIOpaHHBIM ZieliCTBHEM TpU
obHapy»keHUH meTu - block.

Kondurypaiusi kommyTaTopa OyzeT BBIT/ISIETh CIeAYIOMMM 00pa3oM:

switch#configure

switch(config)#loopback-detection interval-time 10
switch(config)#errdisable timeout interval 300
switch(config)#interface gel
switch(config-if)#loopback-detection enable
switch(config-if)#loopback-detection specified-vlan 1-3
switch(config-if)#loopback-detection control block

13.3 Pemenue npo6/iem c KoHpurypanuer Loopback detection

* Y6emurecn, uTo 000pyOBaHME, TTOJK/IIOUeHHOE K UHTepdeticy c loopback detection, rpo3pauto
niponyckaet Loopback-detection BPDU, nHaue dyHKs He OyzeT paboTars;

» PexomeHpyeTcs ucrosnb3oBaTh Loopback-detection Tosibko Ha opTax B CTOPOHY HEKOHTPOJIUPY-
€MOro yuacTKa ceTd (TIOPTHI IOCTYTIa, CErMEHThI C HeyTpaB/sieMbIMHA KOMMYTaTOPaMH);

* He pekomeHzayeTcs rcriosib3oBaTh loopback-detection Ha ofgHOM MopTy ¢ mipoTokonamu STP, Tak

KaK 9TO MOJKeT TIOBJieub 3a c000ii HeKoppekTHY 0 paboty STP umu Loopback-detection.
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14. LACP u arperanus nopTos

ArperupoBaHue MopToB — TPoLIeCC 00beAMHEHUS] HECKOJTBKUX TTOPTOB C OZIMHAKOBOW KOH(U-
rypalyei [l UCMI0/Ib30BaHUs X JIOTUYECKU B KaueCTBe ofHoro (rsuueckoro nopta Port-Channel (cm.
puc. 5 LACP), yTo 1103B0JIsIeT CyMMHPOBATH [10J10CY MPOIYCKaHWS B OJHOM JIOTHY€eCKOM JIMHKE U UCTIO0/Tb-
30BaTh pe3epBupoBaHue. [lyig arperaumu noptoB Ha kommytaropax SNR wcrons3yercst Port-Group,
KOTOPBIH JTO/DKEH OBITh CO37IaH U [00aB/IeH Ha TIOPTHI 1 pab0ThI MX Kak 4yacTh ogHOro Port-Channel.

[nist co3manusi U KOppeKTHOH paboThl, (usnueckue noptel uHTepGeiica Port-Channel nomkHBI
paborath B ayruiekcHoM pexkume (full-duplex) v umeTb 0JMIHaKOBYIO KOH(UTYpaLIKIO.

[MTocne o6bearHeHUs (hr3UYeCcKe TIOPThI MOTYT KOH(UTYPHUPOBATbCSl OHOBPEMEHHO KaK OZIWH
noruueckuit uHtepdeiic Port-channel. Crctema aBTOMaTuuyecku yCTaHOBUT MOPT C HaUMEHBIIMM HO-
MepoM B KauecTBe Master port. Eciu Ha komMmmyTaTope BK/IOUeH (DyHKLIMOHA/ spanning tree protocol
(STP), o STP 6yzer paccmarpuBathk Port-Channel kak sioruueckuii mopT v OTIpaB/ATh Kajipbl BPDU
yepe3 Master port.

KommyTatop 1o3BossieT 00befUHATh (U3nuecKre TOPThI HO0OBIX ABYX KOMMYTaTOPOB, CyIIe-
CTByeT OrpaHMuUeHHe Ha MaKCMMajbHOe uuciio rpymnm: 16 ass channel-group u 12 ans static-channel-

group. MakcruMasibHOe YKCJI0 TIOPTOB B KaXK/I0M rpyrire - 8.

SwitchB
]

_eefr==--}--.| Port-Group

x %
I
’

P
SwitchA

Puc. 5: LACP

14.1 Craruueckoe arperupoBaHue

Crarnueckoe arperupoBaHye IMPOU3BOAUTCS MTyTeM PYUHOT'0 KOH(UT'YPUPOBaHUs M0/Ib30BaTe/ieM
1 He TpeOyeT ucrob3oBaHus mpotokosia LACP. ITpu KoHGUTYPUPOBAaHUY CTAaTUUECKOTO arperMpOBaHMUS

WCTIO/b3YeTCs peXkuM “static-channel-group” asist o6asnenus mopra B Channel-Group.
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14.2 Aunamuueckoe arperuposanve LACP

LACP (Link Aggregation Control Protocol) — nipoTokon arpermpoBaHusi KaHa/0B, OITMCAHHBIMN
B cranziapte IEEE 802.3ad. LACP ucnons3yet LACPDU coobienust A1t ooMeHa WHbOpMarifei ¢ co-
cepneit cropoHoit. [Tocne Bkmtouennss LACP nopt noceinaer LACPDU, yBeomsisisi OTBETHYHO CTOPO-
Hy o npuoputete u MAC-azipece crcTeMbl, IPUOPUTETE U aZipece MOpTa M Kitode ornepatiyd. Korza
OTBETHBIM TIOPT TO/yYaeT 3Ty WH(GOPMALMIO, OH CpaBHUBaeT eé ¢ WHGopMaLeil 0 CBOMX TOopTax, Ha-
CTPOEHHBIX Ha arperauuto. TakuMm o6pa3om, oOe CTOPOHBI IOCTUTAIOT COTVIAILleHUs] O BKJTFOUEHUU WU
WCKJTIOUEeHHH TIOpTa U3 AUHAMHUYeCKOM TPYMIibl arperaluu. B auHaMuueckol rpyrine arperaljyiy MopThl
UMeIoT 2 cTaryca - BeiOpaHHbIi (selected) v B oxkuzanuu (standby). [TopThl MOTYT MOCHUIATh U TIPUHK-
MaTh LACPDU Haxopsich B /itoO0M cTaTyce, HO B cTaTtyce standby rmopT He MOXKeT Tiepe/iaBaTh JlaHHbIE.
[TocKonbKy CyllleCTByeT OrpaHUUeHre Ha KOJTMUeCTBO ITOPTOB B TPYIIIe, eC/IU TeKYyLee UKC/I0 UIeHOB ar-
peraiuu TpeBbIlllaeT 3TO OrpaHWYeHre, KOMMYTaTOp COITIaCOBBIBAeT CTaTyC MOpTa C JIPyroil CTOPOHOM
Ha ocHoBaHuH port ID. CornacoBaHue MPOUCXOAUT CIAYHOIUM 00pa3oM:

1. CpaBHenue ID ycrpoticTB (mpuoputet cuctembl + MAC-aapec cuctemsl). Eciu mpuopureT
YCTPOMCTB OJJMHAKOB - cpaBHUBalOTCT MAC-azipeca ycTpoiicTB. HaumeHbImii Homep OyzeT UMeTh Hau-
BBICLLIMM IPUOPUTET;

2. CpaBHenue ID noptoB (npropuTeT ropTa + ueHTU(UKATOp noprta). [/ KaXK0ro rnopra Ha
CTOPOHE yCTPOMCTBA C HaWMBBICIIIMM TTPUOPUTETOM CUCTEeMbI CPaBHHBAIOTCS IPUOPUTETHI TIOPTOB. Ecin
TIPUOPUTETHI OMHAKOBBIE - cpaBHUBAIOTCS ID mopros. TTopT ¢ HaUMEHBIIUM UIeHTU(PUKATOPOM TIOPTa
CTaHOBUTCS BbIOpaHHBIM (selected), a ocTanbHbIe - B peykKUM oxxuanus (standby).

3. B nanHoii Port-Group nopT ¢ HaMMeHbIINM W/IeHTU(HUKAaTOPOM U cTaTycoM standby cTaHOBUT-

st MacTep-rnopToM. JIpyrue nmopTel co cTatycoM selected cTaHOBSATCS UieHaMU PYTITIbL.

14.3 Koudurypanus arperanuu nopToB

1. Job6asuts nopt B Port-Group A5t arperaiyu, BoIOpaTh pexXuM:

Komanja Onucanue
channel-group <port-group-number> MobaBuTth fanHbI TIOPT B Port-Group u BeIOpaTh
mode {active | passive} peXXUM arperarum.

active — ropt OyzeT nockinatk coobijeruss LACPDU
HEe3aBUCHUMO OT BTOPOI CTOPOHBI;
passive — mopt OyzeT oxkuzath rosyueruss LACPDU

OT OTBETHOM CTOPOHBIL.

no channel-group Ynanuth nopT u3 Port-Group.

! B pestcume koH¢pu2ypayuu nopma
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Komanpa

OnucaHue

static-channel-group

<port-group-number>

no static-channel-group

! B pedxicume koHpuzypayuu nopma

ITobaBuTh AaHHBIHA TTOPT B Port-Group ¢ peXXMMom

CTaTUYeCKOM ar peranyn.

Ynanmuts nopt u3 Port-Group.

2. Bolitu B pexxuM KoH@urypauuu Port-Channel:

Komanpa

OnucaHue

interface po <port-channel-number>

! B pesicume 2106aabHOtU KOHGU2ypayuu

Boiitu B pexxum koHurypaiuu Port-Channel.
<port-channel-number> — cooTBeTCcTBYeT

<port-group-number> coszanHoii Port-Group.

3. Boiitu B pexxum KoHpuryparmu Static-Port-Channel:

Komanpa

OnucaHue

interface sa <port-channel-number>

! B pesicume 2n06aabHol KOHGuU2ypayuu

Boiitu B pexxuM KoHduryparmu Static-Port-Channel.
<port-channel-number> — cooTBeTCTByeT

<port-group-number> co3aanHoi Port-Group.

4. BeiOpaTh MeTo/, 6a1aHCMPOBKY TpaduKa:

Komanga

Onucanue

port-channel load-balance {dst-ip |
dst-mac | dst-port | src-dst-ip |
src-dst-mac | src-dst-port | src-ip |

src-mac | src-port}

no port-channel load-balance

! B pesicume 2106aabHOtU KOHGU2ypayuu

Bribpath MeTo/, 6a1aHCUPOBKY TpaduKa it BCex
Port-Channel.

BepHyTb MeTO/| TI0 yMOTUaHUIO — Src-dst-mac.

5. 3aparte nipuoputet cuctemsl ajst LACP:

Komanga

Onucanue

lacp system-priority <system-priority>

no lacp system-priority

! B pesicume 2106aabHOl KOHGU2ypayuu

3apatb npuopuret cuctemsl At LACP.

BepnyTh npuopurert 1o ymosuanuro — 32768.

LACP u arperaunusi nopToB
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6. 3agare nipuoputet nopra s LACP:

Komanpa

Onucanue

lacp port-priority <port-priority>

no lacp port-priority

! B pedxcume KoHuypayuu nopma

3azarb npuoputet riopta Ay LACP.

BepHyTb npropuTeT 1o ymoa4aHuro — 32768.

7. 3apath pexxuM TaviM-ayta st LACP:

Komanpa

OnucaHue

lacp timeout {short | long}

no lacp timeout

! B pesxcume koHgu2ypayuu nopma

BriOpatk pexkum Taiimayta riopta ayisi LACP.

BepHyTb pexxuM no ymonuaHuro — long.

8. [IpocmoTp nHboOpMaLu:

Komanpa

Onucanue

show etherchannel

<channel-group-num>

! B Admin pedcume

[TpocmoTp nHboOpMaliuu o 3ajjaHHOM channel-group.

show etherchannel detail

[<channel-group-num>]

! B Admin pedicume

[TpocMoTp AeTanbHOM MHGOPMALUK O COCTOSTHUM U
KoH(uryparuu Bcex channel-group Ha koMMmyTaTope

WM Ha KOHKpeTHOM channel-group.

show etherchannel summary

! B Admin pedcume

[TpocmoTp cymmapHo# HH(OPMAaILUK O COCTOSTHUM

channel-group Ha KomMmmyTarope.

show etherchannel load-balance

! B Admin pedcume

[TpocMoTp uHdpopmanmu o kKoHpuryparmu load-balance.

show lacp sys-id

! B Admin pedicume

ITpocmotp LACP sys-id.

show lacp-counter

<channel-group-num>

! B Admin pedcume

ITpocmotp cueturikoB LACP.

LACP u arperaunusi nopToB
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14.4 TIpumep KoHUrypanum arperaiyu nNopToB

Cuenapuii 1: LACP.

KommyTaropel Switch A u Switch B coeavHeHbr Mexxay co00# C IMOMOIIBIO 4-X JIMHUMN: TIOp-
Thl gel-ge4 kommyTtatopa Switch A mob6aBnensr B channel-group 1 B pexxume active, moptel ge7-gel0
kommyTaropa Switch B go6aenensl B channel-group 2 B pexxuime passive. B pe3ynbrare koHUrypa-
uu u coryiacoBanuii LACP moptel gel-ge4 kommyTtaropa Switch A 6yayT oObearHeHbl B MHTepdeiic
“Port-Channel1”, a moptsl ge7-gel0 kommyTtaropa Switch B OyayT o6beguHeHbl B uHTepdeiic “Port-

Channel2”. Kondwuryparws OyzeT BbIT/ISI€Th CeyIOI|UM 06pa3om:
Switch A

SwitchA#configure terminal
SwitchA(config)#interface gel-4
SwitchA(config-if)#channel-group 1 mode active

Switch B

SwitchB#configure terminal
SwitchB(config)#interface ge7-10
SwitchB(config-if)#channel-group 2 mode passive

CueHaputii 2: PyuHoe arperupoBaHye MOpTOB.

KommyTtatoper Switch A u Switch B coeguHeHsr Mexxay co00¥ C MTOMOIIIBIO 4-X JTMHUMN: TTOPTHI
gel - ge4 kommyTtaTtopa Switch A mobaBnensl B static-channel-group 1, moptel ge7 - ge1l0 kommyTaTopa
Switch B fobaBnensl B static-channel-group 2.

Switch A

SwitchA#configure terminal
SwitchA(config)#interface gel-4
SwitchA(config-if)#static-channel-group 1

Switch B

SwitchB#configure terminal
SwitchB(config)#interface ge7-10
SwitchB(config-if)#static-channel-group 2

B pe3ynbTare BbINoHeHUsSI KOHGHUTYPALUK OTTMCAHHOM BBILIIE, TOPThI o0aBstoTcs B Port-Channel

Cpas3y, Kak TOJIbKO BhITTONHAeTCs KoMaHja. O6men LACPDU He TpebyeTcs.

14.5 Pemuenue npo6sieM npu KoH(Urypaium arperamuu opToB

YbenuTech, UTO BCe MOPTHI B TPYIIIe UMEIOT OJMHAKOBYIO KOH(PUTYPaLHIO, UCIIOIb3YIOTCS B pe-

JKUMe I10JIHOT'0 AYIUIEKCA U UMEKOT OJUHAKOBYHO CKOPOCTh.
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15. Hactpovika MTU

MTU (Maximal Transmition Unit) — makcuMasbHbINM pa3Mep Kajjpa JaHHBIX, KOTOPbIM MOXKeT

ObITh TIepesiaH 6e3 parmenTaruu. 3Hauenue MTU 3a/jaéTcs Ha Gpu3nueCcKUX UHTepdeicax v 1o yMosi-

yaHMIO cocTtapisieT 12270 6aiiT. CylijecTByeT BO3MOKHOCTb pa3peliieHrsi paboThl ¢ KagpaMy JaHHBIX

1501-12270 6adiT aas Kaxkoro uaTepdetica.

15.1 Koudwurypamusa MTU

Komanpa

OnucaHue

mtu [<value>]

no mtu

! B pedxicume KoHuypayuu nopma

3ajatb MakcuMasbHbIM pasMep MTU naketoB B
auariazoHe 1500-12270 6aiit, mpuHUMaeMbIx/

OTIIPaB/IIEMbIX KOMMYTaTOPOM.

BepHyTb 3HaueHue N0 yMO/TYaHUIO.

Hacrpoiika MTU
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16. VLAN

VLAN (Virtual Local Area Network) — TexHOIOTHS, TO3BOJIsIFOIIAst 00bEMHATL YCTPOMCTBA B
CeTU B CEIrMEHThI Ha OCHOBe (DYHKIIMH, IPUIOXKEHUH Wi TpeboBaHUM yripaB/ieHusl. BUpTyasbHbIe cer-
MEeHTbI MOTYT (DOPMHPOBATLCSI B HE3aBUCUMOCTH OT (hPHM3UUECKOTrO pacrioyioykeHust yctpoucte. VLAN
HMMEIOT Te ’Ke CBOMCTBa, uTo U usndeckue LAN, 3a uckatoueHrem Toro, uto VLAN mnpezcTaBisieT Co-
6oi1 moruueckoe oOberHEHME, a He pu3nueckoe. [Toaromy Bo VLAN MOXHO 00beAMHSTD YCTPOWCTBA,
HEe3aBUCUMO OT TOTO, I7le OHU HaxoAATCs (U3NUeCKH, a IIIMPOKOBeIllaTe/IbHbIN, MHOTOaZipeCHBIN 1 OfIHO-
agpecHbii Tpaduk B ogHoM VLAN otgenen ot apyrux VLAN.

Crangapt IEEE 802.1Q onpegensieT npoiieaypy nepegauu Tpadvka VLAN.

OcHoBHas ujziest TexHosoru VLAN 3ak/ito4aeTcsi B TOM, UTO 00JibIlasi TOKaabHAask CEeTb MOXKET
OBbITH MHAMUYECKU pa3zesieHa Ha OT/e/IbHble IIUPOKOBelIaTe/lbHble 00/1aCTH, YOBIETBOPSIOIINE Pa3-

MUUHBIM TpeboBaHUsM, Kaxabiii VLAN nipezcTap/isieT coO0t OT/AebHbBIN IIMPOKOBeIlaTe/IbHbIN IoMeH.

i N
VLANT = = -
i e “reeeeeeseeServer - Server
annz 1 H ]
. p— —— e
B - e—G

LYLANS it~ = g

T R BE e BC-----""""

Puc. 6: Jlormueckoe pa3pgenenue cet Ha VLAN

bnarozgaps stum ¢yHkuusaM TexHosorust VLAN nipefocraBnsieT ciiefiytoljye BO3MOXXHOCTH:
* [loBblieHre POU3BOAUTE/ILHOCTH CeTH;
» CoxpaHeHHe CeTeBbIX PeCypCOB;
* OnTumM3saLys CeTeBOro yIpas/eHus;
» CHWKeHHe CTOUMOCTH CeTH;

* TloBbliieHre 6€30MaCHOCTH CETH.
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16.1 Port-based VLAN

Ethernet-ropt koMMyTaTopa Mo>keT paboTath B Tpex pexkuMax: Access, Trunk u Hybrid, kaxabrit
PEXKUM UMEeT pa3/IMUHbIN MeTof, 00pabOoTKHU TIpU Tiepejaue KaJipoB C TErOM WM 6es.

[Topt B pexxume Access OTHOCUTCS TOMBKO K ogHOMY VLAN, 00bIYHO MCIOB3YEeTCS IS IO/~
KJ/IFOUEHUs1 KOHeUHBIX YCTPOWCTB, TaKUX KakK MepCcoHaabHbIM KoMibioTep uan WI-FI mapiipyTtusarop B
KBapTUpe Wiu oduce.

ITopt B pexxume Trunk oTHOoCUTCS K HeCcKOJbKMM VLAN U MOXKeT MPUHUMAaTh U OTIIPaB/ISTh
KaZIpbl OJHOBPeMeHHO B HeCKOTBbKUX VL AN. OObIUHO MCITO/TB3YeTCS [/Is COeJUHEHUS] KOMMYTATOPOB.

[Mopt B pexxume Hybrid, Tak e kak u Trunk, otHocuTcst K HeckonbkuM VLAN u MoxeT mpu-
HUMaTh M OTIPAB/ATh KaJpbl OAHOBPEMEHHO B HeCKOIbKMX VLAN. MoeT MCronb30BaThCs Kak JJ1s
TIOZIK/IFOUEeHYSI [TIePCOHAJIbHBIX KOMITBIOTEPOB, TaK U /IJIs1 COeJUHeHUs] KOMMYTaTOPOB.

Ethernet-noptel B pexkumax Hybrid u Trunk MoryT nprvHuMaTth aHHble OHUM, HO OTTIPaB/ISIIOT
pa3HeiMu criocobamu: Hybrid mopt mMokeT oTrpaBnsiTe nakeTsl B HecKonbKux VLAN B HeTerpoBaH-
HOM BU/le, B TO BpeMmsi Kak Trunk mokeT oTripaB/isite Tpauk B HeckoyibKux VLAN To/bKO C Terom, 3a

uckmouyeHuem native VLAN.

16.1.1 Koundwurypanus Port-based VLAN

1. Co3panue u koHpurypauus VLAN:

Komanpa Onucanue
vlan <vlan-range> Cospanue ogHoro wiu rpyrsl VLAN.
no vlan <vlan-range> Ynanenue ogHoro U rpynnbl VLAN.

! B pestcume 2n106aabHoll KoHGu2ypayuu

vlan database Bxop B pexxuM koHburypaiuu vlan database.

! B pedicume 2106a1bHOU KOHpU2ypayuu

vlan <vlan-id> Co3zganue VLAN c HomepoMm <vlan-id>.

no vlan <vlan-id> Ynanenve VLAN c HomepoM <vlan-id>.

! B pedscume KoHgpueypayuu vlan database

vlan <vlan-id> name <vlan-name> Hasunauenvie umenu VLAN.

! B pescume KoHpueypayuu vlan database
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2. Bribop Tuma ropTta KoMMyTaTopa:

Komanpa

Onucanue

switchport mode {trunk [allow-null] |

access | hybrid}

! B pedxcume KoHueypayuu nopma

YcraHoBKa TeKylero rnopra B pexkxum Trunk, Access
v Hybrid.

trunk* — nepeBectu nopt B pexxuM Trunk u
paspeiunts Bce VLAN Ha mopTy, ec/iv CriicoK
pa3perueHHbIXx VLAN He ykasaH;

trunk allow-null — ycranoButsb 3arpet Bcex VLAN Ha
1opry, kpoMme native VLAN;

access — IepeBeCTH MOPT B PEXKUM access C
ycranoBkoit default VLAN (VLAN 1).

hybrid — nepeBectu nopt B pexxum hybrid c
ycTaHOBKOM 3anpeta Bcex VLAN, kpome native VLAN.
* B eepcuu Hudice 1.7.0 komauoa switchport mode trunk
3anpewjaem ece VLAN Ha nopmy, eciu cnucok

paspeuieHHbix VLAN He yKa3daH.

3. Hacrpoiika nopta B pexxume Trunk:

Komanpa

Onucanue

switchport trunk allowed vlan {<vlan>
| all | add <vlan_list> | except

<vlan_list> | remove <vlan_list> | none }

no switchport trunk

! B pedxicume KoHpueypayuu nopma

Hacrpoiika cnucka paspeweHsbix VLAN Ha nopry.
<vlan> — 3azaTb cnmcok paspeieHHbIX VLAN;
all — paspewnte Bce VLAN Ha nopry;

add — go6aButh ykaszaHHble VLAN K CITUCKY
paspelleHHbIX;

except — 3anpeTuTh yKasaHHele VLAN Ha nopry;
remove — yzaauTb ykasaHHble VLAN u3 crivcka
paspelleHHbIX;

none — 3anpeTtuth Bce VLAN Ha nopry.

BepHyTb 3HaueHHe 10 YMOTUaHHUIO Ha Access.

switchport trunk native vlan <vlan-id>

no switchport trunk native vlan

! B pedxicume KoHuypayuu nopma

Ycranosute VLAN 1711 HeTerupoBaHHBIX [1aKeTOB

(PVID) pnst unTepgeiica.

BepHyTb 3HaueHue o ymonuanuto (VLAN 1).
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4. HacTpolika noprta B pexxuMe Access:

Komanpa

Onucanue

switchport access vlan <vlan-id>

! B pedxcume KoHuypayuu nopma

Hobasuts Tekyumii nopt B VLAN <vlan-id>

5. Hactpoiika nopta B pexxume Hybrid:

Komanga

Onucanue

switchport hybrid allowed vlan
{<vlan> {tag | untag} | add <vlan_list>
{tag | untag} | except <vlan_list> |

remove <vlan_list> | none }

no switchport hybrid

! B pexcume KoHueypayuu nopma

HacTtpoiika cnivcka pasperueHHbix VLAN Ha nopty B
Hybrid pexxume.

<vlan> — 3az1aTh criMcoK pa3perieHHbIXx VLAN;
add — no6aBuTh ykazanHble VLAN K criicky
paspelleHHbIX;

except — 3arnpeTuTh yKasaHHele VLAN Ha nopry;
remove — ynaauTh yKasaHHele VLAN U3 crivcka
paspelleHHbIX;

none — 3arnpetuts Bce VLAN Ha niopry;

tag — oTnpaBsiATh NakeTsl ¢ TeroM VLAN;

untag — caumars Ter VLAN npu oTripaBke makera.

BepHyTb 3HaueHue 10 YMOTUaHUIO Ha Access.

switchport hybrid native vlan

<vlan-id>

! B pesxcume koHgu2ypayuu nopma

YcranoBka PVID fis untepdeiica.

6. 3ampeT nIpyieMa TerMPOBaHHOT'O /I HeTerMPOBAHHOTO TpaduKa Ha MopTax B pexxume Trunk u

Hybrid:

Komanpa

Onucanue

switchport discard packet {tag | untag}

no switchport discard packet [tag |
untag]

! B pedxicume KoHuypayuu nopma

3anpeTuTh NpYeM TarMpoBaHHOTO (tag) uiu

HeTerrupoBaHHOTO (untag) Tpaduka.

Pa3pemmrs nprieM TarupoBaHHOTO (tag) Wau

HeTernpoBaHHOTO (untag) Tpaduka.

VLAN
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16.1.2 TIIpumep KoHdurypamuu VLAN

[TpencraBneHHas, Ha pUucyHke 7, ceTb pa3zeneHa Ha 3 VLAN (VLAN2, VLAN100, VLAN200)
T0 UCITO/Tb3yeMbIM TIPUIOKEHUSIM, a TaKxKe 1o coobpakeHusiM 6e3omacHocTu. ITH VL AN pacroniokeHbl
B pa3HbIX JIoKauusix: A u B. Kaxzapiii U3 IByX KOMMYyTaTOPOB pa3MellleH B CBOel JIOKalliy. YCTPONCTBa
B Pa3HbIX JIOKALIUSX MOTYT OBITH 00beMHeHbI BUPTYa/IbHYIO JIOKAJbHYIO CeTb, eCii Tpaduk OyzeT me-
pefaBarbcs Mexxly kommyTtaropamu A u B. CoeivHuTe TIOPTHI B pexxuMe trunk Ha kommyTaTtopax A u B

APYT C APyTOM, ITOAK/TIOUUTE OCTAJ/IbHbIE CETEBbBIE YCTpOﬁCTBa K COOTBETCTBYIOIUM I1OPTdM.

= -

Puc. 7: Tonosiorus /st ipuMepa HacTporku VLAN

Switch A:

SwitchA#configure terminal
SwitchA(config)#vlan 2,100,200
SwitchA(config)#interface ge2-4
SwitchA(config-if)#switchport access vlan 2
SwitchA(config-if)#interface ge5-7
SwitchA(config-if)#switchport access vlan 100
SwitchA(config-if)#interface ge8-10
SwitchA(config-if)#switchport access vlan 200
SwitchA(config-if)#interface gell
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk allowed vlan 2,100,200
SwitchA(config-if)#end
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Switch B:

SwitchB#configure terminal
SwitchB(config)#vlan 2,100,200
SwitchB(config)#interface ge2-4
SwitchB(config-if)#switchport access vlan 2
SwitchB(config-if)#interface ge5-7
SwitchB(config-if)#switchport access vlan 100
SwitchB(config-if)#interface ge8-10
SwitchB(config-if)#switchport access vlan 200
SwitchB(config-if)#interface gell
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk allowed vlan 2,100,200
SwitchB(config-if)#end

16.2 Voice VLAN

Voice VLAN (T'osocoBoit VLAN) nipesHa3HaueH s BbifiesieHust Tpadguka VOIP B oT/e/bHbIM
VLAN. Hactpous Voice VLAN monb30BaTe/ib CMOKeT HacTpouTb QoS (kKauecTBO cepBrca) [i/isi TO/I0CO-
BBIX JIAHHBIX U TTOBBICUTD ITPUOPUTET TNepeiauu TpadhrKa roJI0COBBIX JaHHBIX 715 00ecrieueHNst KaueCTBa.

[Tocne nHactporiku cootBetcTBuUsi Voice VLAN - MAC-agpec u BkitoueHusi Voice VLAN Ha uH-
Tepdeiice, kommyTtarop Oyzer orciexkuBath MAC-azipec TOJIOCOBOTO YCTPONCTBA B TpaduKe JaHHBIX,
BXO/ISIII[EM B TIOPT U TepeiaBaTh ero Voice VLAN. Biiarogapsi 5Tomy o60pynoBaHie MOKET BCerzia OTHO-
cuThCA K onipesienieHHOM Voice VL AN fake eci rosiocoBoe YCTPOWCTBO OyzieT repemertieHo Gr3nuuecKu
6e3 MoaudUKaluu KOHPUTypaLid KOMMYTaTopa.

17151 KOppeKTHOM paboThI (hyHKI[MOHAIA TTOPT, Ha KOTOpoM HacTpoeH Voice VL AN, mo/keH ObITh

HactpoeH B pexxuMe Hybrid, u Voice VLAN pa3peliieH B HeTerMPOBaHHOM Pe>KHUMe.

16.2.1 Koudurypauus Voice VLAN

1. Beibop VLAN kak Voice VLAN:

Komanpa Onucanue
voice-vlan vlan <vlan-id> Beibpate VLAN B kayectBe Voice VLAN.
no voice-vlan Otmenuts Bbibop VLAN B KauectBe Voice VLAN.

! B pestcume 2n0banbHoll koHguzypayuu
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2. [lobaneHue rosocoBoro obopygoeanus B Voice VLAN:

Komanpa Onucanue
voice-vlan mac <mac-address> Bri6pats MAC-azipec roioCOBOro 000pyI0BaHUS /ISt
<mac-mask> priority <priority-id> nobasnenus B Voice VLAN.

[name <voice-name>]

no voice-vlan {mac <mac-address> Ynamute MAC-azipec T0/10COBOT0 000pYI0BaHHS U3
mask <mac-mask> | name Voice VLAN.

<voice-name> | all}

! B pesicume 2n06aabHoll KoHGuU2ypayuu

3. Bkimtouenue Voice VLAN Ha noprax:

Komanpa Onucanue
switchport voice-vlan enable Bkstounts pyHkumro Voice VLAN Ha nopry.
no switchport voice-vlan enable Brikmounts ¢yHkumo Voice VLAN Ha nopry.

! B pesxcume koHgu2ypayuu nopma

16.2.2 TIlpumep kKoHdurypanuu Voice VLAN

CueHapui:

Hns IP-renedonoB ucnonb3yercss VLAN 100, 17151 KOMITbIOTepa MOAK/IFOUeHHOTo uepe3 TenehoH
— VLAN 199. YcrpotictBo IP-phonel” nmeer MAC-agpec 00-03-0f-11-22-33 u nofgk/it04eH K MOpTy
gel kommyTaropa, “IP-phone2” umeer MAC-azpec 00-03-0f-11-22-55 1 noJK/It04YeH K MOPTY ge2 KOM-
MyTaTopa.

Kondurypaijus OyzeTt BuIVIsiAETh C/ieyHOIUM 00pa3oM:

switch(config)#vlan 100,199

switch(config)#voice-vlan vlan 100

switch(config)#voice-vlan mac 00-03-0f-11-22-33 ff-ff-ff-ff-ff-00
priority 5 name IP-phonel

switch(config)#voice-vlan mac 00-03-0f-11-22-55 ff-ff-ff-ff-ff-00
priority 5 name IP-phone2

switch(config)#int gel-2

switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid native vlan 199
switch(config-if)#switchport hybrid allowed vlan 100 untag
switch(config-if)#switchport voice-vlan enable
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16.2.3 Pemenmue npoodsiem c Voice VLAN

Y6enutecs, uto Voice VLAN HacTpoeH Ha ropty B hybrid untag pexxume.
Y6enutecs, uto MAC-azpec VOIP ycTpoiicTBa BXOJUT B HaCTPOEHHBIM Auara3oH Ay Voice
VLAN.

16.3 MAC-VLAN

®ynkimoHan MAC-VLAN rnipefHa3HaueH /11 BO3MOKHOCTU HasHaueHus Tera VLAN makery,

Ha ocHoBe MAC-ajpeca UCTOYHUKA.

16.3.1 Kondurypauus MAC-VLAN

1. Co3panue MAC-VLAN:

Komanga OnucaHue
mac-vlan vlan <1-4094> 3agate VLAN B kauectBe MAC-VLAN.
no mac-vlan vlan <1-4094> Ynamute MAC-VLAN.

! B pesicume 2106aabHOU KOHGU2ypayuu

2. Cospanue guarnazoHa MAC-aapecos:

Komanpa Onucanue

mac-vlan mac <mac-addr> <mac-mask> | 3azare auarnazon MAC-agpecos ayis VLAN.

vlan <1-4094> [priority <0-7>] name

<word>

no mac-vlan { all | mac <mac-addr> Ynanure:

<mac-mask> vlan <1-4094> | name all — Bce MAC-VLAN 3anucy;

<word> } mac <mac-addr> <mac-mask> vlan <1-4094> —

onpezenénnyto 3anuce MAC-VLAN;
name <word> — 3armicb MAC-VLAN 1o umeHu.

! B pesicume 2n06aabHoll KoHGuU2ypayuu

3. Bxiirouenne MAC-VLAN Ha noprax:

Komanpa Onucanune
switchport mac-vlan enable Bxmtounts MAC-VLAN Ha nopty.
no switchport mac-vlan enable Boikmtounte MAC-VLAN Ha nopry.
! B pedxicume KoHuypayuu nopma

VLAN 93



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

16.3.2 TIIpumep KoHdurypamuu MAC-VLAN

Cuenapuii: Tpebyetcs co3zarh NpuBsA3Ky guariazoHa MAC-azapecoB ¢ 12:34:56:AA:00:00 1o
12:34:56:AA:FF:FF k VLAN 10, a tpa¢puk ¢ MAC-azapecom ncrounnka AB:CD:EF:99:99:99 cnenyet
HarnpasaTe B VLAN 9. ITocse uero Bkmountb MAC-VLAN Ha noptax ge9 u gel0.

Konduryparius Oyzet BbIMVISAETh C/IeAYOIAM 00pa3oM:

switch#configure terminal

switch(config)#vlan 9,10

switch(config)#mac-vlan vlan 9

switch(config)#mac-vlan vlan 10

switch(config)#mac-vlan mac AB:CD:EF:99:99:99 FF:FF:FF:FF:FF:FF vlan 9
name N1

switch(config)#mac-vlan mac 12:34:56:AA:00:00 FF:FF:FF:FF:00:00 vlan 10
name GR1

switch(config)#interface ge9-10

switch(config-if)#switchport mode trunk

switch(config-if)#switchport mac-vlan enable

switch(config-if)#end

16.4 Protocol-VLAN

®dyukuroHan Protocol-VLAN no3BossieT Ha3HauaTh VL AN Ter Ha mpUxoAsiiye Ha MOPT KaJphbl
Ha OCHOBaHMH THIa Kazipa u rosisi Ethertype. Takum 06pa3om, MO>KHO roMelt|aTh TpadyK orpesieIeHHbIX
nipotokosos (IPv4, IPv6, PPPoE) B otnensHbii VLAN.

Hacrpotika Protocol-vlan npousBoguTcst myTeM co37aHus TPYIIIBL, T yKa3bIBaeTCs THI NaKeTa
v ethertype. 3aTeM Ha (pu3rMyeCKOM MHTep(elice HaCTparBaeTC sl COOTBETCTBHe rpynmnbl M HoMepa VLAN.

KommyTarop noagepsxuBaet 8 rpynmn Protocol-VLAN.

16.4.1 Koudurypauus Protocol-VLAN

1. Co3pganue rpynmns! Protocol-VLAN:

Komanpa Onucanue

protocol-vlan group <N> mode Co3pgath rpyriy protocol-VLAN:

{ethernet | llc | snap} etype <ethertype> | <N>— Homep rpymrsl oT 1 710 8;

ethernet | llc | snap — tun nakera (Ethernet2, LL.C
nm SNAP);

<ethertype> — Homep ethertype B HEX opmare.

no protocol-vlan group N Ynanuth rpynmy protocol-VLAN.

! B pesicume 2106aabHOl KOHGU2ypayuu
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2. Hacrpoiika Protocol-VLAN Ha nopTy:

Komanpa OnucaHue

switchport protocol-vlan group <1-8> | Bxtounts npuBsasky VLAN k rpymre protocol-VLAN.

vlan <2-4094> [priority 0-7] [priority 0-7] — ycTaHoBuTb nipuopuTeT CoS makeToB
nns VLAN.

no switchport protocol-vlan group Ynanute nipuBssky VLAN k rpynne protocol-VLAN.

<1-8>

! B pesicume KoH¢pu2ypayuu nopma

3. [Ipocmotp uHbopmaryu o Protocol-VLAN:

Komanpa Onucanue

show protocol-vlan OTtob6pa3uthb uHhopMaluio o protocol-VLAN.

! B Admin pedcume

16.4.2 Ilpumep kondurypanuu Protocol-VLAN

Cuenapuii:
TpebyeTtcst Bce PPPoE naketsi (Ethertype 0x8863 1 0x8864) npuxogsiijye Ha 1opT gel nmomerrath
B VLAN 100, ocTanbHble nakeTbl Ha3HauaTk B VLAN 200.

Koudurypaius Oyzet BbIVISiAETh C/IeAyOIUM 00pa3oM:

switch#configure terminal

switch(config)#vlan 100,200

switch(config)#protocol-vlan group 1 mode ethernet etype 0x8863
switch(config)#protocol-vlan group 2 mode ethernet etype 0x8864
switch(config)#int gel

switch(config-if)#switchport protocol-vlan group 1 vlan 100
switch(config-if)#switchport protocol-vlan group 2 vlan 100
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan 100 untag
switch(config-if)#switchport hybrid native vlan 200
switch(config-if)#end
e
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17. Private VLAN

Private VLAN (PVLAN) — pacmmpenne knaccuueckoro VLAN, kotopoe mo3BossieT Gosiee

rMOKO CerMeHTHpOBaTh CeTh BHYyTpH ogHOro VL AN, roBbimasi 6e30MmacHOCTb M MacIITaOMpPyeMOCTb.

Ono HCIOJIB3YETCA OJid OrDaHUUYEHHA CBA3U MEXOY YCTpOﬁCTBaMH B rpejesjiax ogHOro VLAN, Coxpa-

HSIS1 TIPH 3TOM JIOCTYTI K 00I1eMy IIUTI03y U APYTHM CeTeBbIM PeCypCaM.

B cranpgaptHom VLAN Bce ycrpoiictBa BHyTpy 0gHOro VLAN MOryT B3auMoZ,eMCTBOBaTh [ipyTr

C Apyrom. O,E[HaKO B HEKOTOPLIX C/Tydaddax Tpe6yeTc;1 OrpaHHUYUTDH BBaHMOAeﬁCTBHe MeXxXay YCTPOI‘/JICTBEI-

MU, HalpyMep, B JlaTa-lleHTpaX, FOCTHHULAX WY NnpoBaijepax uHrepHer-ycayr (ISP). Private VLAN

perLaeT 3Ty 3ajauy, pasgesnsis oavuH VLAN Ha noATUTIBL:

Primary VLAN (ocHOBHOI1) — 0THOCUTCS K McxogHOMY VL AN, KOTODBIi CBsI3bIBaeT BCe YCTPOW-

CTBAa U ynpas/seT UX JOCTYIIOM K LIUIF03Y M IPYTMM pecypcawm;

Isolated VLAN (u3011poBaHHbIi) — siBasieTcst TunoM BropruHoro VL AN, host-noptei B isolated

VLAN wmoryT o6marbcsi TO/IbKO ¢ Promiscuous moptom ¥ He MOTyT 06IIaThCsA C ApyrUMU host-

10pTaMu B TOM e WiH B Apyrux VLAN.

Community VLAN (rpyriroBoit) — siByisieTcst Turiom BropuuHoro VL AN, host-nopTel KoMMyTa-

TOpa MOT'YT 00II[aThCsl TOMBKO BHYTPH ofHOTOo rpymmoBoro VLAN, a Takxke ¢ Primary VLAN.
Private VLAN wcnosib3yeT crieljiaabHble TUIIbI TOPTOB:

Promiscuous port (cCMeIaHHBIHN TIOPT) — MOXKET B3aUMO/IeHCTBOBATh C JTFOOBIMU APYTUMHU T10P-

tamu BHyTpy PVLAN, 00bIUHO IpUMeHsIeTCs /151 LIUTF03a VT CePBEepOB.

Host port (K/IMeHTCKWM MOPT) — B3aWMOZ€HCTBYEeT TOJILKO C promiscuous port, ecjiu BTOpUY-

Helli VLAN siBnsietcst isolated VLAN. Eciu Bropuusbii VLAN sBrsiercs community VLAN,

TO BCe TIOPThI C TaKOW HACTPOWKOW MOTYT 0OMeHHBaTbCsl TPaUKOM Kak /YT C APYroM, TaK U

C promiscuous port.

17.1 Hacrpouka Private VLAN

1. Hactporika Tuna VLAN B Private-VLAN:

Komanpa Onucanue
private-vlan <vlan-id> {community | 3agate VLAN kak:
isolated | primary } primary — ocHoBHOM VLAN;

no private-vlan <vlan-id> Ypnamuts Private-VLAN.

! B pesicume 2n06aabHol KOHGuU2ypayuu

community — rpynnosoii VLAN;

isolated — n3ompoBanHbli VLAN.

2. Hactpoiika acconuarmu BTopuuHbix VLAN c Private-VLAN:
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Komanpa

OnucaHue

private-vlan <vlan-id> association

<vlan-list>

no private-vlan <vlan-id> association

! B pestcume 2nobanbHoll koHguzypayuu

Accouunposats BTopuuyHble VLAN c Private-VLAN.

Ynanute accorurpoBaHHble BTopudHbie VLAN.

3. Hactpoiika pexxuma riopta Private-VLAN:

Komanpa

Onucanue

switchport mode private-vlan

{promiscuous | host}

no switchport private-vlan

! B pesicume 2n06aabHoll KoHGuU2ypayuu

YcraHoBuTh pexxuM ropra Private-VLAN:
promiscuous — MCMoOAb3yeTCs /11 aCCOLMaLun
ocHoBHOro (Primary VLAN) u BropocterneHHbsix VLAN
(Isolated VLAN u Community VLAN);

host — ucnonb3yetcs s accoumauyu Primary VLAN
u Isolated VLAN wnu Primary VLAN u Community
VLAN.

YCTaHOBUTB peXXUM M0OpPTa [0 YMOTUaHUI0 — AcCcess.

4. Hactpolika promiscuous mopTa:

Komanpa

Onucanue

switchport private-vlan mapping

<pr-vlan> <sub-vlan-list>

no switchport private-vlan mapping

! B pesicume KoH¢pu2ypayuu nopma

Hacrtpouts TpaHcasauuro BTopuuHbix VLAN B Primary

VLAN B pe)xvMe nopTra promiscuous.

Ynanute TpaHcAnuio BTopuyHbix VLAN B Primary
VLAN.

5. Hacrpotiika host nopra:

Komanpa

Onucanue

switchport private-vlan

host-association <pr-vlan> <sub-vlan>

no switchport private-vlan

host-association

! B pedxicume KoHuypayuu nopma

Hactpouts acconmaryro Bropuusbix VLAN ¢ noprom B

pexkumMe mopta host.

YanuTh acCoLMaLvIO.
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6. OtobpakeHue HacTpoek Private-VLAN:

Komanpa OnucaHue

show private-vlan BeiBop HacTpoek Private-VLAN.

! B Admin pedcume

17.2 TIIpumep koundurypauum Private-VLAN

Primary
VLAN 10

community
VLAN 201

isolated
VLAN 102

ge24 | Trunk Switch1

ge10

Router

o

isolated
VLAN 102

community
VLAN 201

Primary
VLAN 10

Pwuc. 8: Private VLAN

Kak nokasano Ha pucyHke 8, I1K1 u I1IK2 nogksiroueHHble K rioptam gel u ge2 komMmyTtaropa

Switch1, a Takxke ITK5 u I[TK6 noakmtoueHHble K opTaM gel u ge2 kommyTaropa Switch2 ucrnosnb3y-
10T ofuH rpyrmoBoid VLAN 201 u MoryT o061riatecst Mexay coboit u ¢ MapmipyTtr3atopoM. [TK3 u TTK4
MoJK/IFoueHHbIe K optam ge9 u gel0 kommyTtaropa Switch1 u I[IK7 noakntoueHHbIH K IopTy gel0 Kom-

MyTaTtopa Switch2 ucrnoss3yot uzonupoBanHblie VLAN v MOTYT 0011[aThCS TOTBKO C MapIIPyTU3aTOPOM,

MOJK/TFOUeHHOMY K CMelllaHHOMY NMopTy xel koMmMyTaropa Switch2.

Konduryparuu kommyTtatopa Switch1 GyzeT BBIT/ISIIeTh CIeAYIOIMM 00pa3oM:

Private VLAN



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

Switchl(config)#vlan 10,101,102,201

Switchl(config)#private-vlan 10 primary
Switchl(config)#private-vlan 101 isolated
Switchl(config)#private-vlan 102 isolated
Switchl(config)#private-vlan 201 community
Switchl(config)#private-vlan 10 association 101,102,201
Switchl(config)#interface gel-2

Switchl(config-if)#switchport mode private-vlan host
Switchl(config-if)#switchport private-vlan host-association 10 201
Switchl(config-if)#exit

Switchl(config)#interface ge9

Switchl(config-if)#switchport mode private-vlan host
Switchl(config-if)#switchport private-vlan host-association 10 101
Switchl(config-if)#exit

Switchl(config)#interface gel0

Switchl(config-if)#switchport mode private-vlan host
Switchl(config-if)#switchport private-vlan host-association 10 102
Switchl(config-if)#exit

Switchl(config)#interface ge24

Switchl(config-if)#switchport mode trunk
Switchl(config-if)#switchport trunk allowed vlan 10,101,102,201

Konduryparun kommyTtatopa Switch2 6yzet BeIr/siieTs cieyroummM obpasom:

Switch2(config)#vlan 10,101,102,201

Switch2(config)#private-vlan 10 primary
Switch2(config)#private-vlan 101 isolated
Switch2(config)#private-vlan 102 isolated
Switch2(config)#private-vlan 201 community
Switch2(config)#private-vlan 10 association 101,102,201
Switch2(config)#interface gel-2

Switch2(config-if)#switchport mode private-vlan host
Switch2(config-if)#switchport private-vlan host-association 10 201
Switch2(config-if)#exit

Switch2(config-if)#interface gel®

Switch2(config-if)#switchport mode private-vlan host
Switch2(config-if)#switchport private-vlan host-association 10 102
Switch2(config-if)#exit

Switch2(config-if)#interface ge24

Switch2(config-if)#switchport mode trunk
Switch2(config-if)#switchport trunk allowed vlan 10,101,102,201
Switch2(config-if)#exit

Switch2(config-if)#interface xel

Switch2(config-if)#switchport mode private-vlan promiscuous
Switch2(config-if)#switchport private-vlan mapping 10 101,102,201
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18. BPDU-Tunnel

BPDU-Tunnel — ¢yHKIFI0OHa, T03BOJISIOIINI TTepeiaBaTh CTykKeOHbIHN TpadrK MPOTOKO/IOB Ka-
Ha/IbHOTO YPOBHs Oe3 n3MeHeHMid. OYHKIIMOHAT MOXKeT ObITh TI0/Ie3eH, HallpuMep, MPU MOJK/TI0OUeH|N
reorparuecky pacripezie/ieHHONM KOpPIOpaTWBHOM ceTU uepe3 L2-kaHanbl orneparopa. B atom ciyuvae
TpaduK ci1y)KeOHBIX TIPOTOKOJIOB, TaKUX Kak STP, Mo)keT momeliiaTb HOpMaJibHOM paboTe KOMMYTaTOPOB
orneparopa ¥ Haobopot. BPDU-Tunnel nmo3BossieT nepesiaBath Takue KaJipbl TPO3payHo [jisi KOMMYTaTo-
pa oreparopa.

Hnst aToro, Ha noprax co BKatoueHHbIM BPDU-Tunnel, B naketax orpe/ie/iéHHbIX MPOTOKOJIOB
3aMmeHsieTcst afipec HasHaueHUs: (DST-MAC) Ha crietanibHbIl Multicast-MAC 1 oTIpaB/isieTcst BO Bce
noptbl B VLAN. U B 06paTHOM HampaB/IeHWH, TIPH MTOJTyUeHUH MakeTa o crieljuaibHbiM Multicast-MAC,
oH 3aMmeHsieTcss HAa DST-MAC nipoTtokona.

Haripumep, npu nonyuennu STP BPDU co cranpaptHeiM MAC 01:80:C2:00:00:00 Ha nopt co
BKkmoueHHbIM BPDU-Tunnel, MAC 3amensietcst Ha 01:00:0c:cd:00:02 1 makeT OTMpaBJisieTCs BO BCe TIOp-
ThI, 1 HA000POT, 1Mpu nosyueHny akera ¢ DST-MAC 01:00:0c:cd:00:02 Ha sr060m ropty, MAC meHsI-

etcs Ha 01:80:C2:00:00:00 u ornipaBnsieTcst B OPT co BK/ItoyeHHbIM BPDU-Tunnel.

18.1 Koudurypanusa BPDU-Tunnel

1. Hactpoiika BPDU-Tunnel:

Komanga Onucanue

bpdu-tunnel-protocol {stp | gvrp | dotlx | Bkmtounts BPDU-Tunnel ass npotokosios STP, GVRP,

| user-defined-protocol <name> Dotlx umu MpoTOKO/Ia 3a/jJaBaeMoro Mojib30BaTeseM.
protocol-mac <mac> } {group-mac Komawnza ro3BovisieT BeiOpate MAC-azipec TpyTirnsI Ha
<mac> | default-group-mac} KOTOpBIN OyJeT 3aMeHeH opuruHaabHbI MAC-azipec.

protocol-mac <mac> — opurrHaabHbI MAC-azapec
IIPOTOKOJ1a;

default-group-mac — MAC-azipec 1o yMoIuaHHIO
(01:00:0c:cd:00:02);

group-mac <mac> — Ha3HauuTb MAC-azipec rpymrsl

BpyuHy!t0 (/10601 mynsTiKacT MAC-azpec).
no bpdu-tunnel-protocol {stp | gvrp | Boikmtounts BPDU-Tunnel gist npotokosioB STP,
dot1x | user-defined-protocol <name> } GVRP, Dot1x umy mpoToKo/Ia 3aiaBaeMoro

I10/Ib30BaTe/ieM.

! B pesicume 2106aabHOl KOHGU2ypayuu
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2. Bkmtouenne BPDU-Tunnel Ha nopTy:

Komanpa OmnucaHue

bpdu-tunnel-protocol {stp | gvrp | dotlx | Bkitounts Ha moptry BPDU-Tunnel /151 mpoToKoioB

| user-defined-protocol <name> } STP, GVRP, Dot1x vu nMpoTokosa, 3a7iaBaeMoro
T0/Ib30BaTesIeM.
no bpdu-tunnel-protocol { stp | gvrp | Briktounts Ha nopty BPDU-Tunnel /11 npoToko/ios

dot1x | user-defined-protocol <name> } STP, GVRP, Dot1x vu nMpoTokosia, 3a7iaBaeMoro

I10JIb30BdaTe/ieM.

! B pedxcume KoHpuypayuu nopma

18.2 TIpumep Konpurypanuu BPDU-Tunnel

PE1 C_L;;?cmlm PEZ

gel

< BPDU-tunnel >

sz ce2

CeTb KNnueHTa CeTb knueHTa

Puc. 9: BPDU-Tunnel

Kak rnokasaHo Ha pucyHke 9, oneparop npezocras/seT KaueHTy L2 VLAN f1s1 coejuiHeHus reo-
rpauuecky yaaneHHbIX ¢punranos uepe3 kommyTtaropsl PE1 u PE2. B cBoro ouepeb, KMEeHT UCIO/b-
3yeT kommyTatopbl CE1 u CE2 a5 moaKroueHust K CeT oriepatopa. B cBoeii ceTy K/IMeHT UCI0/Ib3yeT
n1st pesepeupoBanus 1potokos STP u LLDP. Heobxogumo Hactpouts BPDU-tunnel g1t KoppekTHO#
nepesau BPDU STP u LLDP u3 ceTu K/MeHTa 110 CeTH oreparopa.

Kon@uryparus kommyraropa PE1:

switch(config)#bpdu-tunnel-protocol stp default-group-mac
switch(config)#bpdu-tunnel-protocol user-defined-protocol LLDP
protocol-mac 01-80-c2-00-00-0e group-mac 11-11-11-11-11-11
switch(config)#interface gel
switch(config-if)#bpdu-tunnel-protocol stp
switch(config-if)#bpdu-tunnel-protocol user-defined-protocol LLDP
switch(config-if)#end

.
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Kon@uryparus kommyrtaropa PE2:

switch(config)#bpdu-tunnel-protocol stp default-group-mac
switch(config)#bpdu-tunnel-protocol user-defined-protocol LLDP
protocol-mac 01-80-c2-00-00-0e group-mac 11-11-11-11-11-11
switch(config)#interface gel
switch(config-if)#bpdu-tunnel-protocol stp
switch(config-if)#bpdu-tunnel-protocol user-defined-protocol LLDP
switch(config-if)#end

[Mocsie mpyMeHeHUs JAHHOW KOH(MUTYpaL[uK OyZieT IPOUCXOUTD ClIeAyIolee:

1. IIpu nosyyeHWH Kazjpa MPOTOKOJA KAHA/TIBHOTO YPOBHS KOMMYTAaTOP MHKAICy/IUpPYyeT MakKer,
a uMeHHO 3ameHsieT MAC-azipec Ha3HaueHHs Ha KOHKpeTHbI multicast MAC-azpec (1o yMo/T4aHuUIO
01:00:0c:cd:00:02) u oTnipaBsisieT Jablile 10 CeTH;

2. Ha pyroM KoHlje ceTH Kajip AeuHKaricyaupyeTcsi, MAC-azapec Ha3HaueHust 01:00:0c:cd:00:02

MeHseTCd Ha OpHFHH&J’IbeIﬁ.
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19. Q-in-Q (Double VLAN)

®ynkms Q-in-Q, Takke usBectHasi Kak Double VLAN, cootBeTctByeT cTangapty IEEE 802.1ad,
KOTOpBIH siByisieTcs pacimpenueM ctangapra [EEE 802.1Q. Oxa no3BosisieT 006aBisATh B MAPKUPOBaH-
Hble kKagpbl Ethernet Bropoti Ter IEEE 802.1Q.

Double VLAN moykeT 6bITh HacTpoeH uepe3 dyHKIMoHan Dotlg-tunnel wiv Policy-map.

Dotlq-tunnel — ¢yHKiMOHa, TO3BOISIOLMI TerMPOBaTh MakeThl BHeITHUM TeroM VLAN (SVID)
B 3aBUCUMOCTHU OT BHyTpeHHero Tera VLAN (CVID) B cOOTBeTCTBUH C TpeOOBaHUSIMM TI0/Tb30BaTeIsl.
3OT0 Mo3BoJIsieT BLIOKMpATh KaHabI IepeJjaul Jjisi Pa3HbIX TUTOB Tpaduka ¢ pasHbiM Terom VLAN.

Bremnuii Ter VLAN Ha3sbiBaeTcst Service VID wiu SVID, BHyTpeHHuit VLAN — Customer VID
nm CVID.

[nist koppekTHOU paboTe! QinQ, mopT KoMMyTaTopa co BKroueHHbIM dot1g-tunnel selective mos-

)KeH ObITh B pexkume hybrid. SVID VLAN no/mKHbI ObITh pa3pelilieHbl B pexxuMe untag.

19.1 Hacrpouka Q-in-Q uepe3 Dotlqg-tunnel

A He noppepxuBaercsa Ha cepuu S5010

1. Bkmouenue ¢yHkiuu Dotlg-tunnel

Komanpa Onucanue
dotlq-tunnel selective enable Bximtounts Ha uHTepgetice pyHkumoo Dotlg-tunnel.
no dotlg-tunnel selective enable Brik/mrounTh Ha UHTepdetice dyHkiuto Dotlg-tunnel.

! B pesicume KoH¢pu2ypayuu nopma

2. HaCTpOﬁKa IMMpaBUJT COTIOCTABJ/IEHWA BHELLIHETO ToI'a BHYTPEHHEMY

Komanpga Onucanue

dotlqg-tunnel selective s-vlan <SVID> Cospgats npaBuiio a1 QinQ.
c-vlan <CVID-LIST> <SVID> — BHemmHui 1ar VLAN;
<CVID-LIST> — criucok CVID, K KOTOpbIM OyzieT

nobapnmaTbes <SVID>.

no dotlqg-tunnel selective s-vlan Ypamute nipasuiio QinQ ans <SVID>.
<SVID>

! B pedxcume KoHgueypayuu nopma
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3. Hacrpoiika ucrnosib3oBanus s s-vlan gononaurensHoro TPID:

Komanpja Onucaunue
dotlg-tunnel tpid {0x8100 | 0x9100 | YcranoButhk TPID 0x8100, 0x88A8 nmu 0x9100 anis
0x88a8} TaKeTOB C JABYMs TeramH.
no dotlq-tunnel tpid BepHyTh 3HaueHue 110 ymomuaHuto - 0x8100.
! B pestcume 2n106aabHoll KoH@uzypayuu

4. ITpocmotp npaBun AJs QinQ Ha uHTepdeiicax.

Komanpga Onucanune

show dotlqg-tunnel BbiBoz MH(OpMaIKM 0 Co3[jaHHBIX TTpaBuaax Asst QinQ

Ha uHTepdeticax.

! B Admin pedcume

19.2 TIpumep KoHpurypanuu Q-in-Q gepes Dotlq-tunnel

Cuenapwuii 1: PeanmusoBars port-based QinQ. Ha Bce nakeTsl, puxopsiijye Ha IopT ge3, J0/DKeH
nobasnarecs SVID 10.

Kondurypaius OygeTt BbIIVISAETh C/IeAyOIUM 00pa3oM:

switch(config)#int ge3

switch(config-if)#dotlg-tunnel selective enable
switch(config-if)#dotlqg-tunnel selective s-vlan 10 c-vlan 1-4094
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan add 10 untag

Cuenapwuii 2: /]71s1 makeToB, IpuxoAsiyx Ha rmopt ge3 ¢ VLAN 15, 35-40, no/mkeH J00aBASITHCS
SVID 10, a anaa auana3oHa VLAN 100-150 — SVID 15. Ha naketsl ¢ VLAN 1000 u VLAN 1001
BHEIIIHUH TeT J00aB/ISATHCS HE JO/DKEH.

KoHduryparius OygeT BbIMISAETh C/IeAYHOIUM 00pa3oM:

switch(config)#int ge3

switch(config-if)#dotlqg-tunnel selective enable
switch(config-if)#dotlg-tunnel selective s-vlan 10 c-vlan 15, 35-40
switch(config-if)#dotlg-tunnel selective s-vlan 15 c-vlan 100-150
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan add 1000,1001 tag
switch(config-if)#switchport hybrid allowed vlan add 10,15 untag

Q-in-Q (Double VLAN) 104



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

19.3 Hacrpouka Q-in-Q uepe3 pynkiuonasn Policy-map

Inst HacTpoiiku Q-in-Q uepe3 dyHkIMoHan Policy-map Heobxoaumo:

1. Co3pmarb KapTy KiaccoB (class-map) U HaCTPOUTh KPUTEpPHI COOTBETCTBHsI Ha OCHOBE
access-group (match access-group <acl-index>) umu VLAN (match vlan <vlan-id>), mi60
Bcero Tpaduka (6e3 ykazanus match);

2. Co3pgartb Kapty noyuTuk (policy-map) u 06aBUTh KjacCU(ULIMPOBAHHOMY TpaUKy Ter
802.1Q (add s-vid <1-4094>);

3. TlpuMeHuUTH KapTy MOJUTUK (service-policy input <policy-map-name>) fsisi BXOZSLIEro
Tpaduka Ha MopTy.

ITogpobHee 0 KoH(MUrypalMi MOYKHO HAUTHU B COOTBETCTBYHOLeM pa3sziesie “Hacrpotiika Policy-

19.3.1 Ilpumep koHdurypauuu Q-in-Q uepe3 ¢pynkiuonan Policy-map

Cuenapwuii 1: Ha ocHoBe kputepusi cootBeTcTBUSI VLAN, Ha nakeTsl, IPUXOASILIMe Ha MOPT ge3

c terom VLAN 10, no/mken gobasnsatecest ter VLAN 3.

Konduryparst 6yzeT BBIIISIETH C/IeYIOMMM 00pa3oMm:

switch#configure terminal

switch(config)#vlan 3,10
switch(config)#class-map vlanl0
switch(config-cmap)#match vlan 10
switch(config-cmap)#exit
switch(config)#policy-map add-vlan3
switch(config-pmap)#class vlanl0
switch(config-pmap-c)#add s-vid 3
switch(config-pmap-c)#exit
switch(config-pmap)#exit
switch(config)#interface ge3
switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan add 3 untag
switch(config-if)#service-policy input add-vlan3

Cuenapwii 2: [I511 Bcero Tpadvka, MPUXO/SAIIEro Ha OpPT ge3, mo/pkeH 100aBnsThest Ter VLAN

Kondurypaijus OyzeTt BuIVISAETh C/iefyHOIUM 00pa3oM:

switch#configure terminal
switch(config)#vlan 2-4094
switch(config)#class-map alltraffic
switch(config-cmap)#exit
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switch(config)#policy-map add-vlan3
switch(config-pmap)#class alltraffic
switch(config-pmap-c)#add s-vid 3
switch(config-pmap-c)#exit
switch(config-pmap)#exit
switch(config)#interface ge3
switch(config-if)#switchport mode trunk
switch(config-if)#switchport trunk native vlan 3
switch(config-if)#service-policy input add-vlan3

Cuenapuii 3: Ha ocHoBe kputepust cootBeTcTBusi ACL, [7151 MakeTOB, MPUXOASIIMX Ha IMOPT geb
B VLAN c 8 mo 15 u VLAN 100, gomken go6aensitecst Ter VLAN 200.

Konduryparst OyzeT BbIIISIETh C/IeYIOMMM 00pa3oMm:

switch#configure terminal

switch(config)#vlan 8-15,100, 200

switch(config)#access-1ist 100 permit mac any any vlan 8 vlan-mask 4088
switch(config)#access-1list 100 permit mac any any vlan 100
switch(config)#class-map acl100

switch(config-cmap)#match access-group 100
switch(config-cmap)#exit

switch(config)#policy-map add-v1an200
switch(config-pmap)#class acl100

switch(config-pmap-c)#add s-vid 200

switch(config-pmap-c)#exit

switch(config-pmap)#exit

switch(config)#interface ge5

switch(config-if)#switchport mode hybrid
switch(config-if)#switchport hybrid allowed vlan add 200 untag
switch(config-if)#service-policy input add-v1an200
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20. VLAN-translation

VLAN-translation — ¢yHkius, nmo3Bosstoias npeobpazoBars Ter VLAN makera B HOBBIi, B
COOTBETCTBUM C TpeboBaHUSIMH. JTO T03BOJIsieT 0OMeHUBaThCsl AaHHbIMU B pa3Hbix VLAN. VLAN-

translation Mo)keT OBITh MCIT0/Ib30BaH Ha 000MX HallpaB/IEHUAX Tpad)I/IKa.

20.1 Hacrporika VLAN-translation

1. Bkmouenue ¢yHkiud VLAN-translation Ha ropry:

Komanpa OnucaHue
vlan-translation enable Bxmtounts Tpancisguio VLAN Ha nopry.
no vlan-translation enable Beikmrounts TpaHcisuyio VLAN Ha nopry.

! B pedxicume KoHuypayuu nopma

2. Co3panue cootBerctBuii VLAN-translation Ha ropry:

Komanja Onucanue
vlan-translation <old-vlan-id> to BkrounTh Ha MOpTy rpeoOpa3oBaHue Tera
<new-vlan-id> {in | out} <old-vlan-id> B HOBLIN <new-vlan-id>.

in — J7151 BXOASILMX Ha MOPT MakeToB (Z/1s1 KOPPeKTHOM
paboTHI Ha MOPTY JO/DKeH ObITh pa3perieH
<new-vlan-id>);

out — UCXOASIIUX C TIOPTa MaKeTOoB (/17151 KOPPEKTHOM
paboThI Ha MOPTY JO/DKeH ObITh pa3pelieH
<old-vlan-id>).

no vlan-translation <old-vlan-id> {in| | Beixmtounts TpaHcsiyio VLAN Ha nopry.
out}

! B pesxcume koHgu2ypayuu nopma

3. Orobpaskenre Hactpoek VLAN-translation:

Komanpa Onucanune
show vlan-translation [TpocMOTp CKOH(PUTYPUPOBAaHHBIX COOTBETCTBUI
Tpancasuu VLAN.
! B Admin pescume
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20.2 IIpumep kondurypanuu VLAN-translation

Cuenapwuii: Ha pucyske 10 uszobpaxeHa Tornosnorus ¢ npumeHenremM VLAN-translation. ITorpa-
HuuyHble KoMMyTaTopbl PE1 u PE2 HTepHeT-nipoBatiziepa noepxuBatoT VLAN 20 f/151 mepefjauy Tpa-
¢duka mexay CE1 u CE2 u3 kreHTCcKol cet uepe3 cooctBeHHbili VLAN 3. TTopt gel PE1 noakstoueH
kK CE1 B VLAN 20, noprt gel0 noaxstoueH K my6mmuHoii cett B VLAN 3, mopt gel PE2 nogkimtoueH K
CE2 B VLAN 20, nopt ge10 noaxsitoueH K mybmuHoi cetu B VLAN 3.

Kondurypariusi kommyTtatopoB PE1 u PE2 OyzeT BeIIVIsiZeTh CeyIOmyUM 06pa3oMm:

switch(config)#vlan 3,20
switch(config)#interface gel
switch(config-if)#switchport mode trunk
switch(config-if)#vlan-translation enable
switch(config-if)#vlan-translation 20 to 3 in
switch(config-if)#vlan-translation 3 to 20 out
switch(config-if)#exit
switch(config)#interface gel0
switch(config-if)#switchport mode trunk
switch(config-if)#end

Ha nopty knuedTa

WLAMZ0 B Trunk
CE1 / PE1

gE‘l e

e e

Trunk Connection gelﬂﬂwﬂtinn
P
vlan3

e
Jan3
PEZ Trunk Connection

geld “'“—'?""'— vlan20

e e e
Trunk Connection gel__'

CEZ2
Ha nopTy knuedTa
WLAMNZD B Trunk

Cetk MNpoeakpepa BxogAuwi Tpaduk NepesoanTes
M3 VLANZD o VLANS, ncxogrwami
nepesocguTeA K3 VLANSI eo

WLANZ0

CeTb KnnexTa 1

CeTb KnuexTa 2

Bxoaawmia Tpaguk nepeeodnTca
M3 VLANZD o VILANSZ, ncxogAwmi
nepeacauTcA M3 VLANS eo
WLANZ20

Puc. 10: Tononorus ¢ npumeHenreM VL AN-translation
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21. STP, RSTP, MSTP

21.1 OO0mmue ceegenusa o STP, RSTP u MSTP

STP (Spanning Tree Protocol) — mpoToKo/ KaHaIBHOTO YPOBHS, pa3paboTanHkblii B 1985 roay
u onmcaH B cradzapte IEEE 802.1D. OcHoBHOM ero 3afiaueii siB/sieTCs 3alliUTa OT TeTe/b B TONOI0THUH
cetu Ethernet, B KOTOpOil MPUCYTCTBYeT OJJHO W/IA HECKOJbKO M30BITOUHBIX coeAHeHUH. Hamuue Ta-
KUX COeJJMHEeHUH B CETH C KOMMYTaTopoM 0e3 HCM0/Ib30BaHMsl TPOTOKOJIOB 3aIlUThI, IIPUBOJUT K TOMY,
YTO IIMPOKOBeLaTe/IbHble 1 MHOT0a/IpeCcHbIe Ka/[pbl B OO/IBIIMHCTBE C/Ty4aeB repeaatoTcsi 6eCKOHeUHO
TIOBTOPSISICh, B Pe3y/bTaTe Yero MpoIyCKHasi CTOCOOHOCTb CeTH OKa3bIBAeTCs MPAKTHUeCKH MOTHOCTHIO
3aHsTa Oecriosie3HbIMY TIOBTOPaMH.

STP aBromaThuecku OIOKUpYeT Te COeANHEeHHs, KOTOpble B JJaHHBI MOMEHT SIB/ISIOTCS M30bI-
TOYHBIMU ZIJIS1 TTIOJIHOU CBSI3HOCTU KOMMYTATOPOB B CeTH, TeM CaMbIM Ipe/loTBpallasi BOSHUKHOBEHHE
LIMK/INUeCKUX MaplIpyTOB [lepeiauu KaJpoB.

[Mpunuun paborer STP:

1. OpuH 13 KOMMYTaTOPOB BhIOKpPaeTcs B poiu Root (KopHEBOTO).

2. Kakaplii KOMMYTaTop NPOCYUThIBaeT KpaTyauiuvi nyTb K Root. TOT nopt, myTh uepe3 KOTOPbI
SIBJIIeTCS] KpaTyallliuM K KOpHEBOMY KOMMYTaTopy, Ha3biBaeTcs: Root port.

3. 1 KaK[oro cerMeHTa CeTH MPOCUMTHIBAETCSl KpaTyaWllIMi MyTb K KOPHEBOMY KOMMYTATopy.
MocT, uepe3 KOTOPBIN ITPOXOAUT 3TOT My Th, CTAHOBUTCS Ha3HaUeHHBIM it 3To ceTH (Designated
Bridge). HerocpeacTBeHHO TMOAK/TFOU@HHBIN K CeTH TIOPT MOCTa — Ha3HaueHHbIM TTOPTOM.

4. Ha Bcex MocTax O/IOKMPYIOTCSI BCe TIOPTHI, He SIBJISTFOILHeCst KODHEBBIMH U Ha3HaYeHHbBIM.

RSTP (Rapid Spanning Tree Protocol) — ymnyurnenue STP, pa3paboran B 2001 rogy u omvcaH
B craHzapre 802.1w. IIpuHLUN paboOTHI B 1[eJIOM OCTaeTCsi TeéM >Ke, HO Psifi BHeJIpEHHbIX ZI0pabOTOK,
YTIpOILleHNH, yMeHbIIIeHue BPeMeHH O)KHU/aHusl COOBITHI WM OTKa3 OT TaliMepoB, TI03BOJIsieT CHU3UTh
BpeMs cxoaumocty Tonojioruu ¢ 30-50 cekyHy, (a1 STP) no 1-6 cekyHp,

MSTP (Multiple Spanning Tree Protocol) — IpoTOK0/1 MHOKeCTBEHHOTO CBSI3YIOLL[ETO /iepeBa, B
KOTOPOM CO3/Iat0TCsl He3aBUCUMBbIe 3K3eMIISIPbI ITOKPbIBaroLLero gepesa. B ogun sk3emrisip MSTP mo-
I'YT BXOJUTb HEeCKO/IbKO BUPTYa/IbHBIX CeTel IIPY yCJI0BUH, YTO UX TOMNOJOIUsl OfUHaKoBa. MUHUMAIIb-
HOe KOJIMYeCTBO 3K3eMIUIIpoB MSTP cooTBeTCTByeT KOJMYeCTBY TOIOJIOTMYECKU YHUKA/IbHbBIX TPYIII
VLAN B fomeHe BrOporo ypoHs. MSTP Hajnaraer Ba)xHOe orpaHu4eHHe: BCe KOMMYTAarophbl, y4acTBY-
roiue B MSTP, 1o/mKHBI MMeTh OAMHAKOBO CKOH(puUrypupoBaHHble rpynnsl VLAN (MSTI - Multiple
Spanning Tree Instance), uTo orpaHUUrBaeT TMOKOCTh TIPYU U3MeHeHUH KOHurypaiuu cetd. CooTBeT-
ctBust VLAN-MSTI 3agarorcs agMuHucTpaTtopom BpyuHyro. @opmar MSTP BPDU ananorvuen RSTP
BPDU. [I51s1 cHWwKeHuUs Harpy3ku Ha kommyTartopsbl, Bce BPDU pasnmuunbix MSTI kommyTatopa o6beau-

Hst0TCA B ofvH BPDU.
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Pernons1t MSTP

HoBasi KOHLIeTIIUS BbI3bIBasia CIOKHOCTH B JKCIUTyaTallid, TakK Kak ObUI0 HEOOXOAUMO W7eH-
TUYHO KoH(puUrypuposatb cootBeTcTBUe VLAN-MSTI Ha Bcex kKommyTaTopax. /st yrpolieHust ¥ moj-
nepkanust ooparHoii coBmectumocTu ¢ STP u RSTP 6bia pazpaboTaHa KOHIENIMs perioHOB. PervoH
MSTP moxeT ObITh 06pa30BaH U3 HECKOILKUX CMEXXHBIX KOMMYTaTOPOB C OJMHAaKOBbIMM MSID (MST
Configuration Identification), cocrosiumu u3:

* Nms pernona MSTP;
* PeBu3us koHpUrypauuy;
» Havimxect cootBeTcTBUi VLAN-MSTTI.

MSID pob6asnsiercss K MSTP BPDU Tak, uto coxpaHsietcsi coBMectuMocTb ¢ STP u RSTP. Ilpu
stom MSTP BPDU, otnipaB/ieHHbIe Pa3HbIMHA KOMMYTaTOPaMy OZHOT'O PerroHa, BOCIIPUHUMAOTCS CMEesK-
HeiMi STP/RSTP-kommyTatopamu kKak RSTP BPDU ognoro kommyTaropa (puc. 11). Takum obpasom,
KOJIbLleBasi TOIIOJIOTUS Ha pa3HbIX KOMMyTaTopax I10-TIIpe)KHeMy IoJ/JepKuBaeTcs U B peruoHe MSTP

COXpaHsieTCsi TMOKOCTD yTipaBieHUsl TPa(hUKOM.

Root Root
—
ﬁ’ ﬁ’ MST Region
MST Region 5’ ‘ E? E’
—  —

Puc. 11: Pervon MST B cetu

MSTP BHyTpH peruoHa

st KaXK0r0 pervoHa BbIOMpaeTCsi perroHabHbIM KOPHEBOM KOMMYTATOP, OTHOCUTEIBHO KO-
TOPOTO CTPOMTCS BHyTpeHHee mokpbiBaroiee nepeBo (IST - Internal Spanning Tree), o6beauHstoIICe
BCe KOMMYTATOPbI PervoHa. PernoHasbHbIM KOPHEBOM KOMMYTAaTOP BLIOMpPAETCs 10 HauMeHbIIIeMY TIPH-
OpUTETY KOMMYTATOpa, a MPU PaBHBIX 110 MUHUMAa/IbHOM CTOMMOCTU MYTH O KODHEBOIO KOMMYyTaropa
BCeli cetn (JinOO pervoHa, B KOTOPOM HaxOAWUTCS KOPDHEBOM KOMMYyTaTop). EC/iM TakMX KOMMYTaTOPOB
HECKOJIbKO, TO CPe/Ii HUX BBIOMPAETCs OfIWH C HauMeHbIM 1D.

MSTP mexpy peruoHaMu

[l 3a1UThI TONOJIOTHI COeMHEHUS Pa3/IMYHbIX PeTMOHOB U OTZe/IbHbIX KOMMYTaToOpoB CTPO-
uTCs o61jee rokpeiBatoiriee gepeBo (CST - Common Spanning Tree). B kKauecTBe KOpHEeBO KOMMYTa-
topa B CST BBIOMpaeTCss KOMMYTaTOp C HAUMEHBIIINM ITPUOPUTETOM, a TPU PaBHBIX C HAUMeHbIMM 1D.
Kaxppii1 pernon MSTP nipepcrasnsercs fias CST kak oTaenbHbIN BUPTyanbHbii koMMmyTaTtop. CST coB-
MecTHO ¢ IST Bcex perroHoB (opMHUPYHOT TosiHOe nokpbiBaroiiee AepeBo cetu (CIST - Common and

Internal Spanning Tree).
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BbanancupoBka Tpaguka B MSTP
[TapameTphl KOMMYTAaTOpa U €ro MOPTOB MOTYT ObITh M3MeHeHH!I 7151 Kakzoro MSTI B oTaenbHO-

CTH, TaKuM 00pa3oM, Tpaduk pa3Hbix rpynn VLAN MokeT ObITh OTIIPAB/IEH 10 Pa3HbIM ITyTsIM, pacIipe-

JleJisisl HarpysKy Io Bceil ceTu.

21.2 Kondwurypanusa STP, RSTP u MSTP

1. Beibpath pexxum Spanning tree:

Komanpa Onucanue

spanning-tree mode {stp | rstp | mstp} BriOpark pe>kuM spanning-tree.

3HaueHue 110 YMO/TUaHUI0 — IStp.

! B pesicume 2106aabHOl KOHGuU2ypayuu

2. Bk/IroueHMe WM OTK/TIOUeHHe Spanning-tree rjo0asibHO WK Ha MOPTY:
[Tpu otmouerny STP Ha nopry, mopT 6/okupyet Bxogsiue Ha Hero BPDU nakerst. IIpu ro-

6anbHOM oTkmoueHny STP, BPDU nporyckaroTcsi KOMMYTaTOpPOM MPO3pauHo, 3a MCK/II0YeHreM MTOPTOB
¢ oTK/IroueHHbIM STP.

Komanja Onucanue
spanning-tree shutdown OTK/IH0UNTH 17100a71bHO (DYHKIMIO Spanning-tree.
no spanning-tree shutdown BxmounTs rio6anbHO GyHKIMIO Spanning-tree.

! B pestcume 2nobanbHoll koHguzypayuu

spanning-tree disable OTK/IIOUMTh peXXUM Spanning-tree Ha MOPTY.

spanning-tree enable BKrounTh pexum spanning-tree Ha MOPTY.

! B pedxicume KoHuypayuu nopma

3. Hactpoiika pexxumoB STP u RSTP.

3.1. HacTpouTs nnpuopuTeT KOMMYyTaTopa:

Komanpa Onucanue

spanning-tree priority YcTaHOBUTE MPUOPUTET Spanning-tree KOMMYyTaTopa.
<bridge-priority>

no spanning-tree priority YCTaHOBUTHL MPUOPUTET 10 YMOTUYAHHIO.

! B pesicume 2106aabHOl KOHGU2ypayuu
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3.2. Hactpoutb napameTpsl MopTa:

Komanpa

OnucaHue

spanning-tree path-cost <cost>

no spanning-tree path-cost

! B pedxcume KoHpuypayuu nopma

YCTaHOBUTH CTOMMOCTH IyTH Yepe3 MOPT Spanning-tree.

OTMeHUTh YCTaHOBKY CTOMMOCTH IIyTH 4epe3 IMOopT

spanning-tree.

spanning-tree guard root

no spanning-tree guard root

! B pedxcume KoHgpueypayuu nopma

BksttounTs (pyHKIMOHA rootguard zi/1s1 mopTa
spanning-tree.
[TopT ¢ BK/IFOUEHHBIM rootguard He MOXKeT CTaTh root

port.

BoikmtounTh yHKIMOHaN rootguard AJ1s mopTa

spanning-tree

3.3. HacTpouts TalimMepsl:

Komanga

Onucanue

spanning-tree forward-time <time>

no spanning-tree forward-time

! B pedsicume 2106a1bHOI KOHUSypayuu

YcraHoBuTh 3HaueHue TariMepa Bridge_Forward_Delay
JJIs1 KOMMYTaropa.
Bridge_Forward_Delay - Talimep repexosa ropra u3

craryca blocking B forwarding.

OTMeHUTh ycTaHOBKY TaiiMepa Bridge_Forward_Delay.

spanning-tree hello-time <time>

no spanning-tree hello-time

! B pesicume 2106aabHOl KOHGU2ypayuu

YcraHoBuTh 3HaueHue TaiiMepa Bridge_Hello_Time
JJ1s KOMMYyTaropa.

Bridge_Hello_Time - Talimep oTripaBku spanning-tree
BPDU.

OTMmeHUTh yCTaHOBKY Takimepa Bridge_Hello_Time.

spanning-tree max-age <time>

YcraHoBUTH 3HaueHue TaliMepa Bridge_Max_Age s
KOMMYTaropa.
Bridge_Max_Age - TaiiMep BpeMeHU >KU3HH JIyUlllero

To/1y4eHHoro spanning-tree BPDU.

STP, RSTP, MSTP
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Komanpa

OnucaHue

no spanning-tree max-age

! B pesicume 2106aabHOtU KOHGuU2ypayuu

OTMeHUTDb YCTAHOBKY TaiiMepa Bridge_Max_Age.

spanning-tree max-hops <hop-count>

no spanning-tree max-hops

! B pesicume 2106aabHOl KOHGU2ypayuu

YcTaHOBUTH 3HaUeHUe cueTurka Max_Hop, KoTopbiit
onpejensieT Kakoe KOJIMUeCTBO KOMMYTaTOPOB MOXKET

npoiit BPDU, 10 Toro Kak Oyzet oTopoiiieH.

OTmeHUTh yCTaHOBKY cueTurika Max_Hop.

3.4. BK/IIOUMTh MeXaHHU3Mbl YCKOPeHHUs CXOLUMOCTHU:

Komanpa

OnucaHue

spanning-tree link-type {auto |

point-to-point | shared}

no spanning-tree link-type

! B pedicume koHpuzypayuu nopma

Bb160p MexaHH3Ma Oompe/ie/ieHus TUTIA TIOK/TFOUeHHOMH
K TOPTY CeTH.

auto — aBTOMaTUYeCKoe Ompe/iesieHre Trra
COeIHeHUS;

point-to-point — Bcerza point-to-point;

shared — Bcerza shared.

BoccraHoBUTH 3HaueHHe TI0 yMoJT4aHuIo (auto).

spanning-tree portfast

no spanning-tree portfast

! B pedxcume KoHgpuypayuu nopma

BkitoueHre MexaHr3Ma portfast orpeesisoiero mopt

spanning-tree Kak rpaHUYHbIM.

BriktoueHre MexaHu3Ma portfast orpezensitorero

TOPT Spanning-tree Kak rpaHAYHbIMN.

3.5. BK/IIOUMTE MeXaHWU3Mbl 3allUThI

TOITOJIOTHUN:

Komanpa

OnucaHue

spanning-tree {bpdu-filter |
bpdu-guard} {enable | disable }

BK/TFOUMTE MeXaHW3M 3aLUThI OT HeXXelaTeTbHbIX
BPDU.

bpdu-filter — oT6packiBaeT nocrymnaroiye Ha MOPT
BPDU;

bpdu-guard — oTk/rouaeT NopT Npuy NOMyYeHUH
BPDU.

STP, RSTP, MSTP
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Komanpa

OnucaHue

no spanning-tree {bpdu-filter |
bpdu-guard}

! B pedxcume KoHuypayuu nopma

OTK/IFOUUTHL MeXaHU3M 3allUThI OT HeKeslaTeIbHbIX
BPDU.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

! B pedicume KoHuypayuu nopma

Urnopuposars ¢uiar TC u3z BPDU, nonyyeHHOTO C
3TOrO MOPTAa, a TAKXKe 3arpeTUTh ero Jobas/ieHue B

BPDU TpaHc/ivpyeMmbli fasnble.

OTMEeHUTb yCTaHOBJIEHHYIO (PYHKLUIO.

spanning-tree restricted-role

no spanning-tree resticted-role

! B pesxcume KoHgu2ypayuu nopma

3anpeTyThb MOPTY CTAHOBUTHCS rOOt TOPTOM.

OTMeHUTb yCTAaHOBJ/IEHHYIO (DYHKLIUIO.

4. Hactpoiika pexxuima MSTP.
4.1. Konduryparust MSTI:

Komanpa

OnucaHue

spanning-tree mst configuration

! B pesicume 2106aabHol KOHGuU2ypayuu

Boiitu B pexxuM KoHpurypupoBanus MST.

region <name>

no region

! B pesxcume koHgueypayuu MST

3aziaTh UM$ pervoHa.

y,[[aJII/ITB UM pernoHad.

revision <0-65535>

! B pescume koHgpueypayuu MST

YCTaHOBUTD YPOBE€Hb PEBU3UH [JI1 PETHOHA.

3HaueHue 110 ymosayaHuro — 0.

instance <1-63> vlan <vlan-id>

no instance <1-63> vlan [<vlan-id>]

! B pexcume KoHgpueypayuu MST

YcranoButhk coorBeTcTBUe VLAN-MSTI.

Ynamuth instance 1jesiikoMm nim VLAN.
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4.2. Hactpotika nmpuopuTeTa instance ri1o06anbHO:

Komanpa OnucaHue

spanning-tree instance <1-63> priority | priority <0-61440> — ycTaHOBWTb pYOpUTETA
<0-61440> instance c marom 4096 (ueM MeHbllle 3HaUeHUe, TeM

BbILLIE IPUOPUTET).

no spanning-tree instance <1-63> OTMeHUTh yCTaHOBKY IPUOpPUTeTA.

priority

! B pestcume 2n0banabHoll koH¢uzypayuu

4.3. HacTpoka instance Ha MopTy:

Komanja Onucanue
spanning-tree instance <1-63> path-cost <1-20000000> — 3aaTh CTOUMOCTb TTyTH;
{path-cost <1-20000000> | priority priority <0-240> — ycTaHOBUTb IPUOPUTET MOpPTa
<0-240> | restricted-role} spanning-tree B ykazaHHoM MSTT;

restricted-role — BK/HOUUTH OrpaHUYeHHe POJIM MOPTa,

(TOpT HE MOXKeT CTaTb KOPHEBBIM).

no spanning-tree instance <1-63> OTMeHUTb yCTaHOBJ/IEHHbIE eUCTBUS.

{path-cost | restricted-role }

! B pesicume KoH¢pu2ypayuu nopma

5. IIpocmoTp HacTpoek spanning-tree:

Komanpa Onucanue

show spanning-tree [brief | interface OTto6pa3utb UHPOPMAI[UIO O COCTOSTHUM TIPOTOKOJIA.
<if-name> | mst [config | detail [interface
<if-name>] | instance <1-63> [interface
<if-name>] | interface <if-name> |
statistics [interface <if-name> [instance
<1-63> 1]

! B Admin pedcume
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21.3 IIpumep konpurypanuu MSTP

Ha Bcex koMmMyTaropax B ceTH (PUCYHOK 12) BK/toueH spanning-tree B pexxume MSTP. Bce npa-

MeTpbI Spanning-tree yCTaHOBJ/IEHBI [10 YMO/TYaHHIO U PaBHBI.

[To ymomuanuto MSTP dhopmupyeT IpeBOBHAHYIO TOIIOJOTHIO, PACTYIyt0 U3 SW1, 6okupys

M30BITOUHBIE coearHeHUA. HOprI C moMeTKoi X rnepeseieHbl B COCTOAHHE blOCkng, OCTadJ/IbHbIE B CO-

crosiiuu forwarding.

Nmsa komMMmyTaropa SW1 SwW2 SW3 SW4
MAC-aapec kKommyTaropa | ...00-00-01 | ...00-00-02 | ...00-00-03 | ...00-00-04
ITpuopurer KOMMyTaTopa 32768 32768 32768 32768
IIpuopuret nopra 1 128 128 128
IIpuopurer nopra 2 128 128 128
IIpuopurer nopra 3 128 128
IIpuoputer nopra 4 128 128
IIpuopurer nopra 5 128 128
IIpuopuTer nopra 6 128 128
IIpuopurer nopra 7 128 128
CroumocTts nyTH 1 200000 200000 200000
CroumocTtb nmyTH 2 200000 200000 200000
CroumocTth nyTH 3 200000 200000
CroumocTthb nyTH 4 200000 200000
CTouMoOCTBb IIyTH 5 200000 200000
CroumocTthb myTH 6 200000 200000
CroumocTthb myTH 7 200000 200000

Hike npeacraB/ieHa KOH(i)I/IpraL[I/IH KOMMYTATOPOB 10 YMOJ/TYaHHUIO.

BX

sSw4

Puc. 12: TIpumep ceTH C KO/bLIeBOM TOTOOTHeN
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CkoH(UryprpoBaTh CeTb:
1. CkondurypupoBatb VLAN:
* Cosgare VLAN 20, 30, 40, 50 Ha kommyTaTopax SW2, SW3 u SW4;
+ IlepeBecTu noptsl 1-7 KoMMyTatopoB SW2, SW3 u SW4 B pexxum trunk.
2. Ckonguryprposate MSTP:
* Onpepenutb KoMMmyTatopel SW2, SW3 u SW4 B pernon MSTP;
e YcranoButhb cootBeTcTBHe VLAN 20 1 30 - MSTI 3;
* Ycranosuth cootBeTcTBUe VLAN 40 1 50 - MSTI 4.
3. PacripesieniuTh HarpysKy, oripefie/IuB KOpHEBbIe KOMMYTaTOphbI AJid Kaxkzgoro MSTI:
* YcraHoBuUTh npuopuTeT KoMMyTatopa SW3 pasHeiv 0 B MSTI 3;
* YcTaHOBUTH MpuopuTeT KoMMyTaTtopa SW4 paBHbiM 0 B MSTI 4.
Konduryparms SW2:

SW2(config)#vlan 20, 30,40,50
SW2(config)#spanning-tree mst configuration
SW2(config-mst)#region sw2-sw3-sw4
SW2(config-mst)#instance 3 vlan 20,30
SW2(config-mst)#instance 4 vlan 40,50
SW2(config-mst)#exit

SW2(config)#interface gel-7
SW2(config-if)#switchport mode trunk

Konduryparms SW3:

SW3(config)#vlan 20, 30,40, 50
SW3(config)#spanning-tree mst configuration
SW3(config-mst)#region sw2-sw3-sw4
SW3(config-mst)#instance 3 vlan 20,30
SW3(config-mst)#instance 4 vlan 40,50
SW3(config-mst)#exit

SW3(config)#interface gel-7
SW3(config-if)#switchport mode trunk
SW3(config-if)#exit

SwW3(config)#spanning-tree instance 3 priority 0

Konduryparus SW4:

SwW4(config)#vlan 20,30,40,50

SW4 (config)#spanning-tree mst configuration
SW4(config-mst)#region sw2-sw3-sw4
SW4(config-mst)#instance 3 vlan 20,30
SW4(config-mst)#instance 4 vlan 40,50

SW4 (config-mst)#exit
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SW4(config)#interface gel-7
SW4(config-if)#switchport mode trunk
SW4(config-if)#exit

SW4 (config)#spanning-tree instance 4 priority 0

[Tocsie mpyuMeHeHUs1 ONTMCAaHHOM KOHPUTypaLy KommyTaTop SW1 octaeTcsi KOpHeBbIM it MST

0 Bceii cetu. B pernone sw2-sw3-sw4 koMMyTatop SW2 CTaHOBUTCS perOHa/JbHbIM KODHEBBIM 1Jisi

MSTI 0, SW3 - gig MSTI 3, SW4 - g MSTI 4.

MSTP renepupyet Tononoruu gas MSTI 0, MSTI 3, u MSTI 4 (cm. puc. 13, 14, 15). [TopTe! €

roMeTKo# X mepeBeieHbl B cocTosiHue blocking, octanbHbie B cocTosinnu forwarding.

SW'1

Region

sW2-sw3-swd 5X _’ 7

2 2
SW2 e P — SW3
5 4 3X 36 7
MSTI 3
Region > S
sSW2-sW3-swé 5X 5’?}(
sSW4
Puc. 14: Tononorus MSTI 3
2 2%
SW2 s P S— SW3
MSTI 4
Region ! S
sSW2-swW3-swd 5 ?’ 7
sSWw4

Puc. 15: Toronorus MSTTI 4
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21.4 Pemenue npo6;ieMm npu koHpurypauyuu RSTP/MSTP

Ons BkmoueHuss RSTP/MSTP Ha nopty, RSTP/MSTP fo/mkeH ObITh BK/HOUEH I7106abHO.
ITapametpsl RSTP/MSTP B3auM0oCBsI3aHbI 1 C/IeJyeT COO/TIOAATE CIIeAYIOL[He COOTBETCTBUS, MHa-

ye RSTP/MSTP mMoreT paboTaTb HEKOPPEKTHO:

2 x (Bridge_Forward_Delay - 1 sec) >= Bridge_Max_Age
Bridge_Max_Age >= 2 x (Bridge_Hello_Time + 1 sec)

Hy>xHO Bcerga NOMHUTE, YTO M3MeHeHue napaMeTpoB RSTP/MSTP mMoxeT BbI3BaTh W3MeHEeHUe

TOITOJIOTHUH.
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22. ERPS

ERPS (Ethernet Ring Protection Switching) — mpoTokos, 103BoJIsOLHI 0CYIeCTB/ISATh pe3ep-
BHpOBaHMe KaHasa Ha BTOPOM ypoBHe Mozien OSI nyTeM ¢u3nyeckoro co3zaHus nereib U UX JIornye-
CKol 6/TOKMPOBKH. B Kaxk/j0M Kosbile BeiOMpaeTcst R-APS VL AN, B KOTOpoM OyzieT XOAUTb CTy>KeOHbBIN
tpaduk ERPS. Tpadukosie VL AN, KOTOpbIe HYKHO 3allUILaTh OT METe/Ib U Pa3pbiBOB, 00beAUHSIOTCS
B MST-instance u Ha3biBatoTcs 3amuiieHHbIMU VLAN (protected VLAN). Takske /7151 KaK[0ro TIOpPTa B
KoJ/blle BbiOMpaeTcsi 1 u3 3 Bo3MoKHbIX posieil: RPL owner, RPL neighbour nnmu common. RPL owner
Jlo/bKeH ObITh 1 Ha KO/bLO ¥ UIMEHHO OH TPY HOPMaJIbHBIX YC/IOBUSIX [JOJDKEH BBITIONHATE OJI0KMPOB-
Ky MeT/u ¥ pa3b/I0KUPOBKY KaHasa B caydae pa3pbiBa. RPL neighbour momkeH HaxoguThCsi C ApyToM
cTopoHbl MHKA 0T RPL owner u B Tekyieit pegakumu craggapra G.8032/Y.1344 Takke MOXKeT y4dacT-
BOBaTh B O/10KMPOBKe/pa3b/10KupoBKe KaHasia. Common MopT, KaK CieJyeT U3 Ha3BaHUsl, 00BIYHBIM TOPT,

BXO/ISIIIIMI B COCTAB KOJIbI]A U Uepe3 KOTOPhIM XOAUT cy»KeOHbIN Tpaduk B R-APS VLAN.

22.1 Kondurypamusa ERPS

1. Co3zarh instance, KOTOpbIi OyzeT COOTBeTCTBOBATH 3amuiaeMomy VLAN (cM. m.4.1 pa3zgena
Koudurypauus STP, RSTP u MSTP).

2. Cosnate ERPS-ko0mb110:

Komanpa OnucaHue
erps-ring <ring-name> Co3pare ERPS-K0/b1I0 1 BOWTH B PeXXKUM €ro
KOH(UTypaluu.
no erps-ring <ring-name> Ynanuts ERPS-KonbLi0 1 ieKoH(UTypHUpOBaTh BCe ero
HaCTPOMKHU.
! B pedxicume 2106a1bHOI KOHpuU2ypayuu

3. Co3pate ERPS instance:

Komanpa Onucanue
erps-instance <instance-id> Co3narb ERPS-Instance v BOWTH B Pe)KUM €ro
KOH(Uryparum.
no erps-instance <instance-id> Ypamute ERPS-Instance.
! B pescume koHguzypayuu ERPS-Ring
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4. Konduryparus ERPS-instance:

Komanpa

Onucanue

control-vlan <2-4094>

no control-vlan

! B pesicume koHgpueypayuu ERPS-Instance

3apare ynpasssitowiuid VLAN R-APS-kaHana asis
nepesauu R-APS naketos.

B sk3emrisipe ERPS-kosbLia 3Ttor VLAN ucrionb3yercs
JUTsI TIepejauu CTy>ke0Horo Tpadka rmpoTokosa ERPS,
HO He [|/151 TIlepeChblIKU [10/1b30BaTe/IbCKUX MTaKeTOB. JTO

yJ/lyydlllaeT 3alyIleHHOCTb TTpoTokosia ERPS.

Ynanuth KoHTposMpyomuii VLAN.

rpl {port0 | portl} {neighbour | owner}

no rpl {port0 | portl}

! B pesycume koHgueypayuu ERPS-Instance

3azatb nopt s3k3emruisipa ERPS-kosbiia, kKak RPL owner

v Kak RPL neighbor.

Ynanmute nopt 3k3emMiuispa ERPS-kosbLia.

protected-instance <instance-id>

no protected-instance <instance-id>

! B pesicume koHgpuzypayuu ERPS-Instance

3apars 3auuijaeMble MST instances ERPS-kosibLia.

Ynanute 3amumiiaemeie MST instances ERPS-komblia.

ring-id <1-255>

no ring-id

! B peacume koHpueypayuu ERPS-Instance

YcTaHOBUTE UIeHTU(HUKATOP KOJIbLIA.

BepHyTb 3HaueHue no ymonmuasuo (1).

raps-mel <0-7>

no raps-mel

! B peacume koHpueypayuu ERPS-Instance

3agare ypoBeHb R-APS kaHana. Eciv Ha nopt
MPUXOAUT coobiiieHue, y kKotoporo R-APS MEL
MeHbIIle, yeM 3a7aH0 B ERPS-uHcTaHce, To coobirieHue

Jla/ibIlle OTTIPAB/STLCS He OyzerT.

BepHyTb 3HaueHue no ymonuanuo (7) .
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Komanpa

OnucaHue

holdoff-timer <0-10>

no holdoff-timer

! B peacume koHpueypayuu ERPS-Instance

YcranoButh Taiimep Holdoff.

Holdoff timer — Taiimep, /10 rcTeueHs KOTOPOTO
OyzeT UrHOpUpOBaThCs HepaboTOCIIOCOOHOCTD JIMHKA,
flaBasi BOSMO)KHOCTb JIMHKY BOCCTaHOBUTBLCS Oe3

cpabateiBanust ERPS.

YcraHnoBuTh 3HaueHure TaliMepa Holdoff mo ymonuanuio

(6e3 3a7epKKH).

wtr-timer <1-12>

no wtr-timer

! B pedsicume koHpueypayuu ERPS-Instance

YcranoBute WTR-Taiimep (wait-to-restore).

WTR — Talimep, [j0 UCTeueHUs1 KOTOPOro Npy
BOCCTaHOBJIEHUH JIMHKA He TIPOU30I/leT MepeK/IoueHre
K UCXOJJHOM cxeMe OI0KMPOBKY TIOPTOB B CTyuae

paboThI B revertive mode.

YcraHoBuTh 3HaueHue TaiiMepa WTR no ymonyanuio (5

MUHYT).

guard-timer <1-200>

no guard-timer

! B pescume koHgpuzypayuu ERPS-Instance

YcranoButhk Guard-timer.
Guard-timer — Taiimep, /10 UCTeueHHUsI KOTOPOTO He
OyzyT 00pabaThiBaThCsi CUTHA/IBHBIE COODIIEHMS.

Harnpumep, ycranosneHHoe 3HaueHue 100 = 1 cekyHze.

YcraHoBUTH 3HaUeHUe TaiMepa Guard-timer mo

ymosyanuto (500ms).

non-revertive

no non-revertive

! B pedsicume koHpueypayuu ERPS-Instance

YCTaHOBUTH peXXUM non-revertive, Mpyu KOTOPOM TOC/Ie
yCTpaHeHus1 pa3pbiBa OJIOKUPOBAHHBIM OCTAETCS TOT
JIMHK, Ha KOTOPOM ObU1 pa3pbiB. COCTOsSTHYE KOJTbIIA B

sToM ciydae Oyger PENDING.

YcTaHOBUTH 3HaUeHMe 10 yMOJ/IYaHHUI0 — revertive.

B revertive pe)xvMe nocsie ycTpaHeHUs1 pa3pbiBa
(coctrosinue PENDING) ko/1b1]0 epexoiUT B UCXOAHOe
cocrosinue IDLE. Pa36r1okupyroTcs Bce MOPThI, KpOMe

RPL owner u neighbour.
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Komanpa

OnucaHue

manual-switch{port0 | port1}

! B pexcume koHpueypayuu ERPS-Instance

3a6/10KMPOBaTh MOPT U IePeBeCTH instance B COCTOSTHUE

Manual Switch.

clear command

! B peacume koHpueypayuu ERPS-Instance

OtnpaBuTh KoMaHay Clear (BbIXof, U3 COCTOSIHUS

Manual Switch, nepeBoz konbija B coctositue IDLE).

5. Hactpouts ERPS-k0/1b1I0 KaK MOMYKOBLO:

Komanpa

Onucanue

open-ring

no open-ring

! B pexcume KoHgpueypayuu ERPS-Ring

Ncnons3oBars kobLio ERPS-Ring B kauecTBe

MMOJIyKOJIbLla.

OTMeHUTb HaCTPOWKY IOJyKOJIbLIA.

6. Kondurypaijys nopToB-yuaCTHHUKOB:

Komanpa

OnucaHue

erps-ring <ring-name> {port0

[portl-none] | portl}

no erps-ring <ring-name> {port0 |

portl}

! B pedxicume koHpuzypayuu nopma

Hactpouts posu Ha noprax.
port0, portl — Ha3HauWThL POJIb NIOPTA KOJIbL{A.
port0 portl-none — Ha3HAYUThL POJIb [TOPTa

IMOJTyKOJIbLIA.

OTMeHUTH pPOJIb NOpTa.

7. IToka3atb uHpopMaLuio o KoHpurypauyu ERPS:

Komanpa

OnucaHue

show erps status

show erps instance [ring <name>]

! B Admin pedcume

OTtobOpa3uth cocTosiHUe U KoHpuryparmio ERPS.

OT1o6pa3uTh KOHGUTYPAI|I0 BCEX UHCTAHCOB UM B

KoHKpeTHOM ERPS-Konb1e.
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22.2 Ilpumep konpurypanuu ERPS

[lns Hauasna npezyiaraeTcst pacCMOTPeTb HaCTPOMKY MPOCTOro ciiyvast - 1 kosblja u3 3 KoMmyTa-
topoB (WEST, EAST u NORTH).

[Mopsimok HacTpoiiku kommyTtatopa WEST: Co3aare VLAN, KOTOPBIM HEOOXOUMO 3all[UIIaTh U
VLAN, B KoTopoM OyzeT XoauTh cay>kebHbii Tpaduk ERPS. B HacTpoiikax koHburypupoBanus MST
co3aath 3K3eMruisip MST, KoTopeiii OyzeT 3aruinark ¢ rnomoirbio ERPS. 3atem co3nate ERPS-kosbIj0
“test-ring1” u ERPS-3k3emrisp 1 (yKa3aTh 3k3eMiiisip MST KoTopblii He0OX0UMO 3allMilaTh). YKa3aThb
VLAN B koTopoM OyzieT xoauth ciyxebOHbId Tpaguk ERPS. 3azath asist portQ BeirosHeHre QyHKIMN
”RPL owner”. [TepeBecTu 1opThl B pe>kuM Trunk v Ha3HauuTh UHTepdeticy ge23 posb port0 (B JaHHOM
cnydae ponb Oyzetr RPL owner), a uHTepdeiicy ge24 ponb portl (B JaHHOM ciaydae posb Oymer RPL

common (TI0 YMOJTYaHUI0)).

TEST_RING1 port0 Meighbour, ge23 TEST_RING1 portl Common, ge 24

TEST_RING1 portD Owner, ge 23 TEST_RING1 port0 Common, ged

TEST_RING1 portl Common, ga24 e

T TEST_RING1 port 1 Common, ge 10 [
Puc. 16: Tononorust ERPS

WEST

Kondurypariusi Kommytatopa WEST OyzeT BeITISIIETh CIeAyOMKM 06pa3oM:

WEST#configure terminal

WEST(config)#vlan 2-3

WEST (config)#spanning-tree mst configuration
WEST (config-mstp-region)#instance 1 vlan 1-3
WEST (config-mstp-region)#exit

WEST (config)#erps-ring test-ringl
WEST(config-erps-ring)#erps-instance 1
WEST(config-erps-ring-inst-1)#protected-instance 1
WEST (config-erps-ring-inst-1)#control-vlan 2
WEST(config-erps-ring-inst-1)#rpl port® owner
WEST(config-erps-ring-inst-1)#exit

WEST (config-erps-ring)#exit
WEST(config)#interface ge23

WEST (config-if)#switchport mode trunk
WEST(config-if)#erps-ring test-ringl port@
WEST(config-if)#interface ge24
WEST(config-if)#erps-ring test-ringl portil
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Hacrpotrika kommytatopa NORTH.
Hacrpoiika kommyTtaTtopa NORTH npou3sBoguTcsi ananoruuHo WEST, kpome posu riopta port0.
[TockonBKy € pyroi cTopoHbl MHKa Oyzer RPL owner, To port0 gomkeH 0bITh neighbour.

Konduryparmst kommyraropa NORTH GyzeT BbIVIsiieTh CeAYIOLM 00pa3om:

NORTH#configure terminal

NORTH(config)#vlan 2-3

NORTH(config)#spanning-tree mst configuration
NORTH(config-mstp-region)#instance 1 vlan 1-3
NORTH(config-mstp-region)#exit
NORTH(config)#erps-ring test-ringl
NORTH(config-erps-ring)#erps-instance 1
NORTH(config-erps-ring-inst-1)#protected-instance 1
NORTH(config-erps-ring-inst-1)#control-vlan 2
NORTH(config-erps-ring-inst-1)#rpl port® neighbour
NORTH(config-erps-ring-inst-1)#exit
NORTH(config-erps-ring)#exit
NORTH(config)#interface ge23
NORTH(config-if)#switchport mode trunk
NORTH(config-if)#erps-ring test-ringl porto
NORTH(config-if)#interface ge24
NORTH(config-if)#erps-ring test-ringl portil
NORTH(config-if)#end

B cxeme Mbl BuguM, uto port0 kommyraropa WEST cmorput Ha port0 NORTH. 3t0 BrionHe
HOPMaJ/bHO, MOCKOJIbKY MbI CaMU oripefesisieM 3HaueHus portO u portl. Port0 MoXxeT cMOTpeTh Kak Ha
port0, Tak 1 Ha portl. C portl aHanoruuHo. [71aBHOe, YTOOBI COO/TIOAATOCH PABU/IO: OWNEr CMOTPHUT Ha
neighbour, a common Ha common.

Hacrporika kommyTtatopa EAST.

Hacrpoiika kommyTaropa EAST ocywecteasietrcss aHanornuio WEST u NORTH, 3a uckmtoue-
HUeM Toro, uto Ha EAST posu moproe port0 u portl He yka3biBatoTcs, OyayT m ond RPL owner umm
neighbour, T.e. oHU cTaHOBATCA 1O yMoTyaHuo RPL common.

Konduryparust kommytaropa EAST OyzeT BHITIsSIeTh C/iefyomM 00pa3om:

EAST#configure terminal

EAST(config)#vlan 2-3

EAST(config)#spanning-tree mst configuration
EAST(config-mstp-region)#instance 1 vlan 1-3

EAST (config-mstp-region)#exit

EAST (config)#erps-ring test-ringl
EAST(config-erps-ring)#erps-instance 1
EAST(config-erps-ring-inst-1)#protected-instance 1
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EAST(config-erps-ring-inst-1)#control-vlan 2
EAST(config-erps-ring-inst-1)#exit
EAST(config-erps-ring)#exit
EAST(config)#interface ge9-10
EAST(config-if)#switchport mode trunk
EAST(config-if)#end

Hacrpoiika 1 Ko/1bLia ¢ mo/IyK0/IbI[0M

Ha cnepyromem stamne rnpejjaraeTcsi HEMHOIO YCIOXKHUTb CXeMY, OCTaBUB y>Ke HaCTPOEHHOe
KOJbLIO U NoAKMounTh K KommyTtatopaM WEST u EAST ewje u SOUTH. Takum o6pa3om, K CyIiecTBy-
I0LeMy KoJblly(major-ring) moAkaouaem nosykosnbLo(sub-ring). [TomykonbLio mosyyaeTcst M3-3a TOro,
uyto JMHK Mexxny WEST u EAST yxe nipunagnexurt konblly WEST-EAST-NORTH u HeBO3MOXHO Ha
9TUX >Ke roprax KommyTtaropoB WEST 1 EAST nponucars, YTO OHU OTHOCATCS Takxke K KoybLly WEST-
EAST-SOUTH.

TEST RING1 portd Meighbour, ge23 TEST_RING1 portl Common, ge24

MAJOR-RING

TEST RING1 portd Owner, ge23
WEST i EST RING1 portl Commaon, ge24
TEST RING1 portl Commaon, gel0

TEST_RIMNG2 portd Owner, ge2l TEST_RING2Z portd Common, ge8

SUB-RING

TEST RING2 port0 Neighbour, ge23 g "EST-RING2 portl Common, ge24

SOUTH

Puc. 17: Tononorust ERPS sub-ring

Hacrporika kommytatopa WEST.

Co3gatb BTOopoe ERPS-Ko/bl0 “test-ring2”, yka3aTh, UTo OyleT MOyKO/bI0 U co31ath ERPS-
sk3eMrisp 1. Co3zmatk otaenbHbIt VLAN, B KOTOpOM OyZieT XOJUTh CUTHA/IbHBIN Tpa(UK BTOPOTO KO/b-
ua. 3agath opt ge21 kak port0, a portl He CylleCTBYeT, TaK KaK 3TO MOJYKOJIbLIO.

Konduryparmst kommytaropa WEST OyzeT BBIIVISiIeTh CIeAYIOLM 00pa3oM:

WEST#configure terminal

WEST(config)#vlan 2-4

WEST (config)#spanning-tree mst configuration
WEST(config-mstp-region)#instance 1 vlan 1-4
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WEST (config-mstp-region)#exit

WEST (config)#erps-ring test-ring2
WEST(config-erps-ring)#open-ring
WEST(config-erps-ring)#erps-instance 1
WEST(config-erps-ring-inst-1)#protected-instance 1
WEST (config-erps-ring-inst-1)#control-vlan 4
WEST(config-erps-ring-inst-1)#rpl port® owner
WEST(config-erps-ring-inst-1)#exit

WEST (config-erps-ring)#exit

WEST(config)#interface ge21

WEST (config-if)#switchport mode trunk
WEST(config-if)#erps-ring test-ring2 port® portl-none
WEST(config-if)#end

Hactporika kommyTtatopa EAST.
Hacrporika kxommyTtaropa EAST ocywjectenserca ananornyno WEST, 3a uckiaroueHuem Toro,
yto rpl port0 He yka3biBaeTcs, T.e. port0 Oyger RPL common, a port1 cyijecTBoBaTh He OyfeT.

Konduryparus kommytatopa EAST GyzieT BbIT/IAeTh CeAyIOmM 00pa3oMm:

EAST#configure terminal

EAST(config)#vlan 2-4

EAST(config)#spanning-tree mst configuration
EAST(config-mstp-region)#instance 1 vlan 1-4
EAST(config-mstp-region)#exit
EAST(config)#erps-ring test-ring2
EAST(config-erps-ring)#open-ring
EAST(config-erps-ring)#erps-instance 1
EAST(config-erps-ring-inst-1)#protected-instance 1
EAST(config-erps-ring-inst-1)#control-vlan 4
EAST(config-erps-ring-inst-1)#exit
EAST(config-erps-ring)#exit

EAST(config)#interface ge8
EAST(config-if)#switchport mode trunk
EAST(config-if)#erps-ring test-ring2 port@® portil-none
EAST (config-if)#end

Hacrpoiika kommyTtatopa SOUTH.

Hacrpoiika kommyTtatopa SOUTH ananornuHa Hactporike kommyTtatopa NORTH 3a uckmtoue-
HUEM TOro, uTo OyzeT co3maHo Konblo ERPS-ring2 ¢ mapamerpoM open-ring, B KoTopoM OyzeT control
vlan 4.

Konduryparmst kommyraropa SOUTH OyzeT BuIrIsSigeTsh CieyommumM o0pa3om:
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SOUTH#configure terminal

SOUTH(config)#vlan 2-4

SOUTH(config)#spanning-tree mst configuration
SOUTH(config-mstp-region)#instance 1 vlan 1-4
SOUTH(config-mstp-region)#exit
SOUTH(config)#erps-ring test-ring2
SOUTH(config)#open-ring
SOUTH(config-erps-ring)#erps-instance 1
SOUTH(config-erps-ring-inst-1)#protected-instance 1
SOUTH(config-erps-ring-inst-1)#control-vlan 4
SOUTH(config-erps-ring-inst-1)#rpl port® neighbour
SOUTH(config-erps-ring-inst-1)#exit
SOUTH(config-erps-ring)#exit
SOUTH(config)#interface ge23
SOUTH(config-if)#switchport mode trunk
SOUTH(config-if)#erps-ring test-ring2 port0
SOUTH(config-if)#interface ge24
SOUTH(config-if)#erps-ring test-ring2 portil
SOUTH(config-if)#end

22.3 Pemenue npo6;iem npu koHpurypanuu ERPS

Ecmu ckoHdurypupoBanHoe ERPS-kombilo He obecrieurBaeT 3alliUTy OT TeTeJib, TO MPOBephTe
C/eiyroiye IpuyYrHbI:
* IIpoBepsre, uto B ERPS-KO/BIE HACTPOEH OAWH Owner MOPT U MOJK/IFOUeHHbIN K HeMy neighbour
TIOPT.

+ IIpoBepsre, uto control-vlan paspelen Ha noprax ¢ BkItoueHHbIM ERPS.
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23. KauectBo cepBuca (QoS)

QoS (Quality of Service) — Habop BO3MOKHOCTeMH, MO3BOJISIOIIUX JIOTUUECKH Pa3eNsATh Mpo-
XOJALMU N0 CeTH Tpa(uK Ha OCHOBAHWY KPDUTEPHUEB U yNPpaB/sATh KAUeCTBOM Ka)KZ0ro TUIa TpaguKa,
obecrieunBasi IyullIMii cepBUC /1151 BbIOpaHHOTO Tpadrka. QoS obecneurBaeT rapaHTHIO MpeJcKa3yeMo-
r0 CepBHCa Iepefiauu JaHHBIX [/l BBIMIOHEHUs TpeOoBaHuil rporpaMm. QoS He reHepupyeT JOTOJ-
HUTENBbHYIO T10JI0CY, HO o0ecrieurBaeT Oosee 3¢hheKTHBHOE yTpaB/ieHHWe CyIIeCTBYIOIIeH TPOITyCKHON

CIIOCOOHOCTBLIO B COOTBETCTBUU C Tpe6OBaHI/IHMI/I HpH]IO)KQHHﬁ Y TIOJINTHUKOM yIipaB/iIeHHUS CETBIO.

23.1 Tepmunsl QoS

QoS: Quality of Service, kauecTBO cepBrca, obecrieurBaeT rapaHTHIO TIpe/[CKa3yeMoro cepBuca
riepe/jauy IaHHBIX /IJIs1 BBIMOTHEHHUsT TPeOOBaHUI TTPOrpaMM.

JomeH QoS: ceteBasi Toronorusi, cOpMUpPOBaHHAsI YCTPOMCTBAMHU, TOAJep>KUBatoIuMU QoS
Juist 0becrieueHrst KaueCTBa CepBUCA.

CoS: Class of Service (pucyHok 18), uHdopmaiiusi o kiaccuduKalum, rnepeiaBaeMasi Ha 2 ypoBHe
Mozeru OSI B rog3aronoBke 802.1Q 3arosioBka Ethernet-kazpa. CoS 3aHuMaet 3 61Ta, MO3TOMY MOKET

MpUHUMATh 3HaueHusi ot 0 70 7.

Kaop 2 ypoBHs ¢ nonem 802.1Q/P

MNpeambyna Afpec Afpec Tar 802.1Q Ethertype HaHHble CRC/FCS

HasHa4yeHWs | WCTOYHMKa
Lii Buta zaHumaet none CoS

Puc. 18: ITone CoS

ToS: Type of Service (pucyHok 19), ogHOOalTOBOE TI0/Ie B COCTaBe 3aro/ioBKa naketa IPv4, uc-
T10JTb3yeTCs Jist 0003HaueHust THa cepBrca IP-raketoB. Moxet copepkatb DSCP u IP-precedence.
MNaket IPv4

[NpoTtokon
Bepcua " Anpec Anpec
W ANMHA 3arornoBKka ToS (1 6aitr)|AnunHa| ID |@naru|Cmewenmne|TTL| BepxHero oTnpaBuTens nonyyarens

YPOBHSA
LIP presedence unu DSCP

Puc. 19: ITone DSCP

FCS|[aHHble

IP precedence: nndopmarys o Kiaccudukaiiyu, nepeaBaeMast B IPv4 3aronoBke 3 ypoBHsi (11o/1e
ToS). 3annmaet 3 6uTa, TO3TOMY MOXKET ITPUHUMATh 3HaueHus oT 0 10 7.

DSCP: Differentiated Services Code Point, nHdopmarus o knaccudurkaluy, rnepeiaBaemMasi B
[Pv4 3aronoeke 3 ypoBHs (1iosie ToS). 3aHrMaeT 6 6UT, MO3TOMY MOXKeT NMPUHUMATh 3HaueHus oT 0 70
63. ITose mepecekaetcs c IP Precedence, Ho COBMeCTUMO C HUM.

Classification (knaccudukanus): KnaccudyKalys OTAeNbHBIX TTAaKeTOB B Tpaduke B COOTBET-
cTBUM C HbopMalei o KnaccrudurKalyy, repeiaBaeMoii B 3aro/ioBKe MakeTa Wik Ha OCHOBAaHUU CITUC-

KOB KOHTposis foctyna (ACL).
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Policing (ynpaBneHve 1osiocoy NMporycKaHus): fercTBue MexaHusma QoS Ha BXofie, KOTOpoe
yCTaHaB/IMBAET MOJIMTUKY [i/1s1 T0/I0CHI TparKa U yrpas/isieT K1acCu(ULMPOBaHHBIMU NaKeTaMH.

Remark (nepemapkupoBka): JelicTBre MexaHu3Ma QoS Ha BXofie, BBITIO/IHSAOIIee TiepeMapKu-
POBKY I1aKeTa B COOTBETCTBUM C HACTPOEHHOM MOIUTUKOM.

Scheduling (yripaBneHue ouepesnsimm): gelicTBUe MexaHu3ma QOS Ha BBIXOZie, KOTOPOe TIPUHU-
MaeT pellleHHe O Tiepesiaue Wiu cOpoce MakeToB, B 3aBUCMMOCTU OT HACTPOWKHU o4Yepe iy B KOTOPYIO T0-

MellleH TakKer.
23.2 Peanmsanusa QoS

Crerudukariuy nepefauu [P-makeToB 0XBaThIBAIOT aZjpecaliyio U CepPBUCHI HCTOYHMKA U TI0TyYa-
Tesst TpadyKa, a TaK)Ke OTMKCHIBAIOT MeXaHK3M TTPABU/ILHOM Tepe/jauy TTaKeToB C UCI0/Ib30BaHKEeM TpPo-
TOKOJI0B ypoBHS 4 Mogenu OSI (Hanipumep TCP). B 6osbiimHCTBe ctyuaeB [P ucrionb3yeT MakCUMaTbHO
BO3MO)KHYHO TIPOMYCKHYH CMIOCOOHOCTb BMECTO MeXaHW3Ma 3all[UThI M10JI0CHI TIPOMYCKaHUsL. DTO TPU-
eMJIEMO /ISl TAKKX CePBUCOB, KaK 371eKTPOHHas rouTa i FTP, Ho /i1 TOCTOSTHHO pacTymyx 06beMOB
MY/BTUMEIMMHBIX CEPBUCOB 3TOT METO/] HE MOXKET Y/[0BJIETBOPUThL TPeOOBaHUS HEOOXO[UMOH MPOITYCK-
HOM crtoCcoOHOCTH ¥ HU3KUX 3aZiepykek. Mcronb3ys pa3nuuHbie MeTofibl, Q0S orpe/iesisieT IPUOPUTET IS
Ka)K/]OTO BXO/sliero rnakera. IHpopMalys o Kiaccuukaliuy Colep>XUTCs B 3aroyioBke IP-makera 3-ro
YPOBHsI Wi B 3arosioBke Kazpa 802.1Q ypoHs 2. QoS obecrieurBaeT OAMHAKOBBIM CEPBUC [I/Is TIaKe-
TOB C OAUHAKOBBIM IIPUOPUTETOM, B TO JKe BpeMs [/Isl [IaKeTOB C pa3HbIM IMPUOPUTETOM CEPBUC MOKET
obecrieurBaThCs pa3Hbii. KOMMyTaTop WM MaplipyTU3aTop C MoAgep>Kkoi QoS MoxeT obecrieunBarh
pa3/IM4HY0 TIPOMYCKHYIO CIIOCOOHOCTH B COOTBETCTBUM C MH(OpMalrel 0 KiaccupuKalvy, oMeuarb
TpavK B COOTBETCTBHU C HACTPOEHHOM TOJIMTUKOM, a TaKXXe COpachIBaTh HEKOTOPbIE MAKeThl C HU3KUM
MIPUOPUTETOM B C/Tyyae HEXBAaTKU TOIOCHI TIponycKaHus. QoS MoKeT ObITh CKOH(MUTYPHUPOBaH TMOKO:

CTerieHb CJIOKHOCTH 3aBHCHUT OT TOIIOJIOTHH CeTH U FJIY6I/IHLI dHaJ/IM3a Tpaq)I/IKa.

23.3 ba3zosasa mogenb QoS

Ingress Egress
il . i L
T »~ - -~
Classification » Policing » Remark » Scheduling
Knaccuigpmukauyma. ¥YnpagneHue NoNocon MepemaprkupoEKa. ¥npagneHwa ouepegaMMA
HasHaueHwe nponyckaHwa. OTOpoCcHTE MameHUTE (NnaHupoeaHue). NoMmecTTE
NaxkeTam MW NPONYCTHMTE NakeTel 2 OpPHUIMHANBHOE JHAYEHWE NakeTwl B OYepeEny B
BHyTpeHHero COOTEETCTEMA C NOMWTHEDA DSCP wnu CoS. COOTEETCTEMM C BHYTPEHHUM
npuopnTeTe (Int- OrpaHUYEHIA NoNock npuopKTeTom (int-Prio),
Prio) v npuopuTeTa Tpadmka. NpeocTaEuThL CEPRIC B
cbpoca (Drop Prec) COOTEETCTEWMM C BECOM
B COOTEBETCTEMM C oMEPEON M MPWODUTETOM
wHipopMayMed o chpoca.
NPUOPKUTETE NaKeTa.

Puc. 20: ba3zosag mogens QoS
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bazoBast mogens QoS (pucyHok 20) cocrout u3 4 uacteii: Classification u Policing — neiicTBus
Ha Bxo/le, Remark u Scheduling — felicTBue Ha BbIxofe.

Classification (knaccudukanms). KnaccuduuypyeT Tpaduk B COOTBETCTBUH C K/lacCU(pUKaIU-
OHHOU WH(OpPMaIeli TTAKeTOB U OTpeie/isieT HOMep UCXO/sIIel ouepeair B KOTOPYIO OyzeT romerieH
nakeT. B 3aBUCMMOCTH OT TMIIOB MAaKeTOB U HACTPOEK KOMMYyTaropa Kiaccudukaiius obecrneunBaeTcs
pa3muHbiM 06pa3oM. CxeMa HIKe TTOKa3bIBaeT Tpoljecc Knaccudukammu (pUucyHokK 21).

Policing (yrpaBneHue rosyiocoi mpomnyckanusi). Mo>KeT BbITIOHSATHCS Ha TTOTOKE IAHHBIX C Le/TbH0
BbIZIeJIeHUsI TT0/I0CHI K/1acCUULIMPOBaHHOMY TpadMKy B COOTBETCTBUU C HACTPOEHHOU TMOTUTUKOM.

Remark (nepemapkupoBka). [To3BosisieT 3ameHUTh opurrHaibHoe 3HaueHre DSCP u CoS kajpa.

Scheduling (paboTta c ouepesiMu U IJlaHUPOBaHKe). KoMMyTaTOp NMPpUHUMAET peliieHre O repe-

Jaue WM cOpoce rakeTa Ha OCHOBe HACTPOEeK ovepe/ielt U 3aroTHeHHOCTH Oydepa.

Oa

Oa
< Trust CoS?
Het
L 4
HaaHaueHWe nCxoaawen Ye1aHoska CoS Het
ouepeawn Ha OCHOBIHWN Kagpa e 3HaueHne Kaap c 802.1Q7
DSCP-queue No YMOMUaHWD

HazHaueHwe ncxogAwed
ouepean Ha OCHOBaHWK
CoS-queus

Hauano Policing wn
Remarking

Puc. 21: Tlpouecc knaccuduKaryy rakeToB
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23.4 Kondurypamusa QoS

1. Hacrpotika rino6aibHbIX TTapaMeTPOB:

Komanpa

OnucaHue

mls qos queue weight <w0> <w1>

<w2> <w3> <w4> <wb> <wb> <w7>

no mls qos queue weight

! B pedicume 2106a1bHOI KOHpuU2ypayuu

W3MeHUTH Beca ouepe/ieid 1o yMOTUaHHUIO.
<wl> ... <w7> —Bec <0-127>.

Bec 0 nepek/itouaeT ouepeib B pe)XuM Strict-priority.

BepHyTh 3HaueHUs Beca ouepezieid o yMoauaHuio — 1
2345678.

2. Hacrpotika KapThl mpeobpa3oBaHuii

CoS:

Komanpa

Onucanue

mls qos map cos-queue <q0> <q1>
<q2> <q3> <q4> <q5> <q6> <q7>

no mls qos map cos-queue

! B pesicume 2n06aabHoll KOHGuU2ypayuu

3azaTh COOTBETCTBUE HOMepa ouepeau v 3Hauenus CoS.
<q0> — Homep ouepeau <0-7> s CoS 0;
<q1> — Homep ouepegu <0-7> pya CoS 1;

<q7> — Homep ouepeau <0-7> anst CoS 7.

BepHyTb 3HaueHus 1o ymonyanuro — 0123456 7.

3. HacTpoiika KapThl peobpa3oBaHui

DSCP:

Komanpa

Onucanue

mls qos map dscp-queue <DSCP1>
[<DSCP2> [... [<DSCP8>]]] to <queue>

no mls qos map dscp-queue

! B pesicume 2106aabHOl KOHGU2ypayuu

3a/1aTh COOTBETCTBUE HOMEDPA Ouepeiv U 3HaueHust
DSCP.
<DSCP> — 3nauenue DSCP <0-63>;

<queue> — HoMep ouepenu <0-7>.

BepHyTb 3HaueHUs 110 yMOJ/TYaHUIO:

<DSCP0-7> — 0, <DSCP8-15> — 1, <DSCP16-23> — 2,
<DSCP24-31> — 3, <DSCP32-39> — 4, <DSCP40-47> —
5, <DSCP48-55> — 6, <DSCP56-63> — 7.
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4. Hactporika QoS Ha noprax:

Komanpa

Onucanue

mls qos queue weight <w0> <w1>

<w2> <w3> <w4> <wh> <wb> <w7>

no mls qos queue weight

! B pedsicume koHpuzypayuu nopma

YcTaHOBUTE Bec ouepesield Ha (PU3NYECKOM IOPTY.
<wl> ... <w7> — Bec <0-127>.

Bec 0 nepexsitouaeT ouepeb B pe)XuM Strict-priority.

BepHyTh 3HaueHUs Beca ouepeieid 1o yMoauaHuio — 1
2345678.

mls qos trust cos

no mls qos trust cos

! B pesxcume koHgu2ypayuu nopma

3aziaTh JOBepre MeTKe COS JJIsi BXOAsIero Tpaduka Ha

uHTepdetice.

OTMeHUTH ZiOBepHe MeTKe COS [I/Isi BXOZsiero Tpaduyka

Ha uHTepdelice.

mls qos trust dscp

no mls qos trust dscp

! B pedxicume KoHuypayuu nopma

3azath oBepre MeTKe COS [IJisi BXOAsIIero Tpadyka Ha

uHTepdeiice.

OTMeHUTH ZiOBepHe MeTKe COS [i/isi BXOAsiero Tpaduyka

Ha uHTepdelice.

mls qos default-cos <0-7>

no mls qos default-cos

! B pedxcume KoHpueypayuu nopma

3aparb 3HaueHue COS 1151 BXOASILEro B MHTepdeiic

Tpaduka 6e3 MeTKH.

Ynanuth 3HaueHre COS 151 BXosIIero B uHTepdetic

TpaduKa 6e3 MeTKH.

5. [Ipocmotp kaptel CoS:

Komanpa

Onucanue

show mls qos maps cos-queue

! B Admin pedicume

Oto6pa3uts Kapty CoS - Ouepe/ib.
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6. IIpocmortp kaptel DSCP:

Komanpa OnucaHue

show mls qos maps dscp-queue OTto6pa3utb kKapry DSCP — Ouepe/pb.

! B Admin pedicume

7. Ilpocmotp HacTpoek QoS Ha uHTepdeiice:

Komanpa Onucanue

show mls qos interface <if-name> Oto6pa3uth HacTporiku QoS u uHhopMalrio 0 Bece

ouepejieil Ha (hr3MUeCcKoM UHTepdetice.

! B Admin pescume

23.4.1 TIIpumep KoHpuryparumu QoS

IIpumep 1:

Heo0xoarmMo npropuTe3npoBaTh MyJIBTUKACT Tpaduk, nmeroruii CoS 2 1 MOBBICUTE TPUOPUTET
nnst Tpaduka ¢ CoS 3 (VOIP). 3a noptom gel Haxoautcs kaveHT ¢ IPTV, 3a mopToM ge2 — KJIMEeHT C
VOIP, nopt XE1 — uplink.

Kondurypaiusi kommyTaTopa OyzieT BBIT/ISIETh CIeAYIOMMM 00pa3oMm:

Switch#configure terminal

Switch(config)#interface xel

Switch(config-if)#mls qos trust cos
Switch(config-if)#mls gos queue weight 1 2 20 4 5 6 7 8
Switch(config-if)#exit

Switch(config)#interface gel

Switch(config-if)#mls gos queue weight 1 ® 3 4 5 6 7 8
Switch(config-if)#exit

Switch(config)#interface ge2

Switch(config-if)#mls qos queue weight 1 2 20 4 5 6 7 8
Switch(config-if)#mls qos default-cos 3
Switch(config-if)#end

23.4.2 Pemenue npo6sieM mpu HacTpoike QoS

[Ipu ogHOBpemeHHOM foBepuur MeTKaM CoS 1 DSCP, ripuoputer DSCP Brlitte.
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23.5 Hacrpouka npuopureta 802.1p gia control-plane nakeron

1. YcranoBka npuoputeta 802.1p /19 Bcex naketoB, oTnpasnsembix ¢ VLAN uHTepdeiica:

Komanja Onucanue
cos <0-7> BxrounTs nipucsoenue npuoputera 802.1p nakeram
VLAN uHTepdetica.
no cos OTkmrounTh NpucBoeHue npuoputera 802.1p nakeram
VLAN unTepdeiica.
! B pescume koHgpuzypayuu interface vlan

2. YcranoBka ripuoputeta 802.1p ayiss IGMP-naketoB B VLAN:

Komanpa Onucanue

igmp snooping cos <0-7> Bxmrounts ripucsoenue npuopurera 802.1p IGMP

naketaM B VLAN co BkmtoueHHbIM IGMP Snooping.

no igmp snooping cos OtmenuTs niprcBoenue npuopurera 802.1p IGMP

I1aKeTaM.

! B pesicume 2106aabHoll KOHGuU2ypayuu

23.6 Policy-map

Policy-map (kapTa mo/IuTHK) — I103BOJIsIET CBSI3aTh MOJIMTUKM, TaKUe KaK OrpaHUUYeHUe T0JI0ChI,
n3MeHenre MeTok CoS nwim DSCP, ¢ kapramu K1acCoOB, TeM CaMbIM TTIPUMEHHWB WX K Pa3/IMYHBIM MTOTOKaM
JlaHHBIX.

Class-map (kapTa K/1acCOB) — HCII0JIb3yHOTCS JI/1S1 3aZlaHNsl KpUTepHeB, HA OCHOBEe KOTOPBIX Ce-
TeBOUW Tpaduk OyaeT TPyIrMpoBaThCs B Kaacchl. Kputepru MoryT 3a7aBaThcs Ha ocHoBe ACL, MeTok
CoS umu VLAN ID ans kaccrudukaliuuy MoToKa JaHHbIX.

[Tocsie Toro Kak kKoMaH/oM class-map 3a/iaHbl K/1acChl TpaduKa U X KpUTepUH, KOMaHjoi policymap

3a/laeTcsi MOJAUTHKA paboThI € KllaccaMu, a KOMaH/a service-policy npuBsi3biBaeT MOMUTHKY K UHTepdeii-

cy.

23.6.1 Hacrpoiika Policy-map

1. Hactpoiika KapThl K/1aCCOB:

Komanga Onucanue

class-map <class-map-name> Co3paTh KapTy K/acCOB C MMeHeM <class-map-name> u

BOUTU B PEXKUM €€ KOH(UTYPUPOBAHUSI.
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Komanpa

OnucaHue

no class-map <class-map-name>

! B pesicume 2106aabHOtU KOHGuU2ypayuu

YnanuTh KapTy K/1acCoB C UMeHeM <class-map-name>.

match {access-group <acl-index> | cos

<cos-list> | vlan <vlan-ID>}

no match {access-group | cos | vlan}

! B pedxicume KoHpueypayuu Kapmbl KAaccos

HacTpouTh KpuUTepHii COOTBETCTBUS JaHHBIX KapTe
K/IaCCOB Ha OCHOBE:

access-group <acl-index> — 1-199, 1300-2699;
cos <cos-list> — 0-7;

vlan <vlan-ID> — 1-4094.

y'anII/ITL KpHTepHﬁ COOTBETCTBUA.

2. Hactpoiika KapThbl TTOJIUTHK:

Komanpa

Onucanue

policy-map <policy-map-name>

no policy-map <policy-map-name>

! B pedicume 2106a1bHOI KOHuU2ypayuu

Co3gaTh KapTy MOUMTUK C MMeHeM <policy-map-name>

Y BOUTU B PEXKUM e€ KOH(UTypHUPOBaHUSI.

Ynanuth KapTy NOJMTUK C MMeHeM <policy-map-name>.

class <class-map-name>

no class <class-map-name>

! B pesicume koHpueypayuu Kapmbl NOAUMUK

3azath AJis TeKyLel KapTbl MOJUTHK acCOL[MALUIO0 C

KapTOﬁ KJ/IaCCOB C UMeHeM <Class-map-name>.

OTMeHUTh accoLMaLuIo.

set {cos <0-7> | ip-dscp <0-63> |
ip-precedence <0-7> | ip-tos <0-255> |
queue <0-7> [ip-dscp <0-63>] [cos
<0-7>] | s-vid <1-4094> [cos <0-7>]}

no set {cos | ip-dscp | ip-precedence |

ip-tos | queue | s-vid}

! B pesxcume KoHGu2ypayuu kapmbl KAACCos

8 Kapme noaumuk

[TpucBouTh KnaccudulpoBaHHOMY TpadyKy HOBOE

3HauUeHue.

OTMeHUTh MpHYCBOEHNE HOBOI'O 3HAYEHMHH.
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Komanpa

OnucaHue

add s-vid <1-4094> [cos <0-7>]

no add s-vid

! B pedicume KoHu2ypayuu Kapmbl KAaccoe

8 Kapme noaumuk

Hobaeuts KnaccudpunmpoBaHHomy Tpaduky ter 802.1q
u CoS.

OtmenuTh fobasneHue Tera 802.1q.

police <CIR> <CBS>

no police <CIR> <CBS>

! B pestcume koHpuypayuu kapmbl KAaccos

8 Kapme noaumuk

3ajaTe orpaHU4YeHre CKOPOCTH.

<CIR> — 1-10000000 Kbits/sec;

<CBS> — 1-16000 Kbyte.

CIR (Committed Information Rate) —
rapaHTUpOBaHHasi CKOPOCTh Mepe/iauu JaHHbIX;

CBS (Committed Burst Size) — pa3mep burst.

OTMeHUTb OrpaHUUYEHNE CKOPOCTH.

packet-capture

no packet-capture

! B pesicume KoHgpuzypayuu delicmeus 0411

class-map & policy-map

YcraHoBUTH JielicTBUe packet-capture.
CoBmecTHOe ucronb30BaHue packet-capture ¢ JpyrumMu

action B policy-map He MpUMeHUMO.

OTmeHUTH feiicTBue packet-capture.

3. [IpuMeHeHve KapThbl ITOJIUTUK Ha MOPTY:

Komanpa

Onucanue

service-policy input

<policy-map-name>

no service-policy input

<policy-map-name>

! B pesicume KoH¢pu2ypayuu nopma

[TpyMeHUTD KapTy MOJIMTUK C UMEHEM

<policy-map-name> /11 BXos11lero Tpaguka Ha ropTy.

Ynanuth KapTy NOMUTHK C UMeHeM <policy-map-name>

[/ BXOAs1Lero TpadrkKa Ha MopTy.
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23.6.2 TIpumep HaCTPOWKHU KapThl MOJIUTUHK

Cuenapuii 1: YcranoButs ACL nipaBuno, ¢punstpytomiee no MAC u nomo ethertype, u ycra-
HaB/MBarolllee MeTKY ip-dscp z/1s Tpadvika MpUxoasiLero Ha rnopt gel.

Kondurypaiusi kommyTaTtopa OyzeT BBIT/ISIETh CIeAYIOMMM 00pa3oMm:

Switch(config)#access-1list 102 permit mac 0101.0202.0000 0000.0000.FFFF
0133.2222.1100 0000.0000.00FF 0x806
Switch(config)#class-map cl
Switch(config-cmap)#match access-group 102
Switch(config-cmap)#exit
Switch(config)#policy-map p1l
Switch(config-pmap)#class cl
Switch(config-pmap-c)#set ip-dscp 32
Switch(config-pmap-c)#exit
Switch(config-pmap)#exit
Switch(config)#interface gel
Switch(config-if)#service-policy input p1

Cuenapwuii 2: 3menenue ip precedence B IP-3aronoBke Tpaguka npuxopdiiero B vlan 10 nopra
gel.

Kondurypaiusi koMMmyTaTopa OyzeT BBIT/ISIETh CIeAYIOMMM 00pa3oM:

Switch(config)#class-map cl
Switch(config-cmap)#match vlan 10
Switch(config-cmap)#exit
Switch(config)#policy-map p1l
Switch(config-pmap)#class c1
Switch(config-pmap-c)#set ip-precedence 5
Switch(config-pmap-c)#exit
Switch(config-pmap)#exit
Switch(config)#interface gel
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan all
Switch(config-if)#service-policy input p1l
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24. 1.3 unTepdeiic ¥ MapuIpyTHU3aLusa

VnHTepdeiic ypoBHs 3 sBsieTCs He GU3MUeCKUM, a JIoTuuecKUuM UHTepgelicom Ha ocHoBe VLAN
1 MOXeT COJiep>KaThb OFMH WM HeCKOobKo L2 mopToB, npuHajexaiux K 3tod VLAN, unmu He copep-
atb L2 mopToB. Uto6n1 uHTepdetic ypoHs 3 661 B cocTostHur UP, Heo6xouMo, uToObI KAK MUHUMYM
O/IVH TIOPT YPOBHS 2, NPUHA/I/IEXKAINM K 3ToMy HUHTepdeticy, b1 B cocTosinuy UP, nHaue uHTepdetic
ypoBHA 3 HaxoauTcs B coctossHuu DOWN. KomMmyTaTtop MoXkeT UcIiosb30Barh [P-agpeca HacTpoeHHbIe
KakK CTaTW4ecKW, Tak U JMHaMUUeCKU Ha UHTepdeiice ypoBHS 3 [/ CBSI3U C JPYTUMM yCTPOWMCTBAMU
yepes [P-npoToko.

CraruuecKu MapuipyT — MapLIPyT NPOXOK/eHUs ITaKeTa B CTOPOHY I0/[CeTH Ha3HaueHus ye-
pe3 gateway, SIBHO yKa3aHHbIH 1py KOH(uUrypauyu. CtatiueCcKre MapIipyThl 00bIYHO UCTIONB3YHOTCS 15T
yKasaHus MapLIpyTa [10 yMOTUaHUI0 W/IU TOT/a, KOra Hy’KHO BDeMEeHHO yKa3aTh MapLUIpPYT /0 [T0/ICEeTH B
C/lyuyae yXy/lleHUsi KaueCTBa OCHOBHOT'O MapIIpyTa, IMOO NPy OTCYTCTBUM BO3MOXKHOCTH UCII0/Tb30BaTh

TIPOTOKOJI IMHaMUYeCKOM MapLIpyTU3aLiun.

24.1 Hacrpoiika uarepdeica ypoBHs 3

1. Co3pgath uHTepdeiic yrpaBieHus YPOBHS 3:

Komanpa Onucanue

interface vlan <vlan-id> Co3pars VLAN-unTepdetiic.

<vlan-id> — Homep vlan ot 2 10 4094.

no interface vlan <vlan-id> Ynanute co3panHbii VLAN-uHTepdeiic.

! B pesicume 2106aabHOl KOHGU2ypayuu

2. Hactpouts onucanue nHtepperica VLAN:

Komanpa Onucanue
description <text> MobaBuThk onvcanue <text> VL AN-unTepdeiicy.
no description Ynanute onrcanve VLAN-uHTepdeiica.

! B pesicume KoHgpueypayuu interface vlan

3. Hactpouts cratnueckuii IPv4-anpec Ha nnrepdeiice VLAN:

Komanja Onucanue
ip address {<ip-address/mask> | Hasnauuts IPv4-aspec VLAN-unTepdeficy.
<ip-address> <mask>} [secondary] <ip-address/mask> — IPv4-azsipec ceTu c ykazaHuem

npeMKca Macky;
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Komanpa Onucanue

<ip-address> <mask> — [Pv4-azapec ceTu C
yKa3aHUeM MaCKU;
secondary — yCTaHOBUTb JJOTIO/IHATETbHbIMN

IPv4-agpec Ha VLAN-uHTepdeiic.

no ip address{<ip-address/mask> | Ynanute cratuueckuii [Pv4-azpec c

<ip-address> <mask>} [secondary] VLAN-uHTepdetica.

! B pedsicume KoHpueypayuu interface vlian

4. NvuHamuueckoe nionyueHue [Pv4-aapeca Ha untepdeiice VLAN:

Komanga Onucanue

ip address dhcp Bxmtounts DHCP-knueHT Ha VLAN-unTtepdetice ans
nionyuenus IP-agpeca or DHCP-cepsepa.
KoMaHzia MO>KeT MPUMEHSIThCS TOJIBKO Ha OJJHOM

interface vlan.

no ip address dhcp Beixmtounts DHCP-kuenT Ha VLAN-uHTepeiice.

! B pesicume koHgpueypayuu interface vlan

show ip dhcp-client Orob6pa3suTthb nonyueHHsId [P-afpec.

! B Admin pedicume

5. Hactpouts cratnueckuii [IPv6-azpec Ha nntepdeiice VLAN:

Komanja Onucanue
ipv6 enable Bkstounts [IPVv6 Ha VL AN-uHTepdetice.
no ipv6 enable Beixmtounts IPv6 Ha VLAN-unHTepdeiice.

! B pedxicume koHguzypayuu interface vlan

ipv6 address {<ipv6-address/mask>} Ha3nauuth IPv6-agpec VLAN-uHTepdeiicy.

no ipv6 address {<ipv6-address/mask>} | Ynanute cratuueckuii IPv6-agpec c
VLAN-unrepdetica.

! B pedxicume koHguzypayuu interface vlan
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Komanpa

OnucaHue

show ipv6 neighbors [vlan |

mac-address | ipv6-address]

! B Admin pedcume

OTto6pa3uth copepxkumoe NC-Tab/THIIBL.

clear ipv6 neighbors

! B Admin pedicume

OuuctuTh coiep>kumoe NC-TabmuiIbI.

6. Hactpoiika onimu 60 Ha DHCP-kiveHTe:

[Tpu BkmtoueHHoM DHCP-kinenTe, Ha VL AN-uHTep@eiice, o ymonuanuto B orniuu 60 — Vendor

class identifier kueHT nepefaeT CTPOKY M eHTU(DULMPYIOLLYO IPOU3BOAUTEIS Y MOJ|e/Ib KOMMYTaTopa.

9Ty uH(OpMaLMI0 MOXKHO U3MEHUTh yKa3aB COOCTBEHHYIO:

Komanpa

Onucanue

ip dhcp client vendor-identifier

<string>

no ip dhcp client vendor-identifier

! B pesicume 2106aabHOl KOHGuU2ypayuu

YcTaHOBUTE COOCTBEHHOE 3HaUeHHe <string> B
niepefaBaemoit omiuu 60 — Vendor class identifier.
B03M0OKHO yKa3aTh C/ie/IyIole KIHouu:

%v — Bengop "NAGTECH”;

%m — Mojenb KOMMyTaTopa.

[MepenaBats B onimu 60 — Vendor class identifier

3HaU€eHHe UCII0/Ib3yeMOoe 110 YMOJ/TYdHHUIO.

24.2 HacrpouKa cTaTUueCcKOd MapuipyTU3anum

1. Hactpourtb cratnueckuii IPv4 mapiipyT:

Komanpa

Onucanue

ip route {<ip-address/mask> |
<ip-address> <mask>}
{<gateway-ip-address>} [description

<name>]

no ip route {<ip-address/mask> |
<ip-address> <mask>}
{<gateway-ip-address>} [description

<name>]

! B pedsicume 2106a1bHO1 KOHuU2ypayuu

Co3parh 3anuch ctaTudeckoro Mapupyra IPv4 nns
CeTH, C yKa3aHHeM ILI/TF03a Yyepe3 KOTOPbIH JOCTYIHA

5Ta CeTh.

YnanuTte cO3aHHBIM CTaTUYe CKUA MapILIpYT.
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Komanpa

OnucaHue

show ip route

! B Admin pedcume

Otobpa3utb [Pv4 MapiipyThI.

2. Hactpouts cratnueckuit [Pv6 mapiupyT:

Komanpa

Onucanue

ipv6 route {<ipv6-address/mask>}

{<ipv6-nexthop-address>}

no ipv6 route {<ipv6-address/mask>}

{<ipv6-nexthop-address>}

! B pesicume 2n06aabHoll KoHGu2ypayuu

Co3parb 3anuch cTaTuueckoro mapuipyra IPv6 as
CeTH, C yKa3aHWeM ILIJ/TI03a Yyepe3 KOTOPbI JOCTYIHA

9Ta CeThb.

Ynanute co3naHHbiM cTaTudeckud [Pv6 mapiipyT.

show ipv6 route

! B Admin pedcume

Otobpap3uts [Pv6 MapmipyThI.
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25. Gratuitous ARP

Gratuitous ARP (camornpou3BosbHbIii ARP) — 3T0 crieljuasibHO€e TUPOKOBel[aTe/lbHOe CO00-
ieHrie ARP, koTopoe oTrpaB/sieTcsi KOMMYTaTOpoM 6e3 peiBapuTe/IbHOTO 3arpoca OT IPYTUX YCTPOUCTB

B CeTH, UTOOBI yBeIOMUTh UX 00 n3MeHeHUH cBoero IP-aapeca umu MAC-agpeca u 06HOBUTE X ARP-

Tab/MNLIBI, @ TaKXKe [ 0OHapyKeHHUs1 KOHPIMKTOB [P-azpecos.

Hacrporika Gratuitous ARP:

Komanpa

Onucanue

ip gratuitous-arp [5-1200]

no ip gratuitous-arp

! B pedicume 2106a1bHOIU KOHpuU2ypayuu

Bxsrounts otripaBky ARP-3aripocoB Ha Bcex
co3maHHbIXx VLAN uHTepdeiicax KoMMyTarTopa.
WurepBan ornipaBku oT 5 f0 1200 cekyHz (1o

ymosyanuto — 300 ceKyHf).

OtkmounTs oTripaBKy ARP-3arpocoB Ha Bcex
co3gaHHbIX UHTepdeticax VLAN, 3a HCK/IrOUeHeM

I/IHTepCl)eI\/JICOB, Ha KOTOPLIX ABHO BK/IFOUY€HA AdHHAA

dbyHKUWS.

ip gratuitous-arp [5-1200]

no ip gratuitous-arp

! B pexcume koHguzypayuu interface vlan

BksttounTs oTripaBky ARP-3arpocoB Ha BbIOpaHHOM
VLAN uHTepdetice.

Beiksrounts oTripaBky ARP-3arpocoB Ha BeIOpaHHOM
VLAN uHTepdetice.

show ip gratuitous-arp [interface

<interface-name>]

! B Admin pedsicume

Otobpa3uth Tekyiue HacTpoliku Gratuitous ARP.

Gratuitous ARP
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26. Dynamic Arp Inspection

A He nmoppepxuBaercsa Ha cepuu S5010

Dynamic ARP Inspection (DAI) — MexaHu3M 3aluThl JI0KanbHOM ceTh 0T ARP-criyduHra.

DAI ucnionb3yeT nH(popmaiuio u3 6a3sl ganHbix DHCP as1st mpoBepku nakeToB ARP 1 3amyTher

oT nogMeHbl. Korzia 3/10yMbIlIEHHYK MbITAaeTCsl UCTIOIb30BaTh Moje/bHbli ARP-nakeT /7151 mogMeHbl

ajipeca, KOMMYTAaTOp CPaBHUBAeET ajpec ¢ 3anmucsivu B Tabmie DHCP Binding. Eciu MAC-azipec win

[P-asipec B ARP-makeTe He COOTBETCTBYeT AeMCTBYIOIIIeH 3aricy B Tabsuile, TO MakeT 0TOpaChIBaeTCs.

B DAI MoryT ObITh HaCTPOEHBI JOBEPEeHHBIE MOPTHI, Ha KOTOPBIX BXOsIIe ARP-T1akeThI He TIpo-

BePSIIOTCS.

26.1 Hacrpouka Dynamic Arp Inspection

1. Bxmrounts Dynamic Arp Inspection rimo6aibHo:

Komanpa

Onucanue

ip arp inspection vlan <vlan-range>

no ip arp inspection vlan <vlan-range>

! B pesicume 2n06aabHoll KoHGuU2ypayuu

Bxmrouuts DAI Ha ocHoBe VLAN, r106a1bHo.
(MakcumanbHoe kKonmruectBO VLAN co BK/THOUEHHBIM
DAI — 32).

Brikirounts DAIT rinobanbsHO.

2. Hactpouts DAI Ha noprax:

Komanga

Onucanue

ip arp inspection trust

no ip arp inspection trust

! B pedxcume KoHuypayuu nopma

Ha3HauuTh mopT B KauecTBe goBepeHHOro /st DAL

Ha3nauuTh nopT Kak HejoBepeHHbIN A1 DAI

(Mo ymos14aHu1o).

3. Hacrpoutb mumut ARP-coobiijeHMii:

Komanpa

Onucanue

ip arp inspection limit-rate <rate>

no ip arp inspection limit-rate <rate>

! B pesxcume koHgu2ypayuu nopma

HactpouTts umut ARP-co0011ieHHii B CEKYHAY /ISt

ropTa.

Ynanuth mumut ARP-coobiijeHnii (TI0 yMOTuaHHIo).

Dynamic Arp Inspection
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4. HacTpouTh JONIOMHUTETBHYIO TTpoBepKy ARP-coobiieHmii:

Komanpa

Onucanue

ip arp inspection validate

no ip arp inspection validate

! B pedxicume KoHuypayuu nopma

BK/TIOUMTD JOTIO/THUTETLHYIO TIPOBEPKY
ARP-coobi11ieHMi Ha MTOPTY:

— UeHTUYHOCTh senderMac u srcMac;

— koppekTHoCcTh senderIP (He siBnsieTcs all-zero,

multicast umu broadcast).

OTK/IIOUUTH JOTIOTHUTETbHYIO MPOBEPKY

ARP-coo011ieHu Ha TOpTY.

5. OTob6pa3uts cocrosiHue GyHKIMoHana DAT:

Komanpa

Onucanue

show ip arp inspection

show ip arp inspection interface

<if-name>

! B Admin pedcume

Oto6pa3uth obiiiee coctosiHue dyHKiMoHana DAI Ha

KOMMYTaTope.

Otob6pa3suTthb cocrosiHve GyHkumoHana DAI Ha ropry.

26.2 IIpumep ucnosib3oBaHusa Dynamic ARP Inspection

DHCP-cepgep u [1K nonbs3oBaresns npuHaggexar VLAN 10. DHCP-cepBep noak/toueH K UHTep-

¢eticy gel kommyTaropa. [1K nosb3oBaresns Nogk/I0UeH K UHTepdeincy ge2 KoMMyTaropa U rnomayvaer

[P-agpec guHnamuyecku yepe3 DHCP.

KoHburypaiusi KoMMyTaTopa BBIT/ISIAUT CeyIOIUM obpa3om:

Switch(config)#vlan 10

Switch(config-if)#exit

Switch(config)#ip dhcp snooping
Switch(config)#ip dhcp snooping binding
Switch(config)#ip dhcp snooping vlan 10
Switch(config)#ip arp inspection vlan 10
Switch(config)#interface gel
Switch(config-if)#switchport access vlan 10
Switch(config-if)#ip arp inspection trust
Switch(config-if)#ip dhcp snooping trust
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Switch(config)#interface ge2
Switch(config-if)#switchport access vlan 10
Switch(config-if)#ip arp inspection limit-rate 50
Switch(config-if)#end

B sTom ciiyuae kommyTatop OyzieT nepexBaTbiBaTh coobiieHusi ARP Tosbko c roprta ge2, c orpa-
HuuyeHueM B 50 pps. Kaxbiii pa3 npu nonyyennnd ARP-coo0bienus pyHkironan DAI cpaBHUT JaHHBIe
B COOOIIeHUH C 3amuchio B 6a3e, chopmupoBaHHOM B Tiporiecce MoHuToprHra DHCP. Tlpu o6Hapy»ke-
Huu 3anvc ARP-coobienne Oyzer oTripaBieHo fganbiie. Ecii 3ammck oTCyTCTBYeT B Oase, TO makeT

OyzeT oTOpOIIIeH.

Dynamic Arp Inspection 146



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

27. DHCP Snooping u Option 82

C nomorbto DHCP Snooping koMMyTaTop KOHTpPOUpyeT npotiecc nonydenus DHCP-kniveHTOM
IP-agpeca s 3amutel ot atak DHCP u nosiBnenus HenerutumHbix DHCP-cepBepoB B ceTu, pa3zesiss
TIOPTHI Ha /I0BepeHHbIe U HeZloBepeHHbIe. Co00IIeHus U3 I0BePeHHbBIX MTOPTOB MepeJatoTCsi KOMMYTaTo-
poM 6e3 ripoBepKu. OOBIUHO I0BEPEHHBIE TTOPThI UCTIONB3YIOTCS A1t ioakmoueHuss DHCP-cepBepa umm
DHCP Relay, a HegmoBepenHbsie — st iokmrouenusi DHCP-kymmenToB. KommyTarop nepeziaet coob-
eHuss DHCP-3aripocoB 13 HeloBepeHHBbIX ITOPTOB, HO He nepesaer DHCP-oTBeTs!.

Onuus 82 npotokosia DHCP ucronb3yeTcs Ajist Toro, utoObl mpouHdopMupoBate DHCP-cepBep
0 TOM, OT KaKOoro KOMMYyTaTopa U uepe3 Kakoi ero ropt 0wl nomayueH 3anpoc. DHCP-snooping mo6ae-
nsiet onuuyro 82 B DHCP-3anpocs! OT KveHTa U nepegaet ux cepsepy. DHCP-cepsep, B cBOIO ouepe[pb,
nipefiocrasssieT IP-afipec 1 Apyryro KOHGUIypaLuoHHY0 HH(GOPMALMIO B COOTBETCTBUH C TPeIHACTPO-
€HHBIMU TI0JIMTUKAaMU Ha OCHOBaHUM MH(MOPMaLUU, MoTyuyeHHOU u3 oy 82. [IpuMmeHeHue onumu 82
ripo3pauto 7yt KaveHTa. Coobmenre DHCP MoXeT BK/IFOUAaTh MHOYKECTBO T10JI€H pa3/TMUHBIX OII[HH.
Onuus 82 - ogHa u3 HUX. OHa JO/KHA pacrio/aratbCs rMocje Apyryux OIMLUK, HO 10 OMLMH 255.

3aroJyioBOK OIMIUM 82 MOXKET COJiepyKaTh HECKOJIBKO cab-ommuid (puc.22). RFC3046 omnuckiBaeT 2

cab-ormuu Circuit-ID 1 Remote-ID.

Code Len SubOpt Len SubOpt Len

82 N 1 N OptionData 2 N OptionData

Puc. 22: ®opmar omnuu 82

27.1 Hacrpouka DHCP Snooping

1. Bktounts DHCP Snooping:

Komanpga Onucanue
ip dhcp snooping Bxmounts dyHkiuro DHCP Snooping riobansHo.
no ip dhcp snooping Beixmtounts @yHkio DHCP Snooping rio6asnsHo.

I B pesicume 2n06aabHoll KoHpu2ypayuu

ip dhcp snooping vlan {<vlan-range> | all} BkstounTts pyHkuyro DHCP Snooping Ha

oripegeneHHbIXx VLAN 160 Ha Bcex.

no ip dhcp snooping vlan {<vlan-range> | all} | Beikmouuts @ynkurto DHCP Snooping Ha

ornpezsienenHoM VLAN /6o Ha Bcex.

! B pescume 2n06aabHoll KOHuU2ypayuu

DHCP Snooping u Option 82 147



HATTEX

PykoBozcTBO agMuHKCTparopa o pabore ¢ 10 [/ KOMMYTaTOPOB CepUM SSXXX, SEXXX

RU.13725199.01.01.00001-28 34 01

2. HaCTpOI/ITb AOBEPEHHbIE TTOPTHI:

Komanpa

Onucanue

ip dhcp snooping trust

no ip dhcp snooping trust

! B pedxicume KoHpuypayuu nopma

Hasznauutsb IMOPT B KAUeCTBe JOBEDEHHOIO.

Ha3sHauuTh NOPT B KaueCTBe HeJJOBepeHHOrO (110

YMOJ/TUaHUIO).

3. Bkimounts gobasnenue ommu 82 DHCP Snooping:

Komanpa

OnucaHue

ip dhcp snooping information option

no ip dhcp snooping information

option

I B pestcume 2106anbHOL KOHpU2ypayuu

BxmtounTts omuio 82 ans nobasnenus DHCP Snooping.

Brikmounts no6aBnenue onmuu 82 DHCP Snooping.

4. HactpouTh atpu0yThl onimu 82 riaobaibHO:

Komanpa

Onucanue

ip dhcp snooping information option

self-defined remote-id <remote-id>

no ip dhcp snooping information

option self-defined remote-id

! B pedicume 2nobanbHoli koHpueypayuu

3a/jaTh KOHTEKCT <remote-id> B JBOMHbBIX KaBblUKaX He
JnuHHee 64 CUMBOJIOB, Tiepe/laBaeMblii B KaueCTBe
cab-onu Remote-ID, nob6aensiemoii B DHCP-3anpocki,
royiyueHHble ¢ uHTepdetica. Bo3aMoXXHO yKa3arb
CeyroLe KIFUn:

%v — Homep VLAN;

%M — nokanbHbIi MAC B BepXHEM DErucTpe;

%m — okanbHbIli MAC B HW)KHEM PeTUCTpe;

%R — xymmentckuit MAC B BepxHeM perucrpe;

%r — xeHTCkU MAC B HYDKHEM perucrpe;

%p — HOMep T0pTa;

%S — HOMep B CTeKe;

%h — ums xocra.

BoccranoButh koHpUrypauuto rno ymonuanuio (VLAN

MAC kommyTaTopa, popmatr ASCII).
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Komanpa

Onucanue

ip dhcp snooping information option
self-defined subscriber-id <circuit-id>

no ip dhcp snooping information

option self-defined subscriber-id

I B pesicume 2106anbHOl KOHpUypayuu

3aaTh KOHTEKCT <circuit-id> B BOMHBIX KaBbIUKaxX He
JnuHHee 64 CUMBOJIOB, TIepe/laBaeMblli B KaUeCTBe
cab-oruu Circuit-ID, go6asnasiemoit B DHCP-3anpocsl,
rojiyueHHbIe C UHTepdelica.

Bo3M0oXXHO yKa3arh ciiefiyrolye KIruu:

%v — Homep VLAN;

%M — nokanbHbli MAC B BepXHEM DerucTpe;

%m — nokanbHbld MAC B HW)KHEM DErucTpe;

%R — knueHnTckuii MAC B BepxHeM PerucTpe;

%r — xmeHTCKUU MAC B HYDKHEM perucrpe;

%p — HOMep 10pTa;

%S — HOMep B CTeKe;

%h — ums4 xocra.

BoccTtaHoBUTH KOH(UTypaLiio 0 yMOIUaHHUIo (Homep
VLAN, Homep nopta, popmat ASCII).

ip dhcp snooping information option
self-defined remote-id format {hex |

ascii}

no ip dhcp snooping information

option self-defined remote-id

! B peacume 2nobanvHoli KoHguaypayuu

3agarb popmat omimu 82, cab-oriuu Remote-1D,
nobaensiemort DHCP-snooping. []st KoHbuUrypauuu

aTpyOyTOB T10 yMO/TUaHuio ripuMensietcst dopmar ASCII.

BoccranoButs koHburypanuto rno ymonyanuto (VLAN
MAC kommyTaropa, ¢popmar ASCII).

ip dhcp snooping information option
self-defined subscriber-id format {hex |

ascii}

no ip dhcp snooping information
option self-defined subscriber-id

! B pesycume 2n06aabHoll KOHU2ypayuu

3agath popmar omiuu 82, cab-omiuu Circuit-1D,
nobasnsiemoii DHCP-snooping. [111 KoHUrypaium
aTprlyTOB TI0 YMOJTUaHUIO MPUMeHsieTcs Tobko HEX

¢dopmar.

BoccTraHoBUThE KOH(UTrypaLyio 1Mo ymoayaHuio (HoMep
VLAN, Homep miopta, dopmar ASCII).
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Komanpa

Onucanue

ip dhcp snooping information option
{subscriber-id | remote-id} format

VS-Cisco
no ip dhcp snooping information
option {subscriber-id | remote-id}

format vs-cisco

I B pesicume 2106aabHoll KoHu2ypayuu

VI3MeHUTH 3HaueHue fobas/sieMoii cab-omnuu Remote-ID
v Subscriber-ID Ha 3HaueHue, UCIO/Ib3yeMOe BeHZI0pPOM

Cisco.

BoccTaHoBUTH KOHQUTypaLyio 10 YMOTUaHUIO.

5. Hactpoutb arpu0yThI oriuu 82 Ha MopTy:

Komanpga

Onucanue

ip dhcp snooping information option

self-defined subscriber-id <circuit-id>

no ip dhcp snooping information

option self-defined subscriber-id

! B pedcume koHpueypayuu nopma

3az1aTh KOHTEKCT <circuit-id> B IBOMHBIX KaBbIUKaX He
nnuHHee 64 CUMBOJIOB, Tlepe/laBaeMblii B KaueCTBe
cab-onmmu Circuit-ID, mo6aensiemort B DHCP-3anpochl,
roJiyueHHbIe ¢ UHTepdeiica.

Bo3MoXHO yKa3aTb c/iefyroLue KIum:

%v — Homep VLAN;

%M — nokaneHbii MAC B BepXHEM PerucTpe;

%m — nokanbHbld MAC B HW)KHEM DerucTpe;

%R — xmentckuiit MAC B BepxHeM pDerucTpe;

%1 — kmeHTcKU MAC B HW)KHEM PerucTpe;

%p — HOMep MopTa;

%S — HOMep B CTeKe;

%h — ums xocra.

[1pu oTCyTCTBMM HACTPOWKHU Ha MOPTY, popMart OnLuu

(dhopMHUpyeTCsl B COOTBETCTBUH C I7100abHON HACTPOMKOMA.

OTMEHUTD HaCTpOﬁKH Ha IIOPTy U NIPUMEHUTDL 3HAUYEHUA

YCTaHOBJ/IEHHbIE r7100a/1bHO.

ip dhcp snooping information option
self-defined subscriber-id format {hex |

ascii}

! B pedxicume KoHcpuypayuu nopma

3agatb popmar ASCII umu HEX asist cab-omimu
Circuit-ID ormuu 82, nobasasiemoit DHCP-snooping.
511 KoHbUryparwu aTpubyTOB 10 YMOTYaHUIO

npumensiercst popmar ASCII.
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Komanpa

Onucanue

ip dhcp snooping information option

subscriber-id format vs-cisco

no ip dhcp snooping information

option subscriber-id format vs-cisco

! B pescume 2n06aabHoll KOHpu2ypayuu

VI3MeHHUTh 3HaueHue Jo0aB/sseMoli cab-omnuu
Subscriber-1D, nonyuyeHHo# Ha UHTepdelice, Ha 3HaUEHUE

rcrnoas3yeMoe BeHzopom Cisco.

BoccTaHoBUTH KOHQUTypaLyio 10 YMOTUaHUIO.

6. Hactpoiika policy:

Komanpa

Onucanue

ip dhcp snooping information option

policy { drop | keep | replace }

no ip dhcp snooping information

option policy

! B pesycume 2n06aabHoll KOHGuU2ypayuu

HactpouTh rpaBuio 06pabOTKH BXOASIIHX
DHCP-Request nakeToB c omniueit 82 Ha untrust noprax.
drop - oTbpocUTh MaKeT, ec/ii B HeM eCTb OTIL{US;

keep - ocTaBUTH Cyl[eCTBYIOLIYIO ONLMIO 82 B MakeTe;

replace (1o ymo/iuaHui0) - 3aMeHUTH OMLUI0 82 B MakeTe.

KOMaH,[[a BBITIOJ/IHAET YCTaHOBKY 3HAUE€HMA M0 YMOJ/TUAHWIO

(ip dhcp snooping information option policy replace).

7. BkmounTh G/10KMPOBKY Tpaduka aas MAC-agpecoB, oT KOTOpbIX Oblv monydeHbl DHCP

Offer um ACK makeTbl Ha untrust mopTax:

Komanpa

OnucaHue

ip dhcp snooping action blackhole
[recovery <10-3600>]

no ip dhcp snooping action

! B pedcume koHpueypayuu nopma

Bk/itounTh MexaHu3M 0I0KUPOBKH TpaduKa ¢

HeneranbHbIx DHCP-cepBepoB.

BBIK/TIOUMTE MeXaHU3M O/IOKMPOBKY Tpaduka ¢

HesieraspHbIXx DHCP-cepBepoB.

8. Hactpolika MexaHHW3Ma OTK/IFOUEHMs TTOpTa MpU MosyueHUH Tpaduka ¢ HeseraabHbix DHCP-

CepBepoB:
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Komanpga Onucanue
ip dhcp snooping action shutdown BK/IIOUNTH MeXaHU3M OTK/TFOUEHHsI TTOPTa MpH T0/TyYeHUH
[recovery <10-3600>] Tpaduika c HeneranbHbix DHCP-cepBepoB.

OH]_[I/IH recovery dkTUBUPYET ME€XdHW3M BOCCTAHOBJ/IEHUSA

MOpTa uepe3 3aJjaHHbIN IPOMEKYTOK BpEMEHU.

no ip dhcp snooping action BBIK/TFOUNTE MeXaHU3M OTK/IFOUeHUsI TIopTa Mpu

rosryyeHru Tpaduka ¢ HeneranbHeix DHCP-cepBepoB.

! B pedxicume KoHpueypayuu nopma

9. IIpocmotp Hactpoek DHCP Snooping:

Komanja Onucanue

show ip dhcp snooping OtobpaskeHue cocrosiusi dhcp snooping 1 koHpUrypauyu

Ha UHTepgdeicax.

I B Admin pedicume

10. ITpocmotp Tabmmrel DHCP Snooping Blackhole:

Komanpga Onucanue

show ip dhcp snooping blackhole Otobpa3uts Tabmuily Blackhole.

[interface <if-name>]

I B Admin pedicume

11. OuncTtka Tabmuiel Blackhole:

Komanpga Onucanue

clear ip dhcp snooping blackhole Ounctuts Tabmuiry Blackhole.

[interface <if-name>]

I B Admin pedcume

27.2 Tlpumep Hactporiku DHCP Snooping

Kak nmoka3zaHo Ha pucyHke 23, [1K1 roak/iroueH K HeJjoBepeHHOMY NopTy gel kommyTaropa Switchl
u nonyyaet koHpurypauio uepe3 DHCP, IP-aapec knuenrta 10.10.10.5. DHCP-cepBep u 1111103 TOA-
KJ/IFOUeHbI K ropTam komMmyTaropa gell u gel2 cOOTBeTCTBEHHO, HACTPOEHHBIM Kak Zl0OBepeHHbIe. 3710-

yMmblieHHUK [TK2, nok/toueHHbI K HeZloBepeHHOMY TOpTYy ge2 nbiTaeTcs noggenats DHCP-cepsep,
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1K1 IP:10.10.10.5
gel  Switcht

e e —
.., A
gel2 |\ gell

MNK2 DHCP cepeep -

Wnios DHCP cepeep

Puc. 23: Hactpoiika DHCP Snooping

niocbuiast ioxkHbie DHCP ACK. ®ynkims DHCP Snooping 3¢ dekTuBHO 00Hapy»KUT 1 3ab/10KKpyeT Ta-
KOU THII aTak!.

Kouduryparus kKommyTtaropa Switchl1:

Switchl#configure terminal
Switchl(config)#ip dhcp snooping
Switchl(config)#ip dhcp snooping vlan 1
Switchl(config)#interface gel1-12
Switchl(config-if)#ip dhcp snooping trust
Switchl(config-if)#end

27.3 Ilpumep konduryparuu DHCP Snooping c onijuen 82

DHCP-knuenHT
Switc_m

el

DHCP-cepsep

lm

i

Puc. 24: Hactpotika onuu 82 gt DHCP Snooping

Kak nokasaHo Ha pucyHke 24, kommyTatop ypoBHs 2 Switchl ¢ BkmtoueHHsIM DHCP-snooping
nepenaet DHCP-3aripoce! cepepy u otBeThl 0T DHCP-cepBepa knveHTy. [Tocsie TOro kak Ha KOMMyTa-
Tope OyzeT BKIroueHa GyHKus qobasnenus onmmu 82 nyiss DHCP Snooping, Switch1 6yzer go6aBnsts

nuH(opMaLMio 0 KoMmyTarope, nHTepdeiice 1 VLAN keHTa B COOOLeHHs 3arpoca.
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Konduryparus kommyTtaropa Switchl (MAC address is 8:f0:82:75:33:01):

Switchl#configure terminal

Switchl(config)#ip dhcp snooping

Switchl(config)#ip dhcp snooping information option
Switchl(config)#ip dhcp snooping vlan 1
Switchl(config)#interface xel

Switchl(config-if)#ip dhcp snooping trust
Switchl(config-if)#end

[Tpumep kKoHurypaumu ISC DHCP Server asis Linux:

ddns-update-style interim;

ignore client-updates;

class "SwitchiVlaniCustomer1i" {

match if option agent.circuit-id="Switchlgel" and option
agent.remote-id=f8f082753301;

}

subnet 192.168.102.0 netmask 255.255.255.0 {
option routers 192.168.102.2;

option subnet-mask 255.255.255.0;

option domain-name-servers 192.168.10.3;
authoritative;

pool {

range 192.168.102.51 192.168.102.80;
default-lease-time 43200; #12 Hours
max-lease-time 86400; #24 Hours

allow members of "SwitchiVlaniCustomeril";

i3

[Tocne ommcanHbIX BhIle HacTpoeKk DHCP-cepeep OyzieT BbiiesATh afpeca U3 Adara3oHa

192.168.102.51-192.168.102.80 g1 yCTPOMCTB, MOAK/IIOUEHHBIX K KOMMyTaTopy Switchl.

27.4 Pemuenue npoosem c KoHdurypanueit DHCP Snooping

* IIposepsre, BKItOUeH i1 DHCP Snooping;

» Ecsu nopt He pearupyeT Ha jiokHble DHCP coobiijeHus, TpoBepbTe, HACTPOEH JIM 3TOT MOPT Kak

HeJIoOBepeHHbI.
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28. DHCP Snooping Binding

DHCP Snooping Binding koHTposupyeT A0CTyM ToJib30BaTesiel, mosyuatoiux [P-agpeca o
DHCP, ananusupys DHCP mnakeTsl, IIpoxXojsiiye yepe3 KOMMYTarop.

ITpu Bxmrouennn DHCP Snooping Binding kommyTtarop ananusvpyer DHCP-naketsl B VLAN
¢ BryiroueHHbIM DHCP Snooping. IIpu ycrnielnHoMm nonyueHuu [P-afpeca KiMeHTOM CO3/jaeTcsl 3arvch B
Binding Tabnurie, KoTopasi cBsisbiBaet nomyueHHsIN [P-agpec c MAC-aapecom, VLAN 1 HOMepoMm 1opTa,
K KOTOPOMY TOZK/IHOUEeH K/IUEeHT.

Ha nopTax KoMMyTaTopa MOXXHO BKJ/IFOUHMThH KOHTPOJIb TpayKa Ha OCHOBaHUM JJAHHOU Tab/IHULIB,
TIPY KOTOPOM TpaduK OyzeT IpoITyCcKaThCsl TOJIBKO B TOM C/1yvae, ecyiv IP-agpec, MAC-afpec HCTOUHHKA,
VLAN u 1opT, Ha KOTOPBII TPUIIIe TTaKeT, COOTBETCTBYIOT 3anvcy B Binding Tabmmie. Takum obpasom,
TpaMK HeJeTUTUMHBIX KJIMEeHTOB (He monyuuBInux agpec o DHCP) GyzneT 3abm0kupoBaH.

[loronHuTeIbHO MOXKHO HACTPOUTE OTPaHUYEeHHe 110 MaKCMMa/IbHOMY KOJTMUeCTBY K/IMEHTOB, pa-
OOTarOMIMX 3a TTOPTOM.

DHCP Snooping Blocked Record — ¢dyHKI[1OHa/ MTO3BOJISIIOLIMI MO/IH30BATEI0 C TIOMOIIIBIO
komaHzb! “show ip dhep snooping blocked all” yBugets mosis3oBaresneit 3a6710KMpOBaHHBIX (PyHKLIMOHA-
nom DHCP Snooping Binding user-control (komanza ”ip dhcp snooping binding user-control”), a Takxe

BBLIBO/IMTE B JIOT COODI11[eHre YpOBHs 4 (warnings) o 6;10KMpPOBKe T0Tb30BaTeIsl.

1. Bkmrouenue DHCP Snooping Binding u Blocked Record:

Komanpa Onucanue
ip dhcp snooping binding BksttounTh (PyHKLIMIO OTC/Ie)KUBAHKS [TAKEeTOB.
no ip dhcp snooping binding Bbik/iounTh (YHKIMIO OTC/Ie)KUBAHUS TTAaKETOB.

! B pedicume 2106a1bHOIU KOHuU2ypayuu

ip dhcp snooping binding user HNobaButh craTuecKyo 3anuck B Tabmuiyy DHCP
<mac-address> address <ip-address> Snooping Binding.

vlan <vlan-id> interface <if-name>
no ip dhcp snooping binding user YhanuTh CTaTUYeCKYo 3anmuch 13 Tabmuipt DHCP
<mac-address> address <ip-address> Snooping Binding.

vlan <vlan-id> interface <if-name>

! B pesicume 2106aabHOtU KOHGU2ypayuu
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Komanpa

OnucaHue

ip dhcp snooping blocked record

no ip dhcp snooping blocked record

! B pesicume 2n06aabHol KoHGuU2ypayuu

BkttounTh 3arck nHGopMaLyy 0 3a6/I0KMPOBaHHBIX

rosb3oBaressix B Tabmmiy Blocked Record.

BBIK/TFOUMTS 3arich HHGOpMALIUK 0 3a0/I0KUPOBaHHBIX

rosib3oBateisix B Tabnuiy Blocked Record.

ip dhcp snooping blocked record
action {trap [log] | log}

no ip dhcp snooping blocked record
action {trap [log] | log}

! B pesicume 2106a1bHOtU KOHGU2ypayuu

Bxirounts otripaBky SNMP Traps v/unu BeIBO/,
log-coo01mieHnii B KOHCO/b C ypoBHEM 4 (warnings) rpu

nobapneHnu 3anucy B Tabnuiy Blocked Record.

Beikmrounts otripaBky SNMP Traps w/unu BelBog,
log-coo011jeHui B KOHCOb MPH 100aB/IeHUH 3aMiCH B

tabmury Blocked Record.

2. Hactpoiika DHCP Snooping Binding Ha mopTax:

Komanpa

Onucanue

ip dhcp snooping binding user-control

no ip dhcp snooping binding
user-control

! B pedicume KoHuypayuu nopma

Bxstounts koHTpOJIb Tpadrka Ha ocHoBaHuM DHCP

Snooping Binding Ha mopTy.

BoikmounTs nipuBsisky DHCP Snooping Binding

I10/1Ib30BaTeJIk0.

ip dhcp snooping binding user-control
vlan <1-4094>

no ip dhcp snooping binding

user-control vlan <1-4094>

! B pedxcume KoHpuypayuu nopma

Bk/1tounTh Ha OPTY KOHTPOJIb TpauKa Ha OCHOBAHUU

DHCP Snooping Binding B otgensHom VLAN.

BbIK/IIOUMTE Ha OPTY KOHTPOJ/b Tpaduka Ha
ocHoBanuu DHCP Snooping Binding B otensHOM
VLAN.

ip dhcp snooping binding user-control

max-user <1-254>

no ip dhcp snooping binding

user-control max-user

! B pedgicume koHpuzypayuu nopma

3ajaTb orpaHUUeHre KOJIMYeCTBa MPUBSI30K Ha MOPTY OT
1 no 254.

OTMeHUTh OrpaHHY€eHKEe KO/IMUeCTBa IMPUBA30K Ha

TIOPTY.
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3. ITpocmotp Tabnuip DHCP Snooping Binding u Blocked Record:

Komanja Onucanue

show ip dhcp snooping binding Oro6pasuTts Tabmuryy DHCP Snooping Binding.

! B Admin pedicume

show ip dhcp snooping blocked {all | OTo0Opa3uTth UHGOPMAIHUIO O 3a0/IOKHPOBAHHBIX
interface <if-name>} rakKeTax Ha orpe/ie/ieHHOM UHTepdeiice b0 BbIBECTH

tabmuiy Blocked Record uenmkom.

! B Admin pedicume

4. Ouncrka tabmuipl DHCP Snooping Binding 1 Blocked Record:

Komanpa Onucanune

clear ip dhcp snooping binding {ip OuuCcTUTh AUHAMUYecKue 3anuck B Tabmuiie DHCP
<ipv4-addr> | mac <mac-addr> | interface | Snooping Binding Ha uHTepeiice c onpeseneHHbIM
<if-name> | vlan <vlan-id> | all} [P-anpecom, MAC-aapecom, VLAN mi60 ouncTuTh
BCIO Tab/HULy L{eTUKOM.

! B Admin pedicume

clear ip dhcp snooping blocked {all | OuncTtuth HH(POPMAIHIO 0 3a0/I0KUPOBAHHBIX MTAKeTaxX
mac <mac-address>| ip <ip-address> | c onpeneneHHbiM MAC-aznpecom, IP-agpecom, VLAN
vlan <vlan-id> | interface <if-name>} mibo ourctuth Tabmuily Blocked Record 1jenmmkom.

! B Admin pescume

28.1 IIpumep nactpoyiku DHCP Snooping Binding u Blocked Record

gel

=

DHCP-knueHT DHCP-cepeep

B

M Switch

Puc. 25: Kondwuryparms DHCP Snooping Binding u Blocked Record

Kak nokasaHo Ha pucyHke 25, DHCP-cepBep nogk/toueH K ropty gel kommyraropa, DHCP-
K/IMeHT — K 1opTy ge2. Ilopt gel HeoOXoAMMO Ha3HAUMTh B KaueCTBe JOBEPEHHOrO, a Ha TMOPTy ge2
BK/TFOUWUTBb KOHTPOJIb Tpacdrka Ha ocHoBaHuu DHCP Snooping Binding u otripaeky SNMP trap, B ciiyuae,
eCJIM TI0/Tb30Baresb He rmonyuuT IP-aapec u Oyzet 3ab6/10KkupoBaH.

KoHdurypaius OygeT BbIMISAETh C/IeAYHOIUM 00pa3oM:
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Switch#configure terminal

Switch(config)#snmp-server community private
Switch(config)#snmp-server host 192.168.1.20 0 private
Switch(config)#ip dhcp snooping

Switch(config)#ip dhcp snooping vlan 1
Switch(config)#ip dhcp snooping binding
Switch(config)#ip dhcp snooping blocked record
Switch(config)#ip dhcp snooping blocked record action trap
Switch(config)#interface gel

Switch(config-if)#ip dhcp snooping trust
Switch(config-if)#exit

Switch(config)#interface ge2

Switch(config-if)#ip dhcp snooping binding user-control
Switch(config-if)#end
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29. DHCP Relay

DHCP Relay — ¢dyHskimonasn, obecreunBaromuii perpadcssiuio DHCP-nakeToB oT KivieHTa
K cepsepy. [lockonbky npotokos DHCP ocHoBaH Ha mmpokoBelriateibHOM paccbiike, DHCP-nakeTsi
He MPOoXOJAT uepe3 MapiupyTusatopbl. KommyTtarop, BeicTynatomumii B poii DHCP Relay, nepexsatbi-
BaeT broadcast maketsl oT DHCP-Kn1eHTa U nepeHarnpapisieT Ux Ha 3aZilaHHbI agpec DHCP-cepBepa
Kak unicast. ITomyurs orBer or DHCP-cepBepa, kommyTarop rnepeHarnpas/iseT rnakersl DHCP-kveHTy,
KOTOPOMY OHU TpefiHa3Hauaiuch. B pesynbrare BHegpeHus DHCP Relay, ogun DHCP-cepBep MoxeT
00C/Ty)KUBAaTh HECKOJIbKO CErMEHTOB CeTH, UTO yZI00HO B aIMUHUCTPUPOBAHKY U TI03BOJISIET YMEHBIINUTh
pasmep L2 cerMeHTOB B CeTH.

KommyTtaropsl SNR-S5210 noagepskuBatoT ABa Buga DHCP Relay:

DHCP Relay (L3) — craHiapTHbIii BUI, TIPH KOTOPOM B KieHTCkoM VL AN momkeH ObITh Ha-
crpoeH IP-azpec;

DHCP Relay Share-VLAN — mno3BoJisieT niepecbiiatb DHCP makeTh! 6e3 HacTpoiiku IP-aapeca

B KimueHTckom VLAN.

29.1 DHCP Relay (L3)

CrangaptHbeiiit DHCP Relay ncrnonb3yeTcs B C1yyasix, KOrja KOMMYTaTOp SIBJISIETCS LLLTFO30M JiIsI
DHCP-knuenTos. [1pu nomom DHCP Relay kommyTaTtop perpancivpyer DHCP nakeTs! oT KiveHTa
K cepBepy U 00paTHO, Tak Kak B 3TOM c/1yuae L2 CBSI3HOCTb MeX/y HUMH OTCYTCTBYyeT. [1j1s1 HacTpoii-
ku DHCP Relay Heobxoaumo riobansHo BkmounTh GyHKIoHan DHCP Relay, ykasats agpeca DHCP

cepBepoB U Bk/tounTh DHCP Relay Ha L3 nHTepdeiice B KOTOPOM HaxOASTCs KJIMEHTHI.

29.1.1 Kondurypanusa DHCP Relay (L3)

1. I'nobanbhoe Bkmouenue DHCP Relay:

Komanpa Onucanune
ip dhcp relay enable I'mobanmpHoe BkmoueHue ¢pyHkiuu DHCP Relay.
no ip dhcp relay enable I'nobanbHoe BrikoueHue ¢pyHkipi DHCP Relay.

! B pesicume 2106aabHol KOHGuU2ypayuu

2. Kondurypuposanue ajpeca DHCP-cepBepa:

Komanpa Onucanue

ip dhcp relay address <ip-address> 3apats [P-agpec DHCP-cepBepa.

Homnyckaetcst KoHpUrypupoBaHue zio 8 IP-aspecos.
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Komanpa Onucanue

no ip dhcp relay address <ip-address> Ynanuth agpec DHCP-cepBepa.

! B pesicume 2106aabHOtU KOHGuU2ypayuu

3. Bkmrouenne DHCP Relay Ha kiueHnTckom L3 uHTepdetice:

Komanga OnucaHue
ip dhcp relay enable Bxmounts DHCP Relay Ha unTepdetice.
no ip dhcp relay enable Otkmounts DHCP Relay Ha unTepdetice.

! B pesicume koHgpueypayuu Interface VLAN

4. IIpocmotp HacTpoek DHCP Relay:

Komanpa Onucanue

show ip dhcp relay OrobpakeHre MH(GOPMALMN O COCTOSTHUH,
HaCTPOeHHBIX UHTepdeiicax U azipecax

DHCP-cepgepos.

! B Admin pedcume

29.1.2 Tlpumep kondurypauyu DHCP Relay (L3)

Cuenapwuii: Ha KommyTaTope Bk/toueHa rnobansHo (yHkims DHCP Relay. DHCP-kmueHT 1ofi-
kitodeH K nuHTepdeiicy VLAN 200 ¢ HacTpoeHHbIM Ha HéM azipecoM 20.20.20.1 u BK/ItOUeHHOM (YHK-
et DHCP Relay. DHCP-cepBep nogkitoueH kK untepdeticy VLAN 100 c agpecom 10.10.10.1. Agpec
DHCP-cepgepa 10.10.10.10. Ha DHCP-cepBepe f0/mKeH HaX0AUThCSI KOH(MDUTYPaLIMOHHBIN (Daiis C my-
som IP-anpecoB u3 cetu 20.20.20.0/24.

Konduryparius Oyzet BbIIVISAETh C/IeAYOIAM 00pa3oM:

switch(config)#ip dhcp relay enable
switch(config)#ip dhcp relay address 10.10.10.10
switch(config)#vlan 100,200
switch(config)#interface vl1anl100
switch(config-if)#ip address 10.10.10.1/24
switch(config-if)#exit

switch(config)#interface vlan200
switch(config-if)#ip address 20.20.20.1/24
switch(config-if)#ip dhcp relay enable
switch(config-if)#exit
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switch(config)#interface gel
switch(config-if)#switchport mode access
switch(config-if)#switchport access vlan 100
switch(config-if)#exit
switch(config)#interface ge20
switch(config-if)#switchport mode access
switch(config-if)#switchport access vlan 200

rF

== )

r—————

E vian100 _ vianz00 P—
Switch

DHCP-cepeep DHCP-kNWeHT

10.10.10.10

Puc. 26: Hacrpoiika DHCP Relay

29.2 DHCP Relay Share-VLAN

DHCP Relay share-vlan ucrnonb3yetcst B ciyuasix, Korjja Ha KOMMyTaTope HekeslaTebHO UMeTh
unTepdetic ¢ [P-agpecom (B 1je/ax 6€30MaCHOCTH, SKOHOMUU a/[PECHOTO MPOCTPAHCTBA U.T.I.) U B TO-
)Ke BpeMsi eCTb HeoOxoauMocTh repechbiiatb DHCP makets Ha cepBep. s BkmoueHnss DHCP Relay
Share-VLAN Heo6xoguMo 17100a/1bHO BKJIIOUMTD JJaHHBINA (QyHKLMOHA/, HacTpouTh uplink uHTepdetic
(B koTopsIii 6ynyT ornpaBasTbesi DHCP-nakeTs!), HacTpouTh IP-agpec DHCP-cepBepa Ha uplink uHTep-

detice 1 HaCTPOUTh KMMeHTCKUM L3 uHTepdeiic u3 koroporo 6yayT nepeckinatbesi DHCP-TakeThl.

29.2.1 Kondurypanusa DHCP Relay Share-VLAN

1. T'no6ansHoe ermroueHrne DHCP Relay Share-VLAN:

Komanpga Onucanue
ip dhcp relay share-vlan enable I'nmobanpHOe BKmoueHne ¢yHkiun DHCP Relay
Share-VLAN.
no ip dhcp relay share-vlan enable I'mo6ansHoe oTkmoueHre ¢pyHKuM DHCP Relay
Share-VLAN.
! B pesicume 2106aabHOl KOHGU2ypayuu
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Komanpa

OnucaHue

ip dhcp relay share-vlan relay-unicast

no ip dhcp relay share-vlan

relay-unicast

! B pesicume 2106a1bHOtU KOHGU2ypayuu

Bxirouenre nepexsara v nepeHanpas/aennss DHCP

Request unicast naketos ot kiveHta Ha DHCP-cepsep.

OtmenuTsb niepeHaripasienre DHCP Request Unicast

naketoB Ha DHCP-cepgep.

2. Bkmouenue uplink-interface:

Komanpa

OnucaHue

ip dhcp relay share-vlan

uplink-interface

no ip dhcp relay share-vlan

uplink-interface

! B pesicume koHgpueypayuu Interface VLAN

3agate uplink-interface gns interface VLAN.
KoMaHzia MO>KeT OBbITh BBITIOJTHEHA TOJIBKO Ha OZHOM
interface VLAN.

Ynamuts uplink-interface c interface VLAN.

Co3pannbie IP-ampeca Share-VLAN 6yayT yzasieHsl.

3. 3apats IP-anpec DHCP-cepgepa:

Komanpa

Onucanue

ip dhcp relay share-vlan address
<IP-address>

no ip dhcp relay share-vlan address

<IP-address>

! B pedsicume koHpueypayuu Interface VLAN

3agath [P-azipec cepBepa Ha uplink-interface.

Ynanute IP-agpec cepsepa.

4. Bknrouenne DHCP Relay Ha kvenTckom L3 nHTepdeiice:

Komanpa

Onucanue

ip dhcp relay share-vlan

customer-interface

no ip dhcp relay share-vlan

customer-interface

! B pesicume koHgpueypayuu Interface VLAN

Bxmounts Share-VLAN Ha K/iMeHTCKOM UHTepdeiice.

Otkstounth Share-VLAN Ha K/IMeHTCKOM UHTepdelice.
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5. [Tpocmotp HacTpoek DHCP Relay Share-VLAN:

Komanpa Onucanue

show ip dhcp relay share-vlan OTtobpaxkeHue WHGOPMAIUHM O COCTOSTHUH, CTaTycCe,
HaCTpOeHHBIX UHTepdelicax u ajjpecax
DHCP-cepsepos.

! B Admin pedicume

29.2.2 Tlpumep kondurypauuu DHCP Relay Share-VLAN

DHCP-knueHT
— Switch1 |
7 =] =
%J,- KX
DHCEepﬂep

Puc. 27: Hacrpoiika DHCP Relay Share-VLAN

CueHnapui:

VLAN 12 nipepHa3HaueH /s yripaBiaeHus: KomMmyTatopoM, B VLAN 13 pabortaeT kiveHT nof-
KaroueHHbIH B mopT 10. Mapmpytuszauus B VLAN 13 He npousBoautcs. Heobxoqumo mepechuiaTh
DHCP 3aripocs! OT K/iMeHTa Ha cepsep ¢ agpecom 1.1.1.1.

st peanv3aly clieHapysi HeoOXOAMMO Ha KOMMYTaTope BK/IIOUWTH I7100anbHO (YHKIMIO ip
dhcp relay share-vlan. Bxkmtounts ¢yHkuuto uplink-interface na VLAN 12 u ykasare [P-agpec DHCP-
cepBepa. Ha kinenTckom uHtepdeiice VLAN 13 BkmtounTh GyHKIHMIO customer-interface.

Kondurypariius 6yzeT BeIIVISAETh CeIyOIIUM 06pa3oM:

switch#configure terminal

switch(config)#ip dhcp relay share-vlan enable
switch(config)#vlan 12,13

switch(config)#interface vlani2

switch(config-if)#ip address 192.168.2.9/24
switch(config-if)#ip dhcp relay share-vlan uplink-interface
switch(config-if)#ip dhcp relay share-vlan address 1.1.1.1
switch(config-if)#exit

switch(config)#interface ge24

switch(config-if)#switchport mode trunk
switch(config-if)#switchport trunk allowed vlan add 12,13
switch(config-if)#exit

switch(config)#interface vlani3

switch(config-if)#ip dhcp relay share-vlan customer-interface
switch(config-if)#exit
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switch(config)#interface gel@
switch(config-if)#switchport mode access
switch(config-if)#switchport access vlan 13
switch(config-if)#end

29.3 DHCP Relay Broadcast Suppress

DHCP Relay Broadcast Suppress — komaHza [/ 1oJjaBieHyst pacrpocrpaHenus: Broadcast
3aripocoB oT kiueHToB B VLAN, rae BkatoueH DHCP Relay (L3) unu DHCP Relay Share-VLAN.

Komanpa Onucanue

ip dhcp relay broadcast supress BKrounTh KOMaH/AY AJis TI0/laB/IeHrsl paclipOCTpaHeHus

Broadcast 3arpocos.

no ip dhcp relay broadcast supress OTK/TIFOUUTHL KOMaHAY AJ1s1 TIOZlaBleHUst

pacripoctpaHenust Broadcast 3arpocos.

! B pesicume 2106aabHOl KOHGU2ypayuu
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30. DHCP-cepBep

DHCP (RFC2131) — cokpatjenrie ot Dynamic Host Configuration Protocol (ITpotokon Ju-
Hamuueckor Kondurypaiuu ¥Y3na). DHCP no3BonsieT AuHamudecky HazHauuThb [P-agpec, a Takke me-
pefiaTh XOCTY Apyrye rapameTphl CeTeBOM KOH(QUryparyy, Takve Kak MapLIpyT 1o yMosyaHuto, DNS-
cepBep, MecTorojiokeHHe ¢aiina obpa3a NMPOIIMBKYU U JpyTHe.

DHCP nmeet apxutekTypy “kameHT-cepBep”. DHCP-kveHT 3anpaimBaeT ceTeBOU afipec U ipy-
rue napametrpsl y DHCP-cepBepa, cepBep npefiocTaB/isieT CeTeBOM afipeC ¥ rapaMeTpbl KOH(UTypalivuu
kmeHTaM. Eciu DHCP-cepBep 1 DHCP-kMeHT HaxoASTCS B Pa3HbIX MOJCEeTSX, /i lepeHarpaBieHus
rakeToB MokeT ObITh HacTpoeH DHCP Relay.

B o611ieM cityuae mpotjecc nmpefocTaBaeHus aipeca U Apyrux AaHHbix o DHCP Beimisaut crie-
JyromyM obpasom:

1. DHCP-knueHT oTnpas/sieT lupokoBelareabHbld 3annpoc DHCPDISCOVER;

2. Ilpu nonyuennn DHCPDISCOVER nakera DHCP-cepBep otnipaBasier DHCP-kveHTy
DHCPOFFER nakeT, cofepkaliyi Ha3HauaeMblil IP-afipec u ipyrye napameTpsl;

3. DHCP-knueHT otnpasinseT mupokosemaressHbii DHCPREQUEST;

4. DHCP-cepBep otnpasssier rnaker DHCPACK kinueHTy U KiaueHT mosiydaet IP-azpec u gpyrue
rapameTpsbl;

BerlieykasaHHble yeThbIpe 3Tara 3aBepliaroT MMPoLecc AUMHAMUYeCKOro Ha3HaueHus apaMeTpoB.
Opnako, ectu DHCP cepep u DHCP-k/ieHT He Haxo[sATCS B OHOW CETH, CEepBep He CMOXKET MOIy-
YUTh LIMPOKOBeLaTe/IbHble TakeTsl, oTripaBieHHble DHCP-keHToM. [l nepecblIKU TakKUX I1aKeTOB
ucronb3yercss DHCP Relay, koTopbiii mepeHarnpaBuT IIMPOKOBelliaTebHbIe nakeTbl 0T DHCP-KueHTa
cepBepy Kak unicast.

KommyTatoper SNR MoryT 6biTh HacTpoeHb! B kKauectBe DHCP cepsepa.

30.1 Kondurypanus DHCP-cepBepa

1. Bktounts DHCP-cepgep:

Komanpa OnucaHue
ip dhcp-server enable Bxmounts pynkumto DHCP-cepsep.
no ip dhcp-server enable Boikmtounts ¢yHkumo DHCP-cepsep.

! B pesicume 2106aabHOl KOHGuU2ypayuu

2. Hactpouts nyn DHCP-aapecos:

Komanpa Onucanue

ip dhcp pool <name> Co3patb myn azgipecoB Ajsi DHCP-cepBepa 1 BOWTH B

PEXXHUM ero KOHQUTypUPOBaHUS.
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Komanpa

OnucaHue

no ip dhcp pool <name>

! B pesicume 2106aabHOtU KOHGuU2ypayuu

Ynanuts nyn aapecos a1 DHCP-cepsepa.

2.1. Hactpouts nepesiaBaeMble TlapaMeTphbl:

Komanpa

Onucanue

network-address {<IP-address> |

<IP-network>/<mask>} {<IP-address-

start-range> } { <IP-address-stop-range>}

no network-address

! B pesicume koHgpuzypayuu DHCP pool

IobaBuTh 06sacTh agpecos B TeKymuii DHCP pool, a
TaK)Xe Haya/IbHbIM M KOHEUHBIW aZjpec UCT0/Ib3yeMOro

AHradllda30Ha B 9TOM 006/1aCTH.

Ynamuth 06macte agpecor u3 Tekyiiero DHCP pool.

default-route {<address1> |

<hostname>}

no default-route

! B peacume koHpueypayuu DHCP pool

3a/aTh LT3 110 YMOJTYaHUIO.

Y,E[aJII/ITL aZipecC IJIH03d 110 YMOJ/TYdaHUIO.

dns-server{<address1> | <hostname>}

no dns-server

! B pescume koHgpuzypayuu DHCP pool

3azartb agpec DNS-cepsepa.

Ynanute agpec DNS-cepsepa.

option-121 hex <hex-string>

no option-121

! B pescume koHpuypayuu DHCP pool

3azath 3HaueHue ornuy 121 B hex dopmare ( AvHa

npedukca, ajipec nipeduKca, IIUTH03)

OtkirounTh Nnepejauy onuuu 121.

option-60 {ascii <ascii-string> | hex

<hex-string> | ip <ip-addr>}

no option-60

! B pexcume KoHgpueypayuu DHCP pool

3agark 3HaueHue onuuuy 60 B ascii uu hex popmare

WK yKa3aTb OAUH WX HeCKOonbKo IP-afpecos.

OTtkirounTs nepesgavy ornuuu 60.
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Komanpa Onucanue
option-43 {ascii <ascii-string> | hex 3ajaTh 3HaueHHe oriuu 43 B ascii wim hex gopmare
<hex-string> | ip <ip-addr>} WM yKa3aThb OIH WU/ HeCKOoJIbKo [P-azpecos.
no option-43 OTK/IIOUUTH Nepeavy OornLuu 43.

! B pescume koHguzypayuu DHCP pool

max-lease-time <seconds> 3a/iaTh MaKCMMaJIbHOe BpeMsi apeH/Ibl ajipeca B
CeKyH/ax.
no max-lease-time BepHyTb 3HaueHue 1o ymonyanuto — 7200 cekyHz.

! B peacume koHgpueypayuu DHCP pool

default-lease-time <seconds> 3ajaTh BpeMsi apeH/ibl ajipeca B CeKyH/[aX,
HCII0/Ib3yeMOe B CJlyuae, eC/I KJIMeHT CaMOCTOSITe/IbHO
He yKas3ajl BpeMsl UCII0/Ib30BaHuUs aJjpeca.

no default-lease-time BepHyTb 3HaueHue no ymonmuanuro — 600 cexyH,.

! B pexcume koHgpueypayuu DHCP pool

3. HacTpouTh MOCTOSTHHO BbIJleIsieMbIi afipec Jisl XOCTa:

Komanpa Onucanue
ip dhcp-server hardware-address 3agate MAC-agpec a/ist GUKCMPOBAaHHOTO Ha3HAUeHUSsI
{<name>} {<hw-addess>} ajpeca.
{<ip-addess>}
no ip dhcp-server hardware-address Ynanute MAC-azpec ajist GUKCHPOBaHHOTO
<ip-addess> Ha3HaueHus ajipeca.

! B pedicume 2106a1bHOIU KOHuU2ypayuu

4. TIpocMoTp vH(pOpMaIUK U AUarHOCTHKA:

Komanga OnucaHue
show ip dhcp-server [Tpocmortp cratyca DHCP-cepBepa.
show ip dhcp binding [TpocmoTtp BhiiesieHHbIX [P-agpecos.

! B Admin pedcume
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30.2 TIpumep koHpurypauyu DHCP-cepBepa

B npumepe yka3zana Hactpoiika DHCP-cepsepa a4 Beigenenust IP-agpecos B VLAN 1 u3 guana-

30Ha 10.16.1.2 - 10.16.1.253. JononauTtensHo o DHCP BeiaeTcst MapupyT 110 ymosyanuyro Ha 10.16.1.1,

aapec DNS-cepepa - 10.16.1.254 u cratnueckuii MapuipyT Ha ceTb 192.168.12.0/24 Ha w03 10.16.1.254.

[P-agpec 10.16.1.210 ¢ukcupoBaHHO 3a/aH [/s1 Ha3HaUeHUsI yCTPOUCTBY, umeroiemy MAC-

agpec 0000.2223.ABCD.

Switch#configure terminal

Switch(config)#ip dhcp-server enable
Switch(config)#interface vlanl

Switch(config-if)#ip address 10.16.1.1 255.255.255.0
Switch(config-if)#exit

Switch(config)#ip dhcp pool A
Switch(config-dhcp-pool)#network 10.16.1.0/24 10.16.1.2 10.16.1.253
Switch(config-dhcp-pool)#max-lease-time 3600
Switch(config-dhcp-pool)#default-route 10.16.1.1
Switch(config-dhcp-pool)#option 121 hex 18COA80COA1001FE
Switch(config-dhcp-pool)#dns-server 10.16.1.254
Switch(config-dhcp-pool)#end

30.3 Pemenue npodsiem npu HacTpoiike DHCP-cepBepa

.

Ecmu DHCP-kneHT He MoxkeT nonyunts [P-azpec v gpyrue cereBble rapameTpel, IIOC/Ie Ipo-

BE€PKH Kabesis U KITMeHTCKOro 060py,£[OBaHI/IH djieayeT BBINIO/JIHUTE CJIeAYyroLiee:

* [Iposepsre, 3anyueH 1 DHCP-cepsep;

* Eciu DHCP-cepBep U K/IMEeHT HaxO[ATCS He B OJHOW CeTU U He UMeIOT TpsiMoit L2-CBSI3HOCTH,

TIpOBepbTe, HACTPOeHa Jid Ha KOMMYTaTope, 0TBevarollleM 3a MepechUIKy rakeToB, pyHkius DHCP

Relay;

* IIpoBepsre, umeeT 11 DHCP-cepBep afipecHsblil My B TOM )Ke CerMeHTe, UuTo U ajpec interface

VLAN kommyTaropa, repeHarnpassstoiero DHCP-nakeTsl.

DHCP-cepBep
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31. DHCPv6 Snooping c Option 18/37/38

DHCPv6 Snooping ¢ Option 18/37/38 npeanasHaueH /151 6;okupoBku DHCPv6-0TBeTOB OT cep-
Bepa Ha HeZIOBepeHHbIX MOPTax, a TakXKe J71s1 BcTaBku oniuii 18, 37 u 38 B DHCPv6-nakeThl OT KJTMEHTOB,
o aHasnoruu ¢ DHCP Snooping u onijueii 82.

DHCPvV6 nakeThI OT K/IMeHTa OTIIPaBJISItIOTCA TOMBKO B trust mopTel. DHCPVG nakeTs! OT cepBepa

IIPUHUMAIOTCsI TOJIBKO Ha trust rmoprax.

31.1 Hacrpoiika DHCPv6 Snooping

1. Bkimtounts DHCPvV6 Snooping:

Komanpa Onucanue
ipv6 dhcp snooping Bxmounts dynkuuro DHCPv6 Snooping rio6ansHo.
no ipv6 dhcp snooping Brikmounth dyHkumuo DHCPvV6 Snooping rinobanisHoO.

! B pedsicume 2106a1bHOI KOHpUypayuu

ipv6 dhcp snooping vlan <vlan-range> | Bxtounts ¢pyHkimo DHCPv6 Snooping Ha auamna3soHe

VLAN.
no ipv6 dhcp snooping vlan Boikmtounts ¢yHkiuo DHCPv6 Snooping Ha
<vlan-range> nuariazoHe VLAN.
! B pedicume 2106a1bHOIU KOHuU2ypayuu
2. HacTpouTs fil0BepeHHbIe TTOPTHI:
Komanja Onucanue
ipv6 dhcp snooping trust HasHaunTe OpT B KaueCcTBe [JOBEPEeHHOTO.
no ipv6 dhcp snooping trust Ha3HauuTh MOpT B KaueCTBe Hel0BepPEHHOTO

(Mo ymon4aHuto).

! B pesxcume koHgu2ypayuu nopma

3. Bkrounts 100aBnenve omiuu 18/37/38:

Komanpa Onucanue
ipv6 dhcp snooping {interface-id | Bxmounts fobaBneHue (3aMeHy) OIMLWK:
remote-id | subscriber-id} option 18 — interface-id;

37 — remote-id;

38 — subscriber-id.
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Komanpa

OnucaHue

no ipv6 dhcp snooping {interface-id |

remote-id | subscriber-id} option

! B pesicume 2n06aabHol KOHGuU2ypayuu

Brik/mounTh fo6aBaeHue onuyi 18/37/38.

4. 3agath 3HaueHue omiuu 18/37/38:

Komanpa

Onucanue

ipv6 dhcp snooping information option
self-defined {interface-id <interface-id>
| remote-id <remote-id> | subscriber-id

<subscriber-id>}

no ipv6 dhcp snooping information
option self-defined {interface-id |

remote-id | subscriber-id}

! B pesicume 2106a1bHOtU KOHGuU2ypayuu

3a/aTh KOHTEKCT OILUU:

18 — interface-id <interface-id>,

37 — remote-id <remote-id>,

38 — subscriber-id <subscriber-id>

B [IBOMHBIX KaBbIUKax He /IJIMHHee 64 CUMBOJIOB,
repe/iaBaeMblii B KauecTBe cab-omiuu, AobaBisieMoli B
DHCPv6-3anpocksl, ronyyeHHble ¢ HHTepdetica.
B03M0KHO yKa3aTh C/iefyrolue KIoun:

%v — Homep VLAN;

%M — nokanbHbelli MAC B BepXHEM PerucTpe;
%m — siokasnbHbINE MAC B HU)KHEM PETUCTpE;
%R — kmuenTckuii MAC B BepXHEM PerucTpe;
%r — kmeHTCkU MAC B HYDKHEM perucrpe;
%p — HOMep T10pTa;

%S — HOMep B CTEKe;

%h — M4 xocra.

OTMeHUTh yCTaHOBJ/IeHHOe 3HaueHue oruuu 18/37/38.

5. 3azgate opmar onuuu 18/37/38:

Komanpa

OnucaHue

ipv6 dhcp snooping information option
self-defined {interface-id | remote-id |

subscriber-id} format {ascii | hex}

! B pedxicume 2106a1bHOI KOHpuU2ypayuu

3agath dhopmar ascii umm hex s ormuu 18/37/38.

[To ymonuanuto npuMeHsieTcst popmar ascii.

DHCPv6 Snooping ¢ Option 18/37/38
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6. [Ipocmotp cocrosiuuss DHCPv6 Snooping:

Komanpa Onucanune

show ipv6 dhcp snooping Oto6pa3uth coctossae DHCPvV6 Snooping 1
KOH(UrypaLuio Ha UHTepdeiicax.

! B Admin pedcume

31.2 Tlpumep Hactporiku onuuu 37 u 38 s DHCPv6 Snooping

SwitchB
gel
s gl SWitchA
EEral
/gez ge3/ ge\

MnK1 nK2 MNK3

Puc. 28: Hactpoiika DHCPv6 Snooping Option 37/38

Kak nokazano Ha pucyske 28, 1K1, [1K2 u T1K3 nogk/itoyeHbl K HeJOBEPEHHBIM MOpTaM ge2,
ge3 u ged, u c nomotsro DHCPv6 nonyuatot IP-agpeca. DHCPvG6-cepBep NOJK/IOUEH K JOBEPEHHOMY
nopty gel. Ha kommyTarope Switch A BktoueHa gynkiuss DHCPv6 Snooping v HacTpoeHs! onuuu 37
u 38.

Konduryparus kommyTtatopa Switch A Gyzet BoIIsiieTh ciefyroium obpa3om:

SwitchA#configure terminal

SwitchA(config)#ipv6é dhcp snooping

SwitchA(config)#ipv6 dhcp snooping vlan 1

SwitchA(config)#ipv6 dhcp snooping remote-id option
SwitchA(config)#ipv6é dhcp snooping information option self-defined
remote-id "Port %p, Vlan %v"

SwitchA(config)#ipv6 dhcp snooping subscriber-id option
SwitchA(config)#ipv6 dhcp snooping information option self-defined
subscriber-id "local MAC: %M"

SwitchA(config)#interface gel-4

SwitchA(config-if)#switchport access vlan 1
SwitchA(config-if)#exit

SwitchA(config)#interface gel

SwitchA(config-if)#ipv6é dhcp snooping trust

SwitchA(config-if)#end
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32. SAVI

SAVI (Source Address Validation Improvement) — MexaHu3M, [103BOJISIFOLLMI KOHTPOJIMPOBAaTh
IPv6 Tpaduk c momMolIbio poBepku cooTBeTcTBUs [P 1 MAC-a/ipecoB HCTOYHMKA C OUHAMHT Tabuiied
(Binding State Table, BST), a Take 3all[UIIaTbCS OT HeJIETUTUMHBIX RA coobimenuii. 3arcu B BST
co3patorcst Ha ocHoBe DHCPvV6 coobienuii, mepexearbiBaeMbiX (GyHKIoHasiom DHCPv6 Snooping.
ITpu rnobansHOM BKmoueHnr SAVI Ha moprax 6e3 Hactpoiiku ’ipv6 nd snooping trust’ 6y10KUpyrOTCS
Bce RA coobuienusi. [Tpu Bkmtouennu SAVI Ha nopty 6okupyrorcst Bce IPv6 makeTsl, y koTopbix IP
1 MAC ucrounuka, a Takke VLAN He cootBetctBytoT BST (3a uckmouennem nakeroB c link-local

aapecoB u DHCPv6 nakeToB).

32.1 Hactpoiika SAVI

1. BkmrouuTs dyHKUMI0 SAVI:

Komanpa Onucanue
savi enable Bxnrountsb pyHKIMoHan SAVI.
no savi enable Brixmtounth QyHKIMOHaN SAVI.

! B pesicume 2n06aabHol KOHGuU2ypayuu

2. 3agate MeToz, 0OHapykeHusi SAVI:

Komanpa Onucanue
savi ipv6 dhcp-only enable BkittounTh 3arosiHeHue Tabuipl BST Ha ocHOBe
DHCPv6 coobirieHui.
no savi ipvé dhcp-only enable BrikmtounTh 3arnosiHeHne Tabnuipl BST Ha ocHOBe
DHCPV6 coo0iijeHHH.

! B pesicume 2106aabHol KOHGuU2ypayuu

3. Bkrounts Bammganuio IPv6 tpaduka cornmacHo tabnwvisl BST:

Komanja Onucanue
savi ipv6 check source ip-address Bx/tounTh KOHTPOJIb Tpauika Ha TIOPTY COTIaCHO
mac-address Tabnmiel BST.
no savi ipv6 check source ip-address BBIK/TIOUMTE KOHTPOJIb TpadrKa Ha MOPTY COT/IaCHO
mac-address Tabmupel BST.

! B pedxicume KoHuypayuu nopma
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4. BKtounTh OrpaHUUeHre Ha KOJIMYeCTBO 3aruceld Ha TOpTY:

Komanga

Onucanue

savi ipv6 binding num <0-100>

no savi ipv6 binding num

! B pedsicume koHpuzypayuu nopma

BK/rounTh OrpaHruyeHue Ha KOJIM4eCTBO CO3/aBaeMbIX
3arvceit B BST ay1s nmopra.
IIpu ycraHoBke 3HaueHus ”0” 3amvcy Ha MOpPTY

CO3/1aBaThCs He OyayT.

BBIK/THOUNTE OrpaHrM4eHKe Ha KO/IM4eCTBO CO34dBd€MBIX

3anucel B BST s nopra.

5. bnokuposka ND RA-nakeToB Ha HeJOBEPEHHbBIX MMOpPTax:

Komanpa

Onucanue

ipv6 nd snooping trust

no ipv6 nd snooping trust

! B pedxicume KoHpueypayuu nopma

Cpenatb riopT foBepeHHbIM 111 ND RA-nakeToB.

Cpenarp nopt HepoBepeHHbIM Ay11 ND RA-nakeToB.

6. IIpocmotp Tabmier BST:

Komanpa

OnucaHue

show savi ipv6 check source binding

[interface <if-name>]

! B Admin pedicume

Otobpa3uts Bcro Tabmuiy BST vnm 3anucy Ha

oripeziesieHHOM HUHTepetice.

7. Ounctka Tabmuier BST:

Komanpa

Onucanue

clear ipv6 dhcp snooping binding
{ipv6 <ipv6> | mac <mac> | interface

<if-name> | vlan <vlan-id> | all }

! B Admin pedcume

Oumncruts 3anvcu B Tabmure BST ¢ tunom ”dhep”.
ipv6 <ipv6> — yzanuTh 3anucy ¢ yka3aHHbIM IPv6
azipecom;

mac <mac> — yJaJUTh 3a1icH ¢ ykazaHHbiM MAC -
azipecom;

vlan <vlan-id> — yganuTh 3anucu ¢ ykazaHHbIM
VLAN;

interface <if-name> — yznanuTh 3anucH ¢ ykazaHHBIM
uHTepdeticom;

all — yzpanute Bce 3anuci.
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32.2 TIlpumep KoHpurypanyu SAVI

st ocy1iecTBIeHUs MPOBePKY NMOAAMHHOCTU IPv6-aipecoB B rpefiesiax JIOKaJbHOM CeTU 1 KOH-
TPOJISI UX BaJUAHOCTH HeoOX0quMO BK/IIOUMTH (hyHKIMoHAn SAVI. ITopT gel Ha3HAUWTh JOBEPEHHBLIM
s nporokosioB DHCPv6 v ND, Tak Kak 3a HuM Haxozutcss DHCPv6 cepsep. Ha nopry ge2, 3a KoTo-
pbiM HaxoauTcst DHCPV6 KireHT, Heo0X0MMO BK/TFOUMTh (DYHKIIHUIO KOHTPOJISI TTPOBEPKU MOTMHHOCTH
T0/1b30BaTeJIst /1St co3/jaHus 3arucei B Tabmuiie BST ¢ orpaHruueHreM B 5 3amuceil.

Kondurypaiius Oyzet BuIMVISiAETh C/ieyHOIUM 00pa3oM:

Switch#configure terminal
Switch(config)#ipv6 dhcp snooping
Switch(config)#ipv6é dhcp snooping vlan 1
Switch(config)#savi enable
Switch(config)#savi ipv6é dhcp-only enable
Switch(config)#int gel
Switch(config-if)#ipv6 dhcp snooping trust
Switch(config-if)#ipv6 nd snooping trust
Switch(config-if)#exit

Switch(config)#int ge2
Switch(config-if)#savi ipv6 binding num 5
Switch(config-if)#savi ipv6 check source ip-address mac-address
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33. PPPoE Intermediate Agent

PPPoE (Point to Point Protocol over Ethernet) — TyHHeMpyOILIUiA TPOTOKOJI, KOTOPbIM ITO3BOJIS-
eT MHKarcyaupoBars [P unm ipyrue npoTtokossl uepes coefuHenus Ethernet, yctaHaBnvBas coeZiluHeHHe
«TOYKa-TOUKa», KOTOpPOe UCIMO/b3YyeTCsl //Is1 TpaHCIOPTUPOBKY [P-nakeToB. Takoe coefiHEHHE MOXKET
ObITh ycTaHOBIEeHO ¢ BRAS, mipejocTaB/isist TI0/Ib30BATe/TIO ITUPOKOIIO/IOCHBIN JOCTYIT M UCTIONB3YIOIee
ayTeHTU(UKALIMIO.

PPPoE Intermediate Agent npefocTaB/isieT BOSMOXXHOCTb MHKAICy/IUpoBaTh B nakeTsl PADI
(PPPoE Active Discovery Initiation), PADR (PPPoE Active Discovery Request) u PADT (PPPoE Active
Discovery Termination) f0To/IHUTe/IbHBIE JlaHHbIE, UEHTU(PULIMPYIOII[e MeCTOIO0/I0KeHe T0/1b30Ba-
Tesist, Harpumep MAC-aipec KOMMYyTaTOpa, OPT KOMMYyTaTopa, vlan mosb3oBaresis, 4To obecreurBaeTr
JIOTIOTHUATE TbHbIe BO3MO)KHOCTH [I71s1 poBepKu nogiuHHOCTU. PPPOE Intermediate Agent Takyke BK/HO-
yaeT B cebs1 PyHKIMIO ZI0OBePEHHOT0 MopTa pppoe intermediate-agent trust, KoTopast T03BoJIsieT 3a6/10-
KUPOBaTh rnprem HexesareabHbIXx PADO 1 PADS-nakeToB ¢ He[JoBepeHHbIX MOPTOB. DYHKLIMS BK/IFOUa-
€TCS Ha TIOPTY, 38 KOTOPbIM HaXOAUTCS CepBep.

st HacTpotiku BcraBkH B nakeT vendor-specific TAG HeoOxoaumo:

1) BxrouuTh miobansHO oniuio PPPoE Intermediate Agent;

2) 3apark cab-omiuto Circuit-ID - uaeHTH(UKATOP MOAMCUMKA (C KAKOTO TIOPTa TIPUXO/UT 3a-
nipoc) w/unu Remote-ID - ynaneHHbi uaeHTrudrKaTop (MAeHTU(PUKATOP CaMOTr0 PeTPaHC/ISATOpa).

®opmar Circuit-ID u Remote-ID 3az1aeTcs B Buzie 111abi0Ha, B KOTOPOM MOKHO yKa3aThb TIPOU3-
BOJIbHBIM TEKCT C K/IF0YaMH, 3HaUeHHsI KOTOPBIX MOZCTAaB/ISAIOTCS B MOMEHT ()OPMHUPOBAHUS OILWH.

[Tpumep mabsoHa onmyu PPPoE-nakera:

IITa6/10H IIpumep B KogupoOBKe ascii IIpumep B KopupoBke hex
interface %p interface ge2 69 6e 74 65 72 66 61 63 65 20 00 02
vlan%v vlan100 76 6¢ 61 6e 00 64
MAC - %R MAC - 00:D8:61:6F:E4:CC 4d 41 43 20 2d 20 00 d8 61 6f e4 cc
PORT - %p PORT - ge7 50 4f 52 54 20 2d 20 00 07
%Vv%p 100ge2 00 64 00 02

3) 3az1aTh KOJUPOBKY ascii wiu hex /s TekcTa B mepesaBaeMoit cab-omnmun Circuit-ID 1 Remote-
ID. Ecsii KOAMPOBKY He yKa3bIBaTh, TO 110 YMOTUaHUIO Oy/|eT UCII0/Ih30BaThCs ascii;

4)Bxsmounth omniuio PPPoE Intermediate Agent Ha uHTepdetice, B KOTOpoM OyzeT 106aBAATbCS
B nakeT vendor-specific tag;

5) IMopr, 3a koTopbiM HaxoauTcst PPPoE-cepBep, Ha3HaUMTh B KaueCTBe JJO0BEPEHHOTO.
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33.1 Kondurypanusi PPPoE Intermediate Agent

1. BxrounTh miobansHO oniuio PPPoE Intermediate Agent:

Komanpa

OnucaHue

pppoe intermediate-agent

no pppoe intermediate-agent

! B pedsicume 2106a1bHO1 KOHUYpayuu

Bxmtounts oniuio PPPoE Intermediate Agent

100abHO.

OtkstounTs oruto PPPoE Intermediate Agent

100aIbHO.

2. 3azathb cab-omiuio, 100aB/IsieMble

T0JIs1 U KOZIMPOBKY:

Komanpa

OnucaHue

pppoe intermediate-agent self-defined
{circuit-id | remote-id} {<string> | ascii |
hex}

no pppoe intermediate-agent

self-defined {circuit-id | remote-id}

! B pesicume 2n06aabHol KOHGuU2ypayuu

3agath cab-omiuro circuit-id v remote-id u
HaCTpPOUTh /100aBrsieMble TI0Isl, yKa3aB KOHTeKCT
<string> B JIBOMHBIX KaBbIUKax He JyIMHHee 64
CUMBOJIOB, TIepeiaBaeMblii B KaueCTBe Cab-OMIuu ¢
KOJUPOBKOM ascii uiu hex.

B KOHTeKcTe MOXXHO yKa3aTb C/e[lytolye K/I0un:
%v — Homep VLAN;

%M — nokanbHbIi MAC B BepXHEM perucTpe;
%m — nokanpHbld MAC B HWKHEM Perucrpe;
%R — kmmentckuiit MAC B BepxHeM perucTpe;
%r — knmeHTCkU MAC B HW)KHEM PeTUcCTpe;
%p — HOMep T0pTa;

%S — HOMep B CTeKe;

%h — ums4 xocra.

Ynanuthb cab-onmuio circuit-id wim remote-id 1 BepHYTb

KOJMPOBKY 10 YMO/TYaHUIO B ascii.

3. Hactpouts PPPOE Intermediate A

gent Ha UHTepdetice:

Komanga

Onucanue

pppoe intermediate-agent

no pppoe intermediate-agent

! B pedxicume KoHuypayuu nopma

Bxmounts (pynkiuto PPPoE Intermediate Agent.

OTtkmounth QyHKUMI0 PPPOE Intermediate Agent.

PPPoE Intermediate Agent
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Komanpa

OnucaHue

pppoe intermediate-agent self-defined
{circuit-id | remote-id} {<string> | ascii |
hex}

no pppoe intermediate-agent

self-defined {circuit-id | remote-id}

! B pescume koH¢pu2ypayuu nopma

3agatk cab-omnuuro circuit-id vy remote-id u
HaCTPOUTH /100aB/IsieMble TI0J1s1, YKa3aB KOHTEKCT
<string> B IBOMHBIX KaBbIUKax He JJIMHHee 64
CUMBOJIOB, Ilepe/iaBaeMblii B KauecTBe Cab-0MLuu ¢
KOJIMPOBKOM ascii niu hex.

B KOHTeKCTe MOXXKHO yKasaTb C/ie[lyroIye K/II0Un:
%v — Homep VLAN;

%M — nokanbHbli MAC B BepXHEM PerucTpe;
%m — yiokanbHbIi MAC B HU)KHEM PeTUCTpE;
%R — xmmentckuit MAC B BepxHeM PerucTpe;
%r — kmeHTCkU MAC B HYD)KHEM perucTpe;
%p — HOMep T0pTa;

%S — HOMep B CTEKe;

%h — M4 xocra.

YnanuTh cab-omuuo circuit-id wam remote-id.

pppoe intermediate-agent trust

no pppoe intermediate-agent trust

! B pedxcume KoHueypayuu nopma

Ha3HauWTh NOpT B Ka4eCTBe JJOBEPEHHOTO.

HasHauuTh NOpPT B KayeCTBe HeJJOBEPEHHOTO.

33.2 TIlIpumep koHpurypanyu PPPoE Intermediate Agent

—’\\_\\gel

. xel

r—
=

A— /}EE
-I’

Puc. 29: Koudwurypaiusi PPPoE 1A

PPPoE Intermediate Agent
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Kak noka3aHo Ha pucyHke 29, PPPoE-kiueHTbI U cepBep nofk/roueHsl K ogHou L2 Ethernet cetu.
KiveHThl NogK/IIOUeHbI K TIopTam gel u ge2, a cepBep HaxoguTCs 3a mopToM xel. Ha K/IMeHTCKUX mop-
tax B PPPoE-niakeTn! TpebyeTcs BcTaBnsTe Vendor-specific-tag B opmare ascii: circuit-id - ”interface
<umsi_nopta>" u remote-id - "mac-address <MAC-agpec koMmMyTaTopa>".

Kondburypaius OygeT BbIIISAETL C/IeAYOIUM 00pa3oM:

Switch#configure terminal

Switch(config)#pppoe intermediate-agent

Switch(config)#pppoe intermediate-agent self-defined circuit-id ascii
Switch(config)#pppoe intermediate-agent self-defined circuit-id
"interface %p"

Switch(config)#pppoe intermediate-agent self-defined remote-id ascii
Switch(config)#pppoe intermediate-agent self-defined remote-id
"mac-address %m"

Switch(config)#interface xel

Switch(config-if)#pppoe intermediate-agent trust
Switch(config-if)#exit

Switch(config)#interface gel

Switch(config-if)#pppoe intermediate-agent

Switch(config-if)#exit

Switch(config)#interface ge2

Switch(config-if)#pppoe intermediate-agent

Switch(config-if)#end
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34. AAA

AAA — cokpaiijenue ot Authentication (Aytentudukaius), Authorization (ABropu3sariys) u
Accounting (Yuér). Vcrosb3yeTcst Ipy NpejoCTaB/AeHuH [JOCTyTa B CeTh, K yIpaB/ieHu0 000pyoBa-
HUEeM U yIpaB/ieHus 3TUM AocTtyrnom. Hanbosiee pacnipocTpaHEHHBIMU MIPOTOKOIAMU /IS LI€HTPAJTH30-
BaHHOrO ynpasiaeHuss AAA asistorcs RADIUS u TACACS+.

34.1 RADIUS

RADIUS — ofyH 13 cambIX paclpOCTPaHEHHBIX CeTeBbIX K/IMEeHT-CepBePHBIX [POTOKOJIOB, UC-
TM0/Ib3yeMbli /1151 LIeHTPaIn30BaHHOIO YIIpaB/ieHusl aBTopU3aliiel, ayTeHTU(QUKaLeil U yuéTa npu 3a-
Trpoce /I0CTYTa I0JIb30BaTe el K pa3MuHbIM ceTeBbIM cay>k0am. KimeHT RADIUS 06bIYHO UCIIO/B3Y-
eTCs Ha ceTeBoM ycrpoicTse ayist peanu3anii AAA. Cepep RADIUS xpanut 6a3y gaHHbIX it AAA

Y CBsI3bIBAeTCS C K/IMeHTOM uepe3 npotokos RADIUS.

34.1.1 Kondurypanusa RADIUS

1. Hactpoutes RADIUS-cepBep 1 ero nmapameTphl:

Komanga OnucaHue
radius-server host {A.B.C.D | Hactpouts RADIUS-cepgep c IP-agpecom A.B.C.D
<hostname>} [key {0 | 7} <string>] win uMeHeM <hostname>.

[auth-port <port1>] [acct-port <port2>] key {0 | 7} <string> — kmtou RADIUS-cepBepa,
[retransmit <n>] [timeout <sec> ] 0 — B OTKPBITOM BU/Ie,

7 — B IIM(PPOBAHHOM;

auth-port <port1> — 3agats noptr RADIUS gns
ayTeHTU(UKaIMK (1Mo ymomuaHuo — 1812);
acct-port <port2> — 3a/1aTh MOPT AJis1 aKKayHTHUHTa
(mo ymosnmyanuo — 1813);

retransmit <n> — KOJIMYeCTBO TOTMbITOK ITOBTOPHOM
otripaBku naketoB Ha RADIUS-cepsep

(no ymonmuanuto — 0);

timeout <sec> — TaliMayT O)KW/|aHUSI OTBETA OT

cepBepa (110 yMO/TUaHUIO — 5 CeK.).

no radius-server host {A.B.C.D | Ynanute RADIUS-cepBep u3 KoHGUTryparuu.

<hostname>}

! B pesicume 2n06aabHoll KoHGu2ypayuu
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Komanpa Onucanue
radius-server host {<ip-address> | [IpyMeHUTb PeXKUM, B KOTOPOM paHee HaCTPOeHHbIN
<hostname>} access-mode igmp RADIUS-cepBep OyaeT UCMO/Ib30BaThCs TOJIBKO /IJIST

ayreHtuukaumu IGMP Snooping.

CepBep C JaHHBIM PEXXUMOM UCII0/Ib3YeTCs B
TIPUOPUTETHOM TopsjKe. Ecmm Takux
RADIUS-cepBepoB HeCKOJIbKO, TO IIPUOPUTETHOCTD
orpeie/isieTcs MOPSIIKOM B KOH(PUTypaLMOHHOM (aiise.
[Tpu HanMMUKKY TOMBKO OFHOTO HACTPOEHHOTO CepBepa
RADIUS c access-mode igmp, ayTeHTH(dUKALUS
T0J/Ib30BaTesiel yepe3 aHHbIM CepBep BBINOMHITHCS He

Oyzer.

no radius-server host {<ip-address> | OTMeHUTb YCTaHOBJ/IEHHBIN PEXKUM.

<hostname>} access-mode igmp

! B pesicume 2n06aabHol KOHGuU2ypayuu

2. Co3pars rpynny cepBepoB RADIUS (omijuoHaibHO):

Komanpa Onucanue
aaa group server radius <name> Co3sparb rpynny cepsepoB RADIUS.
no aaa group server radius <name> Ynanuts rpynmny cepsepoB RADIUS.

! B pesicume 2106aabHol KoHGuU2ypayuu

3. lobaBuTth cepsep B rpymiy cepepoB RADIUS (omnmpoHanbHO):

Komanja Onucanue
server {A.B.C.D | <hostname>} IobaButs RADIUS-cepBep B rpymmy.
no server {A.B.C.D | <hostname>} Ynanute RADIUS-cepBep U3 rpymnisl.

! B pesxcume koHguzypayuu 2pynnbi
cepgepos RADIUS

34.1.2 Tlepegaua ypoBHA NMpHBUJIervi nmosib3oBarens uepe3 RADIUS

[l51st mepesjaurt YpOBHSI TIPUBUJIETM HEOOXOAMMO, UTOOBI B OTBETe Ha 3arpoC ayTeHTH(HUKALUH

RADIUS-cepBep ornpassii vendor-specific arpubyT ¢ kogom 240 1 co 3HaueHHueM YPOBHSI TPUBUJIET U
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3Hauenue arpudyra RADIUS-cepBepa YpoBeHb NpUBU/IEruu
1 network-user
10 network-operator
15 network-administrator

B 3TOM C/lyuae mosib30BaTest0 aBTOMaTHUyeCKU Ha3HAuaroTCs paBa B COOTBETCTBUM C TIOyUeH-
HBbIM YPOBHEM IpuBuMieruil. Ecv ypoBeHb NPUBKMIIET M He TTepe/iaeTcsl, TO [0 YMOJ/TYaHUIO M0/Ib30BaTe b
rojiy4aeT npuBuieruy network-administrator.

[Tpumep HacTpo¥KY Nepesiaun ypoBHs npusuiieruii fs FreeRadius cepsepa.

B aupekropuu freeradius coszaem datiin (croBaps) /usr/share/freeradius/dictionary.snr co cieay-

IOLL[UM COZleP>KUMBbIM:

VENDOR SNR 40418

BEGIN-VENDOR SNR

ATTRIBUTE SNR-User-Priv 240 integer
END-VENDOR SNR

B koHdurypatmonnsiii datin /usr/share/freeradius/dictionary go6apsnsieMm co3faHHbIA HAMU CJIO-

Baphb:

[ $INCLUDE /usr/share/freeradius/dictionary.snr ]

B caiine /etc/freeradius/users co3zaem rosyib3oBarerisi ¢ He0OXoAUMBIM ypoBHeM nipuBumiernii (1,10
umm 15):

user Cleartext-Password := "password"
SNR-User-Priv = 10

34.1.3 TlIpoBepka napoJs enable yepes RADIUS

[pu BK/IFOUEHWY TTPOBepKHU Mapovisi enable uepe3 RADIUS, Haripumep KoMaH/ioi “aaa authentication
enable group radius”, kommyTarop ormpaeisier Ha RADIUS-cepBep 3aripoc aBTOpU3alui ¢ UMeHeM
nonb3oBatesis $enab15%$. CoorBeTcTBeHHO Ha RADIUS-cepBepe fo/mkeH ObITh 3aBe/ieH TaKoM IM0JTb30-

BaTeJib.

34.2 TACACS+

TACACS+ nipezicrasnsieT coboii moxoxuii Ha RADIUS ceaHCOBBIN TTPOTOKOJT KOHTPOJISE OCTY-
na. ITporokon TACACS+ ucnonb3yeT TpU He3aBUCHUMble PYHKLMU: AyTeHTU(QUKaLUs, ABTOpr3aLys U
AxkkayHTuHr (yuét). B ormmume ot RADIUS npotokon TACACS+ ucnonbs3yetr TCP u mmdpoBaHue
repe/iaBaeMbIX JJaHHBIX f71s1 00ecrieuerust 6e3omacHocT. TACACS+ MoXeT ObITh MCTIOb30BaH MPU aB-

TOpHU3al[MU U ayTeHTU(HUKAI[|UK 110/Ib30BaTe iel /1Jisl A0CTyIa K KoMMyTaTopy 1o telnet, console vm ssh.
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34.2.1 Kondurypamusa TACACS+

1. Hactpouts cepsep TACACS+ u ero napameTpsl:

Komanpa

Onucanue

feature tacacs+

no feature tacacs+

! B pesicume 2n06aabHoll KoHGu2ypayuu

Bxstouuts nporokon TACACS+.

Otkirounts potokos1 TACACSH.

aaa authorization line vty exec tacacs+

no aaa authorization line vty exec

tacacs+

! B pesicume 2106aabHOl KOHGuU2ypayuu

Bxirounts aBropusanuto uepe3 TACACS+.

OtkitounTth aBTOopU3aluo yepes TACACS+.

tacacs-server host { <ip-address> |
<hostname>} key {0 | 7} <string>] [port

<string>] [timeout <sec>]

no tacacs-server host {A.B.C.D |

<hostname>}

! B pesicume 2n06aabHol KoHGuU2ypayuu

Hactpoute TACACS+ cepsep ¢ IPv4 nmm

[Pv6-appecom <ip-address> v nmeHeMm <hostname>.

key {0 | 7} <string> — xmou TACACS+ cepsepa,
0 — B OTKPBITOM BH/JE;

7 — B 1IM(pPOBaHHOM;

port — nopt ot 1 0 65535;

timeout <sec> — TallMayT O>)KW/IaHHUS OTBETa OT

cepBepa 1-60 cek. [1o ymosmuanmro — 5 cex.

Ynanute TACACS+ cepBep 13 KOH(MUTypaLvH.

2. Co3pars rpynny cepBepoB TACACS+ (ormiuoHa/ibHO):

Komanpa

Onucanue

aaa group server tacacs+ <name>

no aaa group server tacacs+ <name>

! B pesicume 2106aabHOtU KOHGU2ypayuu

Co3spars rpynny cepsepoB TACACS+.

Ynanute rpyriy cepeepoB TACACS+.
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3. [lobaButhb ceprep B rpymy cepeepoB TACACS+ (oIiMOHA/IBHO):

Komanja Onucanue

server {<ip-address> | <hostname>} NobaButb TACACS+ cepBep B rpyIty.

no server {<ip-address> | <hostname>} | Ymanute TACACS+ cepBep U3 rpymnribl.

! B pedxicume KOH@uU2ypayuu 2pynnbl
cepgepos TACACS+

34.3 Kondurypamusa AAA

Hactpoiika AAA 3ak/odyaeTcs B BBIOOpe METO/IOB U UX IOPsIIKe I ayTeHTU(HKAI[UN U YUETa
TM0JIb30BaTe/iel, BBOAUMBIX KOMaH/| Ha KOMMYTaTope, a TakKe [/ MPOBEPKU IapoJisi epexoja B MpHU-
BU/IETUPOBAHHBIN PEXXUM.

JocTyrHble MeTO/bl aBTOPU3aLiuKM U yueTa:

* group <ums rpymnbl> — rpymrma cepsepoB RADIUS niu TACACS+;

* group radius — 3ape3epBUpOBaHHOE UMsI TPYIIIbI, BK/ItOYatoiiasi Bce cepsepa RADIUS;

* group tacacs+ — 3ape3epBUpPOBaHHOE MMs IPYIIIbI, BK/IrOUaroas Bce cepepa TACACSH;

* local — aaa c ucmonbp30BaHKEM JIOKATLHOU 0a3bl 10J/Ib30BaTe/iel;

* none — OTKJ/IFOUeHUe aBTOPU3aL1H.

[Topsimok MeTo#OB orpefiesisieT MOPSAOK NPOBEPKU YUYETHBIX 3arvcel nonab3oBarenen. Ecim me-
TOJ|, aBTOPU3alL[1U 10 KaKOW-TO MPUUKHE HeJJOCTYyTMeH, HanpuMep oTCyTcTByeT cBs3b ¢ RADIUS cepse-
POM, TO KOMMYTAaTOp IepexouT K C/eyIoleMy MeTOZy aBTOpr3aLiuu.

Cy1ecTByeT /iBa pe)kuMa aBTOpY3aLiuu:

» CraHJapTHBIA — pOJIb [10/Ib30BaTe Il Ha3HauaeTCsi IPU aBTOPU3aljui Ha OCHOBe CKOH(UTYpUpO-
BaHHOI'O YPOBHSI MPUBUJIETUN [/1S1 JIOKA/IbHBIX T0JIb30BaTe/Iel WK MepejaHHOr0 YPOBHSI TIPUBU-
neruyi yepe3 RADIUS/TACACS+ v He MeHsieTCs IIpU 1epexo/ie B IPUBU/IETMPOBAHHBIN PeXXUM;

* AbTepHaTHBHBIN — M3MEeHSIOIIUM MOBe/leHre KOMMYyTaTopa B ripolieccax AAA:

— TTonb3oBarenu ¢ ypoBHeM rpuBuiieruii 15 (network-admin) cpa3y romnazjatoT B NpyUBU/IerU-
pOBaHHbIM (enable) pexxum;

— Ilpu nepexozie B NpUBWIErMPOBAHHbBINA PEXXUM M YCIELIHOM ayTeHTU(UKALIUKU POJib MO/Ib30-
Bare/Isi MoBbilaeTcs o network-admin;

— Ecm ipu RADIUS unu TACACS+ aBTOpHM3alivy Tiepe/laHHbIN YPOBeHb MPUBUJIETHH He COo-

OTBeTCTByeT network-admin, To rnosb30BaTesto0 Ha3HavyaeTcst ypoBeHb 1 (network-user).
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1. cnosib30BaHKe ajibTepHaTUBHOIO pexkuMa AAA:

Komanga

Onucanue

aaa alternate-model

no aaa alternate-model

! B pesicume 2106aabHOU KOHGuU2ypayuu

BKHOUNTD a/ibTepHAaTHUBHBIN pexxuM AAA.

BhIK/IHOUMTE anbTepHaTUBHBIN pexkum AAA.

2. Hacrpoiika napaMeTpoB ayTeHTU(UKAL[MU [10/1b30BaTe 1ei:

Komanga

Onucanue

aaa authentication login {console |

remote} {group <name> | local} [none]

no aaa authentication login { console |

remote } { group <name> | local } [none]

! B pesicume 2106aabHOl KOHGU2ypayuu

BxittounTh ayTeHTU(hUKALMIO /151 JOCTyIa K
KOMMYTaTOpy 4epes:

console — KOHCOJIbHBIM TOPT;

remote — Telnet/SSH;

WCTIOJNB3YsI METO;:

group <name> — rpyIra CEpBEpPOB C HMEHEM <name>;
local — nokanbHast ayTeHTUPUKALMS (TI0 YMOTUaHUIO);
none — 6e3 TIPOBEPKH.

['pynmnsl ¢ iMeHamu radius U tacacs+
3ape3epBHPOBaHBbI, ¥ BK/IHOUAIOT BCe HACTPOEHHbIe

cepsepbl RADIUS um TACACS+ coOTBeTCTBEHHO.

BBIK/IIOUUTE BEIOpAaHHBIN METO/, ayTeHTUQUKALIY.

3. Hactpoiika mapameTpoB ayTeHTH(UKALIMK [1J1s1 TPOBepKU enable:

Komanpa

OnucaHue

aaa authentication enable {local | group

radius [local] | group tacacs+ [local]}

BxmtounTth ayTeHTUDUKALUIO /17151 TIepexo/ia B
TIPUBU/IETPOBAHHBIN PEXHUM.

local — nokanbHas ayreHTH(UKalKs (TI0 YMOTYaHUIO);
group radius — ayteHTudUKaL1s uepe3 cepBepa
RADIUS;

group tacacs+ — ayTeHTU(VKaLMs yepe3 cepBepa
TACACS+;

['pynmnbl ¢ iMeHamu radius U tacacs+ 3ape3epBHPOBaHbI
Y BKJIIOUAIOT BCe HacTpoeHHble cepBepa RADIUS wu

TACACS+ coOTBeTCTBEHHO.
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Komanpa

OnucaHue

no aaa authentication enable group

! B pesicume 2106aabHOtU KOHGuU2ypayuu

BepHYTb 3HaU€HHeE MO0 YMO/TUaHUIO — JIOKa/IbHasA

ayTeHTU(UKaLYSI.

4. Hactpotiika aBTOpr3alui BBOAUMBIX KoMaHZ, 1o TipoTokony TACACS+:

Komanpa

Onucanue

aaa authorization line {vty | console}

command [1 | 10 | 15] tacacs [local]

no aaa authorization line {vty |

console}

! B pesicume 2n06aabHol KoHGuU2ypayuu

B/1tounTh aBTOpPU3al[1i0 BBOJUMBIX HAa KOMMYTaTOpe
KOMaH/| C ucrionb3oBaHueM riporokosia TACACS+ ¢
JIOCTYTIOM uepe3 KoHCoJib (console) n/unu Telnet/SSH
(vty) u ypoBHeM ripuBuieruit 1, 10 umm 15.

1 — aBTOpH3aLMs BCEX KOMaH/;

10 — aBTOpU3alMs BCeX KOMaH/I, KpOMe J0CTYTHbIX
151 TIOMb30BaTesIsi C MpaBamMu network-user;

15 — aBTOpU3aLMsI TOJIBKO HEJOCTYIHBIX KOMaH/, /15
T0/1b30BaTeJIsi C MpaBamMu network-operator.

local — BBINIOMHATL BBOAMMBIE KOMAH/IbI B CTy4ae

HeJOCTYIIHOCTH tacacs cepBepa.

BBIK/TIOUNTE dBTOPH3aliii0 BBOAWMMBIX Ha KOMMYTAaTOpe€

KOMaH/, /7151 OTipe/ie/IeHHOTO MeTo/ia IOCTyTIa.

5. Hactpolika akkayHTHHra:

Komanpa

Onucanue

aaa accounting default {group <name>
[ local 1}

no aaa accounting default group

<name>

! B pesicume 2106aabHOl KOHGuU2ypayuu

BxirounTh accounting aBTopr3alyu.

local — nokanbHbIN accounting;

group <name> — accounting yepe3 rpyIniy cepBepoB
C UMeHeM <name>.

['pynmiel ¢ iMeHamu radius v tacacs+
3ape3epBUPOBaHbI U BK/IHOUAIOT BCe HACTPOEHHbIe

cepepa RADIUS unu TACACS+ cOOTBETCTBEHHO.

BepHyTh HaCTPOMKY T10 YMOJTUaHUIO — JIOKATbHBIN

accounting.
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Komanpa Onucanue
aaa accounting line {console | vty} BxuitounTts accounting /1715t BBOAUMbBIX Ha KOMMYTaTope
command {1|10| 15} tacacs+ KOMaH/j, C ucrosib3oBaHueM rporokosia TACACS+ c

JIOCTYTIOM uepe3 KOoHCoJib (console) n/unu Telnet/SSH
(vty) u ypoBHeM ripuBwieruit 1, 10 umm 15.

1 — accounting Bcex KOMaH[;

10 — accounting Bcex KOMaH/i, KpOMe JOCTYITHBIX [JIs1
T10J/1b30BaTeJIs C IpaBamMu network-user;

15 — accounting TOBLKO HEAOCTYITHBIX KOMaHZ, JJist

I10J/Ib30BaTe/Id C [IPpaBaMH network-operator.

no aaa accounting line {console | vty} BbIKH0UMTE accounting BBOAUMBIX KOMaHZ, J1sI
OTIpeZie/IEHHOTO METOoZa AOCTYTIa.

! B pesicume 2106aabHol KOHGuU2ypayuu

34.4 OrpaHuuyeHue JocTyna K ynpas/eHuio o Telnet u SSH

7151 moBbILIeHNsT 6e30T1aCHOCTH TIPY UCTIOMb30BaHUU TTPOTOKOJIOB Telnet 1 SSH Mo)kHO ycTaHO-

BUTh access-list CO CITMCKOM pa3pelleHHbIX UK 3anpelleHHbIX [P-afpecoB /71 yaieHHOro nojK/Ioye-

HUSI.
Komanga Onucanue
aaa authentication ip access-class OrpaHuueHue 0CTYyTa K yIpaBJeHHI0 KOMMYTaTOpOM
<200-399> in (telnet | ssh) 1o nporokosiaM Telnet um SSH cornacio ACL.
no aaa authentication ip access-class OTMeHUTb OrpaHUYeHHe OCTYyTIA.
<200-399> in (telnet | ssh)
! B pesicume 2106aabHOl KOHGuU2ypayuu

34.5 IIpumepsi HacTpoikKu AAA

Cuenapuwii 1:

Heo6xouMo HaCTPOUTE ay TEHTU(PUKALIUIO ZOCTYTIAa K KOMMYTaTOpPY JIs1 yAaAEHHBIX TI0Tb30BaTe-
neii uepe3 npotokos1 RADIUS. B ciyuae HepoctynHocT RADIUS-cepBepa ayTeHTU(UKALMS He 10/DK-
Ha npoxouTs. IIpy focTyne yepe3 KOHCOMBbHBIN MOPT, CHavyasa MpoBepKa [0/DKHA BbINOHATHCS Yepes
RADIUS-cepBep, Npy ero HeZOCTYITHOCTH uepe3 JI0KalbHYyl0 0a3y mosb3oBareseid. [IpoBepka mapoJis
JIJIsI IPUBUJIETMPOBAHHOTO PeXKKMMa J0JKHA BhIMOHATLCS yepe3 RADIUS, 3aTeM JIOKaIbHO.

[l71s1 naHHOTO CLieHapysl HACTPOWKA KOMMYyTaTopa OyzieT BBIIVISeThb Cie[yIOM 00pa3oMm:
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Switch#configure terminal

Switch(config)#radius-server host 1.1.1.1 key 0 key123
Switch(config)#aaa authentication login remote group radius
Switch(config)#aaa authentication login console group radius local
Switch(config)#aaa authentication enable group radius local

Cuenapuii 2:

HeobxoauMo HaCTPOUTh ayTeHTU(PUKALMIO AOCTyTa K KOMMYTaTOpy /ISl yAA/JIEHHBIX T10/Tb30Ba-
teneit uepes 2 rpynmbsl TACACS+. B ciyuyae He[JoCTYITHOCTU CepBePOB ayTeHTU(PUKAL[Ms TTPOXOAUTD He
nospkHa. [IpoBepka maposisi A1 nepexozia B MPUBUIETMPOBAaHHBIN PE)KUM [JOJDKHA BBIMOTHATCS JIOKA/Ib-
Ho. IIpu focTyre uepe3 KOHCO/BHBIM MTOPT, CHauasia poBepKa [0/DKHA BBIIO/IHATHCS Uepe3 BCe CepBephl
TACACS+, npu uxX HeIOCTYITHOCTH uepe3 JIOKaJbHYI0 0a3y To/b30BaTesei.

i1 ;aHHOTO ClieHapusi HACTPOMKa KOMMYyTaTopa OyzieT BBITJIAeTb CIeAYIOIIUM 00pa3oM:

Switch#configure terminal

Switch(config)#feature tacacs+

Switch(config)#aaa authorization line vty exec tacacs+
Switch(config)#tacacs-server host 10.10.10.10 key 0 pasSwOrd
Switch(config)#tacacs-server host 10.10.10.11 key 0 pasSwOrd
Switch(config)#tacacs-server host 20.20.20.20 key 0 pasSword
Switch(config)#tacacs-server host 20.20.20.21 key 0 pasSword
Switch(config)#aaa group server tacacs+ gril
Switch(config-tacacs)#server 10.10.10.10
Switch(config-tacacs)#server 10.10.10.11
Switch(config-tacacs)#exit

Switch(config)#aaa group server tacacs+ gr2
Switch(config-tacacs)#server 20.20.20.20
Switch(config-tacacs)#server 20.20.20.21
Switch(config-tacacs)#exit

Switch(config)#aaa authentication login remote group gril gr2
Switch(config)#aaa authentication login Console group tacacs+ local
Switch(config)#aaa authentication enable local

Cuenapuii 3:

HeobxouMo OrpaHuuUTh yanéHHOe MOJK/IFoueHre K KOMMyTaTopy Io npotokoay SSH paspe-
IIIMB coeuHeHUe TobKo ¢ IP-ampeca 10.10.10.50. B pexxuime rimo6anbHON KOHMUTYpAIMKM CO3AETCS
access-list c paspeiéHHbiM [P-azpecom, rocie uero AaHHOe MPaBUJIO TPUMEHSIETCS [1/1s1 ayTeHTU(dUKa-
LM 1o nportokony SSH.

[51st naHHOTO CLieHapysi HaCTPOWKA KOMMYyTatopa OyzieT BBII/ISIIeTh C/ieyIOM 00pa3oM:

Switch#configure terminal
Switch(config)#access-1list 300 permit host 10.10.10.50
Switch(config)#aaa authentication ip access-class 300 in ssh
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Cuenapuii 4:
Heo6x01M0O HaCTPOUTL aBTOPHU3AL[HIO /il BCEX BBOAWMBIX KOMaH i HA KOMMYTaTope U BeCTH UX
yuéT c ucrosb3oBanuem nporokona TACACS+ npu nogkatoueHun uepe3 Telnet/SSH.

[l71s1 naHHOTO CLieHapysl HACTPOWKA KOMMYyTaTopa OyzieT BBII/ISIIeTh C/IeyIOM 00pa3oMm:

Switch#configure terminal

Switch(config)#feature tacacs+
Switch(config)#tacacs-server host 10.10.10.1 key 0 secret
Switch(config)#aaa authorization 1line vty command 1 tacacs
Switch(config)#aaa accounting line vty command 1 tacacs+
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35. IGMP

IGMP (Internet Group Management Protocol) — mpoTokon ymnpaeiaeHus rpymnmnoBoi (multicast)
nepegaueit faHHbIX B [P-ceTax. IGMP ncrnonb3yercs MapiipyTyusaTopaMy U XO0CTaMU /11 OpraHu3auu
MIPUCOeIMHEHHSI CeTeBbIX YCTPOWCTB K IpyNriaM MHOroaZpecHoi pacchbulku (multicast). MapiipyTtusa-
TOp McIo/b3yer multicast-aapec 224.0.0.1 gy ornpaBku IGMP-coo01ijeHHs 3arpoca MoATBePKAeHUs
YIeHCTBA B TpymIax. Eciy XocT npucoeaunHseTcs: K Kakol-1mbo rpyrme, oH J0/bkeH oTrpaBuTh IGMP-

3arpocC Ha COOTBETCTBYIOLUI aJjpec IPyMIIbL.

35.1 IGMP Snooping

IGMP Snooping ucronb3yeTcs s npociayiBadusi IGMP-coobirieHuit 1 koHTposisi multicast
tTpaduka. Ha ocHoBe IGMP-coo0biieHuii KOMMyTaTop BezieT Tab/uily riepeaapecanuu multicast. Tpaduk
OTIIPaB/ISIeTCS TOJILKO Ha MOPTHI, C KOTOPBIX MOCTYIINJI 3alIPOC HA MHOT0a[peCHYH0 TPYMY.

KommyTatop nogzep>kuBaeT pexkum orrtumu3aniy IGMP coo0iienuii (report suppression) zi/is
yMeHbleHus: KonmyectBa IGMP niakeToB B ceTu. B aHHOM pe)xume KOMMYTaTop peTpaHC/IUpYeT He Bce
IGMP coobi1ieHus, a TOJILKO Te KOTOPble HeoOXOAMMBI ZJ1st 0OaBIeHHs] WK ya/ieHus TTOATTMCKY. Tak »ke
B peXkrMe report suppression BO3MOXHO IIpUHYAUTe/IbHOe u3MeHeHre Bepcur IGMP mnakeToB v 3aianue
[P-afpeca ucrounuka Ayt IGMP naketos. [1pu BkmtoueHnu ¢yHkiuu IGMP Snooping, pexkum report

suppression BKJ/IKOUA€TCH 110 YMOJ/THaHHUIO.

35.1.1 Hacrpoiika IGMP Snooping

1. Bkmtouuts IGMP Snooping:

Komanja Onucanue
igmp snooping Bxmounts IGMP Snooping.
no igmp snooping Beikmouuts IGMP Snooping.

! B pexcume koHgueypayuu interface vlan

2. Hactpouts IGMP Snooping:

Komanga OnucaHue

igmp snooping report-suppression BK/TIOUUTE peKUM report suppression (110 yMOTUaHHIO).

no igmp snooping report-suppression BbIK/H0UMTE (DYHKLIMIO report suppression.

! B pesicume koHgpueypayuu interface vlan
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Komanpa

OnucaHue

igmp snooping querier

no igmp snooping querier

! B pesxcume koHgueypayuu interface vlan

Bxmounts yHkimonan General Querier.

Brikmounts QyHkuroHan General Querier.

igmp snooping mrouter interface

<if-name>

no igmp snooping mrouter interface

<if-name>

! B pesicume KoHguzypayuu interface vlan

3a,Z[aTb mrouter rnopr.

Ynanuts mrouter mopr.

igmp snooping fast-leave

no igmp snooping fast-leave

! B pedsicume koHuzypayuu interface vlan

BkrounTh PyHKLMIO OBICTPOTO yAaeHus MOATMCKA Ha
rpynny VLAN.

BBIK/TIOUUTE QYHKIMIO OBICTPOTO yAaieHus TIOATMCKA

Ha rpynmy g1 VLAN.

igmp snooping static-group <group-ip>

interface <if-name>

no igmp snooping static-group

<group-ip> interface <if-name>

! B pesicume koHgpueypayuu interface vlan

3azarb CTaTUYeCKyo MOAIMCKY Ha rpynmy <group-ip>

Ha uHTepdeiic <if-name> ans VLAN.

YnanuTh yKasaHHYH CTaTUUeCKYHO MOJIUCKY Ha

TpyIy.

igmp snooping static-group <group-ip>
source [ethernet | port-channel]

<if-name>
no igmp snooping static-group
<group-ip> source [ethernet |

port-channel] <if-name>

! B pedxicume KoHpueypayuu interface vlian

3agate [P-agpec ncTounrka <source-ip> Ajist

CTaTHUUeCKOW TOATMCKY Ha TPyIy <group-ip>.

Ynanute IP-agpec ucTouHuKa <source-ip> fijis

CTaTUYeCKOW MOATMCKY Ha TPyIy <group-ip>.
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Komanpa Onucanue

igmp snooping report source-address 3anate IP-agpec ucrounuka Ayt IGMP makeToB.

<IP-address> Vcnonb3yeTcst B pesxuMe report-suppression.
no igmp snooping report OTMmeHuUTh 33/1aHHbIN [P-aipec ucrounuka ajyis IGMP
source-address TaKeToB.

! B pesicume koHgpueypayuu interface vlan

igmp snooping unknown-multicast Bk/mounTh 6/I0KUPOBKY HEM3BECTHOTO
admin-scope drop My/nbTUKacT-Tpacduka ¢ destination IP u3 rpymrbl
agpecos 239.0.0.0/8.

[Moamep>xrBaeTCs TOJBKO Ha KOMMYTaTOpax Cepyuun
SNR-5§5210, SNR-S5110G-24TX(-POE) u
SNR-S5110G-48TX(-POE).

no igmp snooping unknown-multicast | OTK/IIOUUTL 6/IOKUPOBKY HEM3BECTHOTO
admin-scope drop MyJIbTUKacT-Tpaduka c destination IP u3 rpymnmbl
anpecos 239.0.0.0/8.

! B pedsicume koHguzypayuu interface vlan

igmp snooping force-igmp-version 2 YcTaHOBUTHL MPUHYAUTETBHO BEPCHUIO 2 [I/151 BCEX
otnipasysieMbix IGMP riakeTtos.

HMcrnionb3yeTcs B peXkuMe report-suppression.

no igmp snooping force-igmp-version 2 | BepHyTb 3HaueHue 10 yMO/TYaHuUI0. VIcrionbp30BaTh

Bepcuio 3 A1 Bcex ornpasisieMbix IGMP makeTos.

! B pescume koHgpuzypayuu interface vlan

3. IIpocmoTp uH(popMaLMK U JUarHOCTHKA:

Komanpa Onucanune

show igmp snooping groups OTo06pa3uth HHGOPMAIHUIO O TIOTTMCKAX.
[<group-ip> | <int-vlan-id> | <detail> ]

! B Admin pedicume

show igmp snooping interface Oto6pa3uts uHbopmaruio o IGMP Snooping Ha VLAN

[<int-vlan-id>] uHTepdetice.

! B Admin pedcume
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Komanpa Onucanue

show igmp snooping mrouter vlan OTo06pa3uth HHGOPMAIMIO 0 Ha3HAUeHHOM mrouter

<vlan-id> niopte 151 VLAN.

! B Admin pedcume

show igmp snooping statistics interface | Oto6pasurs cratuctuky IGMP Snooping s VLAN

<int-vlan-id> <int-vlan-id>.

! B Admin pedicume

4. Ouncrka Tabmuipl mogmicok IGMP Snooping:

Komanpa OnucaHue

clear igmp snooping group * OuuctuTh Tabnuily noanvicok IGMP Snooping.

! B Admin pedcume

35.1.2 TIIpumep HacTtpouxku IGMP Snooping

Cuenapuii Nel: IGMP Snooping

Kak rokasano Ha pucyHke 30, mopTel KommyTaropa 1, 2, 6, 10 1 12 fo6asnenst Bo VLAN 100 Ha
kKoMMmyTaTope. Multicast MapipyTH3aTOp MOAK/IFOUEH K MOPTY 1, a 4 XocTa K oCcTabHbIM nopTam 2, 6, 10
u 12 cootBercTBeHHO. [TockonbKy IGMP Snooping o ymouaHuio 17100a/1bHO BK/TFOUEH, HO BBIK/THOUeH
st VLAN 100, on go/mkeH 0biTh BK/FOueH A1t VLAN 100. Kpome Toro, miopT 1 fo/mkeH ObITH BEIOpaH

B KauecTBe Mrouter ropta a7t VLAN 100. 3Ti HACTPOHKH MOYKHO OCYIIIeCTBUTh CIeAYIOIINM 00pa3oM:

SwitchA#configure terminal

SwitchA(config)#interface v1anl100
SwitchA(config-if)#igmp snooping
SwitchA(config-if)#igmp snooping mrouter interface gel

[Ipearnonoxum, 4To cepsep BelljaeT 2 [I0TOKA C UCII0/Ib30BaHKeM IPYIIOBLIX afpecos 239.255.0.1
1 239.255.0.2. XocTbl M3 TOPTOB 2 U 3 oAnucaavch Ha rpynny 239.255.0.1, a xocT u3 nopta 6 - Ha rpy1i-
ny 239.255.0.2.

Bo Bpems nognucku, IGMP Snooping co3aacT Tabnuiry, Kotopast OyzieT coiep>kaTb COOTBETCTBHE
noptoB 2 u 3 rpynmne 239.255.0.1, a mopt 6 - rpynmne 239.255.0.2. B pe3ysbTaTe KaXK/blii IOPT MOTYUUT
Tpa(UK TOJBKO TeX TPYIII, KOTOpPbIe OH 3aripOCK/I U He TIOAYUYMT Tpaduk Apyrux rpymnm. Kaxzapbii nopt

CMOXKET TO/TyuuTh TpaduK MH060M WX TPYIII, 3alPOCHB eé.
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Multicast Router

;
|

Mrouter port

239.255.01 239.255.01 239.255.0.2

Puc. 30: IGMP Snooping

Cuenapuii Ne2: IGMP Querier

Cxema, n3obpakeHHast Ha pUCyHKe 31, ripeTepriesia u3mMeHeHus:: BMecto Multicast MapuipyTu3a-
TOpa IMOJK/II0YeH MCTOUHMK MY/IbTUKACT Tpaduka, a MexJy HUM U Switch A moAk/IoueH KOMMYyTaTop
Switch B, Beimonsstorumii pons IGMP Querier. Ho mogmycunky, KCTOUHUK U TTOPTHI MEXKy HUMH TaKKe
npuHaaiexxar Kk VLAN 100.

Konduryparus Switch A Takas e, Kak 1 B ripepiayiieM rnpumepe. Konduryparus Switch B

OyzieT BBIVISIZIETh CIe/lyIOIM 06pasom:

SwitchB#configure terminal
SwitchB(config)#interface vlanl100
SwitchB(config-if)#igmp snooping
SwitchB(config-if)#igmp snooping querier

—
ad % '\ —
WeTouHux L2 General Qu&;nei: "
Multicast -: : ' witc

Mrouter port -‘-__"'-*‘l

e all SwitchA
<

e

239.255.01 239.255.01 239.265.0.2

Puc. 31: IGMP Querier
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35.1.3 Pemenue npo6sieM ¢ HacTpoiikoit IGMP Snooping

ITpu HacTpoiike u ncnosb3oBanuu IGMP Snooping MoryT BO3HUKHYTb TPo061eMbl U3-3a (usmnue-
CKOT'O COeJJMHEeHMs], a TaK)Ke HEKOPPEKTHOM HacTporkU. [103ToMy npoBepbTe ciieytoLee:
* Ybenutecs, uTo (hpr3nUeCKoe coeJHeHNe TIPUCYTCTBYET;
» Yoenurecn, uto IGMP Snooping BK/FOUeH Kak r7100aibHO, Tak U B HY>)kHOM VLAN;
* Ybenutech, uTo mrouter rOpT MPUCYTCTBYET;
* Vcrnonb3yiTe KOMaH/bl IMarHOCTUKM /11 IPOBEPKU CKOH(UIYPUPOBaHHbBIX [1TapaMeTPOB, a TAKKe

3arvceii B Tabmuite IGMP Snooping.

35.2 Multicast Destination Control
(PunbTpanusa IGMP noamucok no agpecaMm multicast rpynmn)

Multicast Destination Control ro3BosisieT HaCTPOUTH CITMCOK pa3pelleHHbIX U 3ampeLeHHbIX
multicast rpyrir zyist MOAMMCYHUKOB Ha TOPTY.
Ins paboter Multicast Destination Control nHeobxogum IGMP Snooping, mo3ToMy ero HY»KHO

BK/IHOUUTB B TeX VLAN, B KOTOpBIX IJIaHUPYETCS ero UCII0/Ib30Barh.

35.2.1 Hacrtpoiika Multicast Destination Control

1. KondurypupoBanue ACL:

Komanpa Onucanune
access-list <6000-7999> Co3aarb access-list
[<1-2147483645> | remark] [deny | <6000-7999> — nuana3zon ACL;
permit] ip any [A.B.C.D/M | A.B.C.D <1-2147483645> — nyana3oH MpaBuI;
A.B.C.D | host A.B.C.D | any] remark — ums access list;

deny — oTbpocuTh naker;

permit — MpoMnyCTUTh MaKeT;

ip any — agpec multicast-rcTouHuka (rogep>xuBaeTcs
TOJIBKO any — Jit000i);

A.B.C.D/M — IP-azapec cetu Buza 239.255.1.0/24;
A.B.C.D A.B.C.D — [P-azpec cetn

BUza 239.255.1.0 0.0.0.255;

host A.B.C.D — [P-azipec KOHKPeTHO! IrpynIibl
Hanpumep host 239.255.1.100;

any — ymob6oit IP-aapec.

no access-list <6000-7999> Ynanuts ACL monHoCThIO.
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Komanpa

OnucaHue

no access-list <6000-7999>
[<1-2147483645>] [(deny | permit) ip
any (A.B.C.D/M|A.B.C.DAB.CD|
host A.B.C.D | any)]

no access-list <6000-7999> remark

! B pesicume 2n06aabHol KOHGuU2ypayuu

Ynanute npaBuio u3s ACL.
BerinosnHseTcst N0 HoMepy NpaBwWia WK MO MOJIHOMY

TIpaBUIy.

Ynanuts umsa ACL.

2. [Ipumenenvie ACL Ha 1opr:

Komanpa

Onucanue

ip multicast destination-control
access-group <6000-7999>

no ip multicast destination-control
access-group <6000-7999>

! B pedxicume KoHuypayuu nopma

[TpumMmeHuUTH access-list Ha MOPT KOMMYyTaTOpa.

YnanuTh access-list c mopra koMmyTaTopa.

35.2.2 TlIpumep HacTpoiiku Multicast Destination Control

Pa3p6LHI/ITL IM0JIb30BaTe/I0 TOAIMUCHEIBATLCA TOJIBKO HA OIpee/IeHHbIe multicast-rpynnbl. ,Z[IIH

3TOro HeobXOAMMO BK/IIOUMTE igmp snooping Ha interface vlan, 3aziate mrouter port, co3aate access-list,

B KOTOPOM yKa3saTb IPYMIbl pa3pelieHHble [/l MOANMCKA U YCTaHOBUTH 3TO MPaBU/IO Ha KJIMEHTCKUM

nopT. KoHdwurypaius komMmyTtaropa OyzeT ciiefyrorasi:

switch(config)#vlan 3

switch(config-if)#exit

switch(config)#interface xel, ge24
switch(config-if)#switchport access vlan 3
switch(config-if)#interface vlan3
switch(config-if)#igmp snooping
switch(config-if)#igmp snooping mrouter interface xel

switch(config)#access-1list 6000 permit ip any host 239.255.3.153

switch(config)#access-list 6000 permit ip any host 239.255.2.21

switch(config)#access-1ist 6000 deny ip any any

switch(config)#interface ge24

switch(config-if)#ip multicast destination-control access-group 6000
.~~~
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35.3 DPunbrpanusa IGMP nakeToB 1o Tunam query/report

C 1oMoIIbi0 IaHHOW (YHKIMKA MOYKHO 3ab/10KMpoBaTh Bce Bxopsiyue IGMP makeTsl ¢ TUTIOM

Report nmu Query.

35.3.1 Hacrpoiika ¢punsrpanuu IGMP nakeroB

1. bnokuposka IGMP naketoB Tumna Query:

Komanpa Onucanue
igmp snooping drop query Bxmounts 6/10kpoBKy IGMP maketor tuma Query.
no igmp snooping drop query OtmenuTs 6710kpoBKY IGMP nakeToB Tura Query.

! B pesxcume KoHgu2ypayuu nopma

2. briokuposka IGMP naketoB Tuna Report:

Komanpga Onucanue
igmp snooping drop report Bxmounts 6/10kpoBKy IGMP mnaketoB Tuma Report.
no igmp snooping drop report Otmenuts 670k1poBKy IGMP nakeToB Tuma Report.

! B pedxcume KoHpueypayuu nopma

35.3.2 IIpumep O/IOKHPOBKH (uery M report naketToB Ha pu3nNuecKHX MopTax

Ha kiueHTCKOM TIOpPTY ge24 HeoOxoanMo 3a6/10KMpoBaTh IipreM Query rakeToB, a Ha uplink mop-
Ty Xel 3a6/10KMpOBAaTh MaKeThI report.

Konduryparust kommyTaropa Oyzer ciiefyroras:

switch(config)#vlan 5
switch(config)#interface xel, ge24
switch(config-if)#switchport access vlan 5
switch(config-if)#exit
switch(config)#interface vlan5
switch(config-if)#igmp snooping
switch(config-if)#igmp snooping mrouter interface xel
switch(config-if)#exit
switch(config)#interface ge24
switch(config-if)#igmp snooping drop query
switch(config-if)#exit
switch(config)#interface xel
switch(config-if)#igmp snooping drop report
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35.4 Orpannuenue kommyecrsa IGMP nmoanucok Ha mopry

C IMoMOLIbIO ,E[aHHOI‘/JI q)YHKL[I/II/I MO>XHO BBICTaBHUTH OrpaHUY€HKE HAa KO/IMYE€CTBO 1gmp IMOATINCOK

Ha K/IMeHTCKOM TOpTY.

35.4.1 HacTpoiika orpaHUYeHHUsA KO/ IMYeCTBa MOANMUCOK

1. OrpaHuueHue KOJIMYeCTBa MOJIMCOK Ha (hH31UeCKOM TOpPTY:

Komanpa Onucanue
igmp snooping limit group <1-1024> BK/IHOUUTH OrpaHydYeHue MOAIMCOK Ha MOpTy OT 1 10
1024 rpym.
no igmp snooping limit group OTMeHUTDb yCTaHOB/IEHHOE OIpaHUYeHue.
! B pedxicume KoHuypayuu nopma

35.4.2 Ilpumep orpannuenus Kojaudyecrsa IGMP noanucoxk

YCcTaHOBUTH Ha KJIMEHTCKOM MOPTY OrpaHuyYeHue AJisl igmp nozanvcok Ha 10 rpymm.

Kondurypaiusi kommyTtaTtopa OyzeT ciiefyroiasi:

switch(config)#vlan 5

switch(config)#interface xel, ge24
switch(config-if)#switchport access vlan 5
switch(config-if)#exit

switch(config)#interface vlan5

switch(config-if)#igmp snooping
switch(config-if)#igmp snooping mrouter interface xel
switch(config-if)#exit

switch(config)#interface ge24

switch(config-if)#igmp snooping limit group 10

35.5 IGMP Snooping Authentication

IGMP Snooping Authentication — QyHKI[MOHa/, KOHTPOJMPYIOILIMI AOCTYN KJIMEHTOB K pas-
muyHbIM multicast-rpynmnaM. OH pabortaeT ciepytoimuM obpasom. Korzia xocT nockiiaer coobiijeHre o
TpUCOeIMHEHUU eT0 K MHTepecyrollei multicast-rpyrire, KoMmMyTaTop TockliaeT 3anpoc Ha RADIUS-
cepsep, B KoTopoM cogepxxutcss MAC-azpec xocTa, HoMep nopta kommyTtaropa u IP-agpec multicast-
rpynisl. Eciu Ha 3annpoc RADIUS-cepsep otBetus1 Request-Accept, TO OCyIL[eCTB/IAeTCS MOAIUCKA Ha

rpynny ¥ multicast-Tpauk npomnyckaeTcsi B KIMeHTCKUAM NopT. Eciu otBeT Request-Reject - mogmnmcka
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OTKJIOHsieTcs U multicast-Tpaduk 6okupyeTcs. st ymeHblleHUst Harpy3ku Ha RADIUS-cepgep, mosny-
YeHHbI/ 0TBeT KOMMYTAaTop 3anuchiBaeT B K311 Ha 10 MUHYT. B TeueHue 5TOro BpeMeHH, MPU MOBTOPHBIX

noAmuckax Ha multicast-rpymmsi, 3arpockl Ha RADIUS-cepBep oTIpaBisThCS He OyAyT.

35.5.1 Hacrpouka IGMP Snooping Authentication

1. Bkmrouuts IGMP Snooping:

Komanga OnucaHue
igmp snooping Bxmounts IGMP Snooping.
no igmp snooping Beikmouute IGMP Snooping.
! B pexcume KoHgpueypayuu interface vlan

2. Hactpouts aytentudukauuto aas IGMP Snooping:

Komanpa Onucanue

aaa authentication igmp group radius | Bktouuts ayrentudukanmo IGMP rpymnn uepe3
[none] RADIUS-cepsep.
none — paspelnTh Jo0aBaeHue MOANUCKY Ha TPy,

ecsii RADIUS-cepBep He oTBeyaer.

no aaa authentication igmp group OTtkmounTh ayTeHTUMKaLuo I[GMP uepe3
RADIUS-cepsep.

! B pesicume 2106aabHol KOHGuU2ypayuu

3. Bk/tounTh ayTeHTU(PUKALMIO igmp snooping Ha KJIMEeHTCKOM MOPTY:

Komanpa Onucanue

igmp snooping authentication enable Bkstounts ayreHTrdukanmio IGMP Snooping uepes
RADIUS-cepsep.

no igmp snooping authentication OTtksrounTh ayTeHTUHKauuo IGMP Snooping uepe3
enable RADIUS-cepgep.

! B pedxcume KoHueypayuu nopma

igmp snooping authentication timeout | 3ajaTh BpeMsi )KM3HU 3aMyCH ayTeHTU(UKAL[UU B

<30-30000> CeKyHJax.
no igmp snooping authentication BoccranoButh 3HaueHre 1o ymonuanuto (600 cexyHp).
timeout

! B pesicume 2n06aabHol KOHGuU2ypayuu
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35.5.2 TlIpumep HacTpoiiku IGMP Snooping Authentication

Ha kommyTaTope HacTpoeH vlan 20 s nopTa ge2 ¢ BkatoueHHbIM IGMP Snopping, 3a KOTOpbIM
HaxoAUTCs moJib3oBatesib U vlan 100 asisa nopra ge24, 3a kotopbiM Haxoautcss RADIUS-cepsep. st
KOHTDOJISI MHOT0A/Ipe CHBIX TPYTII pa3pelleHHbIX M0/Th30BaTesTi0 B COOTBETCTBUHM C TOJTUTHUKOM, TpeOyeT-
cst HacTpouTh ayTeHTU(UKaLuio 7151 IGMP Snooping. RADIUS-cepBep umeet azpec 10.10.10.10.

Konduryparys KoMmyTaropa ciefyoras:

switch#configure terminal
switch(config)#radius-server host 10.10.10.10 key 0 secret
switch(config)#aaa authentication igmp group radius
switch(config)#vlan 20,100

switch(config)#interface vlan20
Switch(config-if)#igmp snooping
switch(config-if)#exit

switch(config)#interface vlan100

switch(config-if)#ip address 10.10.10.1/24
switch(config-if)#exit

switch(config)#interface ge24
switch(config-if)#switchport access vlan 100
switch(config-if)#exit

switch(config)#interface ge2
switch(config-if)#switchport access vlan 20
switch(config-if)#igmp snooping authentication enable
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36. Multicast VLAN

B cnyuae, ecnu nonyuarenu Multicast Tpaduka HaxogsaTcs B pa3sHbix VLAN, B kakzgom VLAN
CO37IaeTCsT CBOS KOTTHSI OZJHOTO M TOTO >Ke TpaduKa, UTO MOXKeT CKa3aTbCsl Ha CBOOOZHOM ToJioCe TIpo-
nyckaHusi KaHasioB. [Ipo6siemy peiiaer Multicast VLAN — TexHOJIOTHSI, KOTOpasi TI03BOJIsieT CePBepy
repe/iaBaTh MY/IBTUKACTOBBIHM MOTOK B 0iHOM VLAN, B TO Bpemsi Kak KOHeUHbIe T10/Ib30BaTe/ i CMOT'YT
T0/TyYaTh ero, HaxoAsACh B pa3nuHbix VLAN, nogkmtouasics K ogHomy Multicast VLAN. ITonb30Barenu
TMOJIK/TFOUAIOTCS K MY/IbTUKACTOBOM PacChI/IKe U OTCOeIUHSIIOTCS OT Hee, UCT0/b3ys (yHkiroHan IGMP-
Snooping. 3To Mo3BoJIsieT He TepejaBaTh multicast MOTOK BO BCe ToJib3oBarenbckrue VL AN 1 95KOHOMUTD
pecypchl 000pyI0BaHUS.

Multicast VLAN nogep>xuiBaeTcsi Ha moprax B pexkuMax Access v Hybrid z/11 HeTeripoBaHHOT0
tpaduka. [1y1s1 KoppekTHO# paboTsl B pexxume Hybrid Heobxoaumo gob6aButs multicast-vlan Ha mopt B

pexuMe untag.

36.1 Hacrpoiika Multicast VLAN

1. Hactpotika Multicast VLAN:

Komanpa Onucanune
igmp snooping multicast-vlan Hasnauuts VLAN <vlan_id> B kauecTBe Multicast
<vlan_id> VLAN.
no igmp snooping multicast-vlan OTMeHUTh yCTaHOBJ/IEHHYIO KOMaHJY.

! B pedxicume 2106a1bHOI KOHpuU2ypayuu

igmp snooping Bxmounts IGMP Snooping gyt Multicast VLAN.

no igmp snooping OTMeHUTb YCTaHOBJ/IEHHYIO KOMaHy.

! B pesicume koHgpuzypayuu interface vlan

switchport association multicast-vlan AccoruupoBars (hu3udeckui HHTepdelic KoMMyTaTopa

<vlan_id> c multicast VLAN <vlan_id>.

no switchport association OTMeHUTb YCTAaHOB/IEHHYIO KOMaHy.

multicast-vlan

! B pedicume koHpueypayuu nopma
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36.2 IIpumep HacTpouku Multicast VLAN

elo el
9 9 Switch B
Switch A gel gels ge20
Multicast
Source TV 1 TV 2

Puc. 32: Hactpoiika Multicast VLAN

Kak moka3aHo Ha pucyHke 32, uctouHuk Mutlicast-Tpaduka mogk/itoueH K KoMmMyTaropy Switch
A yepe3 nopt gel kotropomy Ha3HaueH VLAN 20. Switch A noaxmtoyeH K KOMMyTaTopy ypoBHs 2 Switch
B uepe3 nopt gel0, KoTopsIii HacTpoeH B pexxuM trunk. K kommyTtatopy Switch B nogktoueHbl X0CTbI
nosib3oBaresieit TV1 u TV2. TV1 nogkitoueH K nopty gelS, kotopbiii npuHaginexxut VLAN 100, a TV2
Mo/IK/IroueH K 1opty ge20, kotopsiii ripuHazyiexxuT VLAN 101. Switch B mogktouen Kk Switch A uepes
nopt gel. VLAN 20 HacTpoeH kak Multicast VLAN.

Hactpoiika Multicast VLAN B pexxume Access

Kon@uryparus kommyTtaropa A:

SwitchA#configure terminal

SwitchA(config)#vlan 20

SwitchA(config)#interface gel, gel@
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk allowed vlan add 20
SwitchA(config-if)#exit

SwitchA(config)#interface vlan20
SwitchA(config-if)#igmp snooping
SwitchA(config-if)#igmp snooping mrouter interface gel

Kon@uryparus kommyTtaropa B:

SwitchB#configure terminal

SwitchB(config)#vlan 20,100,101
SwitchB(config)#interface gel
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk allowed vlan add 20
SwitchB(config-if)#exit

SwitchB(config)#igmp snooping multicast-vlan 20
SwitchB(config)#interface vlan20
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SwitchB(config-if)#igmp snooping

SwitchB(config-if)#igmp snooping mrouter interface gel
SwitchB(config-if)#exit

SwitchB(config)#interface gel5
SwitchB(config-if)#switchport mode access
SwitchB(config-if)#switchport access vlan 100
SwitchB(config-if)#switchport association multicast-vlan 20
SwitchB(config-if)#exit

SwitchB(config)#interface ge20
SwitchB(config-if)#switchport mode access
SwitchB(config-if)#switchport access vlan 101
SwitchB(config-if)#switchport association multicast-vlan 20

Hacrpoiika Multicast VLAN B pexxume Hybrid
Kondurypaijus kommyTtaropa A:

SwitchA#configure terminal

SwitchA(config)#vlan 20

SwitchA(config)#interface gel, gelO
SwitchA(config-if)#switchport mode trunk
SwitchA(config-if)#switchport trunk allowed vlan add 20
SwitchA(config-if)#exit

SwitchA(config)#interface vlan20
SwitchA(config-if)#igmp snooping
SwitchA(config-if)#igmp snooping mrouter interface gel

Kondurypaijus kommyTtaropa B:

SwitchB#configure terminal

SwitchB(config)#vlan 20,100,101
SwitchB(config)#interface gel0
SwitchB(config-if)#switchport mode trunk
SwitchB(config-if)#switchport trunk allowed vlan 20
SwitchB(config-if)#exit

SwitchB(config)#igmp snooping multicast-vlan 20
SwitchB(config)#interface vlan20
SwitchB(config-if)#igmp snooping
SwitchB(config-if)#igmp snooping mrouter interface gel
SwitchB(config-if)#exit

SwitchB(config)#interface gel5
SwitchB(config-if)#switchport mode hybrid
SwitchB(config-if)#switchport hybrid allowed vlan 20 untag
SwitchB(config-if)#switchport hybrid native vlan 100
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SwitchB(config-if)#switchport association multicast-vlan 20
SwitchB(config)#interface ge20
SwitchB(config-if)#switchport mode hybrid
SwitchB(config-if)#switchport hybrid allowed vlan 20 untag
SwitchB(config-if)#switchport hybrid native vlan 101
SwitchB(config-if)#switchport association multicast-vlan 20

Multicast VLAN 203



HAT'TEX  PykoBogcTBO agMuHHCTpaTopa 1o pabore c [1O z1st KOMMyTaTopoB cepuu s5xxx, s6xxx  RU.13725199.01.01.00001-28 34 01

37. ACL

ACL (Access Control List) — mexanusm ¢uibTpayy IP-rakeToB, 1o3BoJISIOLMI KOHTPOJIUPO-
BaTb CeTeBOW TpauK, pa3pelliasi MU 3arpelriasi IPOX0yK/ieHHe MTaKeTOB Ha OCHOBe 3a/JaHHbIX KDUTEePUEB.
[Tonb30BaTeslb MOXKET CaMOCTOSITe/IbHO 3aZiaTh KpuTepun ¢unabrpauyu ACL ¥ npuMeHuTh GUABTP Ha
BXO/jsilIlee 110 OTHOILIEHUIO K KOMMYTaTOpy Harpas/ieHre TpaduKa.

Access-list — nocnemoBaresbHBIN HabOp rpaBuI. Kaxkoe 1paBuio COCTOMT U3 UH(OPMALIMH O
¢ueTpe U AelicTBUM NTpY 00HAPY>KeHUH COOTBETCTBUS MpaButy. MIHGopMalysi, BK/IFOUeHHasi B TIPaBHJIO,
ripeZicTaB/sieT coboit 3¢ deKTUBHYI0 KOMOMHALIMIO TaKUX YCIOBUH, Kak ucxoaHbii IP-agpec, IP-agpec
nosiyyarensi, Homep nporokona IP v nmopt TCP, nopt UDP.

CrnmckM [0CTyTa MOXKHO K/IaCCU(ULIMPOBATh 110 C/Ie[yIOLUM KPUTEPUSIM:

» Kpurepuii Ha ocHOBe UH(pOpMaLK 0 GUIBTpe:
— IP ACL (¢punbTp Ha OCHOBe MH(OpMAaLMX YPOBHS 3 WU BhILLIE);
— MAC-IP ACL (ypoBeHb 2, 3 W4 BbIllIe);
— MAC ACL (ypoBhs 2).

» Kpurepuii crio)xHOCTH KOH(UTypaLum: cTaHAapTHbIN (standard) u paciuimpenHsiii (extended). Pac-

IIMPEeHHBIN PeXXKUM TM03BOJIsIeT CO3/laBaTh 0ojiee TOUHbIe (DUIBTPHI.
» Kpurepuii Ha 0CHOBe HOMEHKJ/IaTypbl: HYMepPOBaHHbINM UM UMEHOBAHHbBIN.
Ormucanve ACL 0/KHO 0XBaTbIBaTh TPU BbILLIEYTIOMSIHYTBIX aClleKkTa.

[Tpu ogHOoBpeMeHHOM nprMeHeHHU ACL pasHbIX THUIOB Ha ofiHOM UHTepdeiice npuopurteT ACL
OyzeT creayroyM:

1. User-defined ACL;
IPv6 ACL;
VLAN IPv6 ACL;
MAC-IP ACL;
IP ACL;
MAC ACL.

Access-group — onucanue npuBsisku ACL K BxoZsllleMy HamnpaB/eHuI0 Tparka Ha KOHKpeT-

o Uk W

HOM uHTepdetice. Eciiv rpymma AoCTyma co3fjaHa, BCe NaKeThbl U3 BXO/SILeTr0 HarlpaBieHus uepe3 UHTep-
tetic 6ynyT cpaBHUBaThCs ¢ TipaBuioM ACL.

ACL moxeT coziep>kaTh [iBa J€MCTBUS MIpaBWIa U JAeUCTBUS M0 YMOTYaHUIO: “<pa3spelleHue”>
(permit) nmm “<otka3”> (deny). Access-list Mo)keT coep>KaTb HECKOJIBKO TpaBui. PuibTpaLys ocy-
111eCTBJISIeTCS [10C/Ie/j0BaTeIbHO: C [TepBbIM COBIaZileHreM IMpOBepKa IpeKpalljaeTcsi, 0CTa/lbHble [IpaBr/a
He NpuMeHsIoTCs1. [1obanbHoe feiicTBYe 10 yMOTYaHUIO TIPUMeHSIeTCsI B C/Tydae, el J1Jisi 0Ty YeHHOTO

TaKeTa HeT COBIMa/IeHUH.
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37.1 Hactpoiika ACL

1. Hactpouts HyMepoBaHHbI standard IP access-list:

Komanpa

Onucanue

access-list {<1-99> | <1300-1999>}
[<1-2147483645>] {deny | permit}
{<source-ip-addr> | <source-ip-addr>

<source-wildcard> | any }

no access-list {<1-99> | <1300-1999>}
[<1-2147483645> [{deny | permit}
{<source-ip-addr> | <source-ip-addr>

<source-wildcard> | any }]]

! B pedsicume 2106a1bHOI KOHUSypayuu

Cospats npasusio nporokosia IP HymepoBaHHOTO
standard IP access-list c HoMepom 13 guaria3oHa <1-99>
win <1300-1999>, ¢ yka3aHueM ajipeca XoCTa -
<source-ip-addr>, cetu - <source-ip-addr>
<source-wildcard> nnu moboro agpeca cetu - any.
<1-2147483645> — HOMep npaBusia access-list;

deny — 0oTOPOCHTH MaKeT;

permit — NpOMyCTUTh MaKeT.

Ecnu paHHbIM access-list He co3zaH, To oH OyzeT co3zaH

roc/ie NpyuMeHeHUsl IaHHOW KOMaH/bI.

Ynanuth co3maHHoe rpaBuio (60 ACL MomHOCTEIO

TIpY yKa3aHWU TOJILKO HoMepa access-list).

2. Hactpoutb HyMepoBaHHbIH extended IP access-list:

Komanpa

Onucanue

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit}
{icmp | igmp} {<src-ip-addr>/
<wildcard> | <src-ip-addr> <wildcard> |
host <src-ip- addr> | any} (<dst-ip-addr>
/ <wildcard> | <dst-ip-addr> <wildcard>
| host <dst-ip- addr> | any} [dscp
{<0-63>| af11 | af12 | af13 | af21 | af22 |
af23 |af31 | af32 | af33 | af41 | af42 | af43
| csl|cs2|cs3|csd|cs5]|cs6|cs7 |
default | ef} | precedence {<0-7> | critical
| flash | flash-override | immediate |

internet | network | priority | routine} ]

! B pesicume 2106aabHOl KOHGU2ypayuu

Co3sparb npasusio nporokona ICMP v IGMP
HyMmepoBaHHoro extended IP access-list c Homepom U3
nuariazoHa <100-199> unm <2000-2699>.

Ecm ACL He 6b11 co3/1aH paHee, OH OyzeT co3zaH

rocJie TIPUMeHeHus JaHHOM KOMaH/Ibl.

Komanzia no ygasnsiet cosganHoe ripasusio (inbo ACL

TIO/THOCTBIO TIPY YKa3aHUM TOJILKO HOMepa access-list).
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Komanpa

OnucaHue

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} tcp
{<src-ip-addr> / <wildcard> | <src-ip-
addr> <wildcard> | host <src-ip-addr> |
any} [eq <0-65535>] {<dst-ip-addr>/
<wildcard> | <dst-ip-addr> <wildcard> |
host <dst-ip-addr> | any}[eq {<0-65535>
| ftp | ssh | telnet | www} | ack | psh | fin |
rst | syn | urg | established] [dscp {<0-63>
| af11 | af12 | af13 | af21 | af22 | af23 |
af31 | af32 | af33 | af41 | af42 | af43 | cs1 |
cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | default |
ef} | precedence {<0-7> | critical | flash |
flash-override | immediate | internet |
network | priority | routine}] [cos <0-7>]
[vlan <1-4094> [vlan-mask <0-4095>]]

! B pedicume 2106a1bHO1U KOHuU2ypayuu

Co3spars npasusio rnporokona TCP HymepoBaHHOTO

extended IP access-list. Eciu ACL He 6b11 co3aH

paHee, TO OH OyzIeT CO3JjaH TIOC/Ie TIPUMEHeHHsT JaHHOU

KOMaH/Ibl.

KomaH[ia no yanset cosganHoe mipaBusio (mibo ACL

TIOJTHOCTBIO TIPY YKa3aHUM TOJIBKO HOMepa access-list).

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} udp
{<src-ip-addr> / <wildcard> |
<src-ip-addr> <wildcard> | host
<src-ip-addr> | any} [eq <0-65535>]
{<dst-ip-addr> / <wildcard> |
<dst-ip-addr> <wildcard> | host
<dst-ip-addr> | any} [eq {<0-65535> |
tftp | botp}] [dscp {<0-63> | af11 | af12 |
af13 | af21 | af22 | af23 | af31 | af32 | af33
| af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 |
cs5 | cs6 | cs7 | default | ef} | precedence
{<0-7> | critical | flash | flash-override |
immediate | internet | network | priority |
routine}] [cos <0-7>] [vlan <1-4094>
[vlan-mask <0-4095>]]

! B pesicume 2106a1bHOl KOHGuU2ypayuu

Cospgats npasusio nporokosia UDP HymepoBaHHOrO
extended IP access-list.
Ecim ACL He 6w co3/jaH paHee, TO OH OyzeT co3gaH

nocjie rIpuMeHeHUsA ,E[aHHOI\/’I KOMaH/BbI.

Komanzia no yaasnsiet cospanHoe ripasuio (6o ACL

TIO/THOCTBIO TIPU YKa3aHUM TOIBLKO HOMepa access-list)
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Komanpa

OnucaHue

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit}
{<0-255> | ip | gre } {<src-ip-addr>/
<wildcard> | <src-ip-addr> <wildcard> |
host <src-ip-addr> | any} {<dst-ip-addr>
/ <wildcard> | <dst-ip-addr> <wildcard>
| host<dst-ip-addr> | any} [dscp {<0-63>
| af11 | af12 | af13 | af21 | af22 | af23 |
af31 | af32 | af33 | af41 | af42 | af43 | cs1 |
cs2 | cs3 | cs4 | cs5 | cs6 | cs7 | default |
ef} precedence {<0-7> | critical | flash |
flash-override | immediate | internet |
network | priority | routine}] [cos <0-7>]
[vlan <1-4094> [vlan-mask <0-4095>]]

! B pesicume 2n06aabHol KOHGuU2ypayuu

Co3parb NMpaBuiIo APYTrUX MPOTOKOIOB, MO0 [/ BCex
IP npoTokonoB HymepoBaHHoro extended IP access-list.
Ecmu ACL He 6bU1 co37iaH paHee, TO OH OyzieT co3zaH

1ocJie MPUMeHeHHsl JaHHOM KOMaH/bl.

KomaHngia no yansiet cosganHoe nipaBuio (mibo ACL

TIOJTHOCTBIO TIPU YKa3aHUM TOJIBKO HOMepa access-list).

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} igmp
{<src-ip-addr> / <wildcard> | <src-ip-
addr> <wildcard> | host <src-ip-addr> |
any }{<dst-ip-addr><wildcard> |
<dst-ip- addr> <wildcard> | host

<dst-ip-addr> | any }

! B pesicume 2n06aabHoll KoHGu2ypayuu

Co3gaTh npaBWIO /i1 (hparMeHTUPOBAHHOTO TpaduKa.
Ecmu ACL He Ob11 CO3/1aH paHee, TO OH OyZieT co3/aH

rocJ/ie NpyuMeHeHUsl IaHHOW KOMaH/[bI.

Komanzia no yzpansieT cosmanHoe npasusio (6o ACL

TIOTHOCTBIO TIPY YKa3aHUU TOJTBKO HOMepa access-list).

3. Hactpouts HymepoBaHHbiii extended MAC access-list:

Komanga

Onucanue

access-list {<100-199> | <2000-2699>}
[<1-2147483645>] {deny | permit} mac
{any | <src-mac-addr> <wildcard> | host
<src-mac-addr>}{any | <dst-mac- addr>
<wildcard> | host <dst-mac-addr>}
[<ethertype>] [cos <0-7>] [vlan
<1-4094> [vlan-mask <0-4095>]]

! B pesicume 2106aabHOl KOHGU2ypayuu

Co3gath npaBuio HyMepoBaHHoro extended MAC
access-list c Homepom u3 auanazona 100-199 umm
2000-2699. Eciu ACL He ObI7T CO3/1aH paHee, TO OH

OyzeT co3zaH mocsie MpUMeHeHUst JAHHON KOMaH[bl.

KoManzia no yzansier co3manHoe npasuio (6o ACL

TIOJTHOCTRIO TP YKa3aHWU TOTLKO HoMepa access-list).
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4. Hactpouts HymepoBaHHbIM extended MAC-IP access-list:

Komanpa

Onucanue

access-list {<3100-3199>}
[<1-2147483645>] {deny | permit}
{host-mac <src-mac-addr> |
<src-mac-addr> <wildcard> | any}
{host-mac <dst-mac-addr> |
<dst-mac-addr> <wildcard> | any}
[ethertype <0x600-0xffff>] {ip |
<0-255>} {<src-ip-addr>/<wildcard> |
<src-ip-addr> <wildcard> | host-ip
<src-ip-addr> | any} {<dst-ip-addr>/
<wildcard> | <dst-ip-addr> <wildcard> |
host-ip <dst-ip-addr> | any } [dscp
<0-63> | precedence <0-7>] [cos <0-7>]
[vlan <1-4094> [vlan-mask <0-4095>]]

! B pesicume 2n06aabHoll KoHGu2ypayuu

Co3patb nipaBusio npoTtokosa IP wmu yiroboro
nporokoJsia L.4 nymepoBanHoro extended MAC-IP
access-list c Homepom u3 auanaszona 3100-3199.
Ecim ACL He 6w co3/jaH paHee, TO OH OyzeT co3gaH

1oc/ie TIPUMeHeHUs JaHHOM KOMaH/IbI.

Komanzia no yaasnsiet cospanHoe ripasusio (inbo ACL

TIO/THOCTBIO TIPY YKa3aHUM TOJIBKO HOMepa access-list).

access-list {<3100-3199>}
[<1-2147483645>] {deny | permit}
{host-mac <src-mac-addr> |
<src-mac-addr> <wildcard> | any}
{host-mac <dst-mac-addr> |
<dst-mac-addr> <wildcard> | any}
[ethertype <0x600-0xffff>] udp
{<src-ip-addr>/<wildcard> |
<src-ip-addr> <wildcard> | host-ip
<src-ip-addr> | any } [eq <0-65535>]
{<dst-ip-addr>/<wildcard> |
<dst-ip-addr> <wildcard> | host-ip
<dst-ip-addr> | any } [eq <0-65535>]
[dscp <0-63> | precedence <0-7>] [cos
<0-7>] [vlan <1-4094> [vlan-mask
<0-4095>]]

! B pedsicume 2106a1bHO1 KOHUSypayuu

Co3sparb npasusio rportokona UDP HymMepoBaHHOTO
MAC-IP access-list c HoMmepoM 13 Juarna3oHa
3100-3199.

Ecim ACL He 6w co3/jaH paHee, TO OH OyzeT co3gaH

1oc/ie TIPUMeHeHUs JaHHOM KOMaH/Ibl.

Komanzia no yaasnsiet cosganHoe ripasusio (6o ACL

TIO/THOCTBIO TIPY YKa3aHUM TOJILKO HOMepa access-list).
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Komanpa

OnucaHue

access-list {<3100-3199>}
[<1-2147483645>] {deny | permit} {any
| host-mac <src-mac-addr> |
<src-mac-addr> <wildcard>} {host-mac
<dst-mac-addr> | any | <dst-mac-addr>
<wildcard>} [ethertype <0x600-0xffff>]
tcp {<src-ip-addr>/<wildcard> |
<src-ip-addr> <wildcard> | host-ip
<src-ip-addr> | any } [eq <0-65535>]
{<dst-ip-addr>/<wildcard> |
<dst-ip-addr> <wildcard> | host-ip
<dst-ip-addr> | any} [eq <0-65535>]
[dscp <0-63> | precedence <0-7>] [cos
<0-7>] [ack | fin | psh | rst | syn | urg]
[vlan <1-4094> [vlan-mask <0-4095>]]

! B pesicume 2106aabHol KOHGuU2ypayuu

Co3spars npasusio rnporokona TCP HymepoBaHHOTO
MAC-IP access-list c Homepom 13 uarna3oHa
3100-3199.

Ecm ACL He 6w co3/jaH paHee, TO OH OyzeT co3gaH
rocJ/ie NpUMeHeHUs JaHHOM KoMaH/pl. KomaHzia no
yaassier co3naHHoe npaBuiio (6o ACL TOTHOCTBIO

TP yKa3aHWH TOIBKO HoMepa access-list).

5. 3azilaTb KOMMeHTapuii Jist access-1

ist:

Komanpa

Onucanue

access-list {<1-399> | <1300-2699> |
<3100-3199> | <6000-7999>} remark
<LINE>

no access-list {<1-399> | <1300-2699> |
<3100-3199> | <6000-7999>} remark

! B pesicume 2n06aabHoll KoHGu2ypayuu

3ajath KOMMeHTapuit Ajis access-list.

Ynanutb KOMMeHTapui fjist access-list.

6. IIlpumenuts ACL Ha uHTepeiic:

Komanpa

Onucanue

{ip | mac | mac-ip} access-group

<acl-name> in

no {ip | mac | mac-ip} access-group

<acl-name> in

! B pedxicume KoHuypayuu nopma

[Tpumenuts ACL <acl-name> Ha BXogsiiiee

HaripaB/ieHHe TpadrKa Ha UHTepdeiice.

Ynanuth ACL <acl-name> ¢ unTepdetica.
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7. IIpocmortp crimcka ACL:

Komanpa OnucaHue

show access-lists Otobpa3uts crimcok Bcex ACL.

! B Admin pedicume

37.1.1 IlIpumep HacTpouku ACL

Cuenapuii 1: TTopt gel0 otHocutcs K cermenTy 10.0.0.0/24, npotokon FTP He pa3peliieH nosb-
30BaTe/Ir0 3TOrO MOpTa.

Koudwuryparius Oyzet BbIVISAETh C/IeAyOIUM 00pa3oM:

Switch#configure terminal

Switch(config)#access-1list 2001 deny tcp 10.0.0.0 0.0.0.255 any eq 21
Switch(config)#interface gel®

Switch(config-if)#ip access-group 2001 in

Cuenapuii 2: KommyTarop Zio/keH oTOpachiBaTh ipv4 makeTbl B MHTepdeiice gel0 ¢ MAC-
aZipecaMy UCTOUHHKKA U3 Auaria3oHa ot 00-12-11-23-00-00 mo 00-12-11-23-ff-ff.

Kondurypartus Oyzet BbIVISAETh C/IeAyOIUM 00pa3oM:

Switch#configure terminal

Switch(config)#access-1list 2200 deny mac 00-12-11-23-00-00
00-00-00-00-ff-ff any ip4

Switch(config)#interface gel0

Switch(config-if)#mac access-group 2200 in

Cuenapuii 3: KommyTtartop o/bkeH oTOpackiBaTh Ha MHTepdetice ge2 Bce TCP makeTsl ¢ MAC-
agpecom 0897.9890.8083 u IP-aapecom 173.194.222.94 victounnka B VLAN 5.

Konduryparst 6yzeT BbIIISIETH C/IeYIOMMM 00pa3oMm:

Switch#configure terminal

Switch(config)#access-1list 3110 deny host-mac ©0897.9890.8083 any tcp
host-ip 173.194.222.94 any vlan 5

Switch(config)#interface ge2

Switch(config-if)#mac-ip access-group 3110 in

37.1.2 Pemenue npodsieMm ¢ HacTpoiikoit ACL

* IIposepka npasu ACL BbINOIHAETCS CBEPXY BHU3 U 3aKaHUMBAETCS II0C/Ie [IePBOr0 COBIIA/eHNs;

* B ogom ACL moxeT ObITh He 6osiee 128 npaBui;
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» Kaxzpiii mopT MoxeT ObITh CBsizaH ToMbKO ¢ ogHuM IP ACL, oguum IPv6 ACL, oqaum MAC-IP
ACL u ognum MAC ACL;

* [Ipu omHoBpeMeHHOM TipuMeHeHHMH ACL pa3HbIX THUIIOB Ha ofHOM UHTepdetice mpuoputer ACL
OyzeT cieyroIum:

1. User-defined ACL;

IPv6 ACL;

VLAN IPv6 ACL;

MAC-IP ACL;

IP ACL;

MAC ACL.

S O
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37.2 Hactpoiika User-defined ACL

B User-defined ACL mnosib30BaTesib UMeeT BO3MOKHOCTb HaCTPOUTh OKHO (window) asist como-
craBreHus rosei nakera. OKHO 3ajaeT cMelteHue (offset) oTHocHTeTbHO Hauaa 3aro/oBKa IakeTa Ha
ofgHOoM u3 ypoBHen: L2, .3 wiu L4 (pucyHok 33). [laynee nosb30Baresib CO3JaeT U MPUBSA3bIBAET K [TOPTY
HerniocpefctBeHHO ACL, KoTopasi ornpeZie/UT Kakve 3HaueHUsl B OKHe HY)KHO NPOBepPUTh U Kakoe Jiei-

CTBHE TIPU 3TOM BBITIO/THUTD.

Ethemet Destination adress  Ethamet source address
|

IP Scurce address P Destination address
1

I I I I I I I e p—— -
hertype Source Port Destination Port
A A A

6 8 10 12 O 2 14 5] g 10 12 14 16 18 O 2

ASmwumTmo

Puc. 33: Cmemjenue okoH B User-defined-ACL

KommyTartop nojziepkuBaeT KOH(UrypaLuto 6 OKOH, Kax/0e U3 KOTOPbIX MOXKeT 3a/jaBaTh 3Ha-
yenue cmetenus ot 0 10 90, rae mmar 2 6aiita. To ecTh, 3HaueHHe 0 COOTBETCTBYeT cMelrieHuro 0 OaiiT, a
3HaueHHe 1 — cMmelneHuto 2 Gaifra. s KoHpUrypaumu nipaBun cravgaptHoi User-defined ACL okHa
CMelLl[eHU JO/DKHBI OBITh HACTPOEHBI /10 CO3/IaHMsI CaMoro CITMCKa rnpaBuil. [1paBr/ia OKOH r706aabHbI
1 MOT'YT OBITh MCITO/Tb30BaHkI B ir000i User-defined ACL. Ec/ii 0kHO He CKOH(HTYPUPOBAHO, TO TaKast
ACL nHefocTynHa [/151 IIPUBA3KU K ITIOPTaM.

1. Hactpouts cMelrienre okoH A1s npaBusia User-defined ACL:

Komanpa Onucanue

userdefined-access-list standard offset | Co3xaTb 0KHa cMelljeHus 1Sl IpaBU/Ia

[window1 {12start | 13start | 14start} userdefined-access-list standard.

<0-90>] [window?2 {l2start | 13start | Eciu 0KHO yyKe CyIIeCTBYeT, TO OHO MOXKET OBbITb
14start} <0-90>] [window3 {I2start | r3MeHeHO. Ec/ii OKHO cMellieHus He 3a/jaHo, TO
13start | 14start} <0-90>] [window4 TPaBUJIO He Oy/IeT CO3/laHo.

{12start | 13start | 14start} <0-90>]
[window5 {12start | 13start | 14start}
<0-90>] [window®6 {12start | 13start |
l4start} <0-90>]

no userdefined-access-list standard Ynanuth co3aHHbIe OKHA CMell[eHUsl.
offset [window1] [window?2] [window3]

[window4] [window5] [window6]

! B pestcume 2n06aabHoll koHguzypayuu
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2. Hacrpouts crangaptHbiii User-defined ACL

Komanpa

Onucanue

userdefined-access-list standard
<1200-1299> [<1-2147483645>]
{permit | deny} [vlanld <1-4094>]
[ethertype <0x0000 - 0x9999>]
[window1 <hexdata> <hexmask>]
[window?2 <hexdata> <hexmask>]
[window3 <hexdata> <hexmask>]
[window4 <hexdata> <hexmask>]
[window5 <hexdata> <hexmask>]

[window6 <hexdata> <hexmask>]

no userdefined-access-list standard
<1200-1299> [<1-2147483645>]
{permit | deny} [vlanld <1-4094>]
[ethertype <0x0000 - 0x9999>]
[window1 <hexdata> <hexmask>]
[window?2 <hexdata> <hexmask>]
[window3 <hexdata> <hexmask>]
[window4 <hexdata> <hexmask>]
[window5 <hexdata> <hexmask>]

[window6 <hexdata> <hexmask>]

! B pesicume 2106aabHOU KOHGU2ypayuu

Cospgath npaBwio User-defined ACL ¢ Homepom u3
nuvariazona 1200-1299.

Komanzia no yaansiet cosganHoe ripasuio (imbo ACL

MOJTHOCTRIO TP YKa3aHUU TOTLKO HoMepa access-list).

3. ITpumenuts User-defined ACL Ha uHTepdeiic:

Komanpa

OnucaHue

userdefined access-group <1200-1299>

in

no userdefined access-group
<1200-1299> in

! B pedxicume KoHuypayuu nopma

[Tpumenuts userdefined-access-list standard Ha

BXOZsilllee HarpaB/eHue Tpaduka Ha UHTepelice.

Ynanuts userdefined-access-list standard c unTepdeiica.
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37.2.1 TlIpumep HacTtpoiiku User-defined ACL

Cuenapwii 1: Biiokupoka ARP-coobuienuti ¢ Source MAC-address 00:1F:29:AD:3E:F7 Ha rop-

Ty gel:
Konduryparys OyzeT BbIIISETh C/Ie[yIOLM 00pa3oMm:

Switch#configure terminal

Switch(config)#userdefined-access-1list standard offset windowl 12start 3
window2 12start 4 window3 12start 5
Switch(config)#userdefined-access-1list standard 1200 deny ethertype 0x806
windowl 1f ffff window2 29ad ffff window3 3ef7 ffff
Switch(config)#interface gel

Switch(config-if)#userdefined access-group 1200 in

Switch(config-if)#end

Cuenapuii 2: bnokupoBka nakeToB ¢ Source [P-agpecom 192.168.1.2 u Destination IP-agpecom
192.168.1.5 Ha nopty ge2:

Konduryparius Oyzet BbIMVISAETh C/IeAyOIAM 00pa3oM:

Switch#configure terminal

Switch(config)#userdefined-access-1list standard offset windowl 13start 6
window2 13start 7 window3 13start 8 window4 13start 9
Switch(config)#userdefined-access-1list standard 1201 20 deny windowl c0@a8
ffff window2 102 ffff window3 c@a8 ffff window4 105 ffff
Switch(config)#interface ge2

Switch(config-if)#userdefined access-group 1201 in

Switch(config-if)#end

Cuenapuii 3: 3arnipet NetBIOS no Source/Destination mopram UDP 137/137 u 138/138 Ha mopTy
ge3:

Kondurypartus Oyzet BbIMISAETh C/IeAyOIAM 00pa3oM:

Switch#configure terminal

Switch(config)#userdefined-access-1list standard offset windowl l4start 0
window2 l4start 1

Switch(config)#userdefined-access-1list standard 1203 deny windowl 89 ffff
window2 89 ffff

Switch(config)#userdefined-access-1list standard 1203 deny windowl 8a ffff
window2 8a ffff

Switch(config)#interface ge3

Switch(config-if)#userdefined access-group 1203 in

Switch(config-if)#end
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37.3 Hactpoiika IPv6 ACL

1. Hactpouts HymMepoBaHHbI extended IPv6 access-list:

Komanpa

OnucaHue

ipv6 access-list {<600-699>}
[<1-2147483645>] {deny | permit}
[<0-255>] {<sIpv6Addr>/<sPrefixlen> |

host <sIpv6Addr> | any} {<dIpv6Addr>/

<dPrefixlen> | host <dIpv6Addr> | any}
[dscp <0-63>]

! B pesicume 2106aabHOl KOHGuU2ypayuu

Co3patb nipaBu/Io nportokosa IPv6 wiu ymoboro
nporokosa L4 nymepoBanHoro extended IPv6
access-list c Homepom u3 Auana3zona <600-699>.
Ecmu ACL He 6611 cO3/1aH paHee, TO OH OyzieT co3jaH

1ocJ/ie NpUMeHeHUs! IaHHOM KOMaH/Ibl.

KoMaHnzia no yzansieT co3manHoe npasuio (6o ACL

TIOJTHOCTRIO TP YKa3aHWU TOTLKO HoMepa access-list).

ipv6 access-list {<600-699>}
[<1-2147483645>] {deny | permit}
{icmp | igmp | gre} {<sIpv6Addr>/
<sPrefixlen> | host <sIpv6Addr> | any}
{<dIpv6Addr>/<dPrefixlen> | host
<dIpv6Addr> | any} [dscp <0-63>]

! B pedxicume 2106a1bHOI KOHuU2ypayuu

Co3zgate nipasuio ripotokona ICMP, IGMP win GRE
HyMmepoBaHHOro extended IPv6 access-list c Homepom
u3 auanasoHa <600-699>.

Ecmu ACL He 6611 co3/1aH paHee, TO OH OyzieT co3/jaH

roc/ie MpUMeHeHUs IaHHOW KOMaH/IbI.

KomaH/ia no yanset coszganHoe nipaBuio (mibo ACL

TIOJTHOCTBIO TIPY YKa3aHUM TOJILKO HOMepa access-list).

ipv6 access-list {<600-699>}
[<1-2147483645>] {deny | permit}
icmp6 {<sIpv6Addr>/ <sPrefixlen> |

host <sIpv6Addr> | any} {<dIpv6Addr>/

<dPrefixlen> | host <dIpv6Addr> | any}
[icmp-type <0-255>] [icmp-code
<0-255>] [dscp <0-63>]

! B pesicume 2106aabHOl KOHGuU2ypayuu

Cospgars npasusio nporokosia ICMP6 HymepoBaHHOTO
extended IPv6 access-list c HoMepom U3 Auara3oHa
<600-699>.

Ecmu ACL He 0b11 CO3/1aH paHee, TO OH OyzieT co3jaH

1oc/ie NpUMeHeHUsl IaHHOW KOMaH/IbI.

KomaHnzia no yzpansieT cosmanHoe npasuio (6o ACL

TIO/THOCTBIO TIPY YKa3aHUU TOJIBKO HOMepa access-list).
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Komanpa Onucanue

ipv6 access-list {<600-699>} Co3zgath npaBuio npotokosia TCP wiu UDP
[<1-2147483645>] {deny | permit} {tcp | | HymepoBaHHoro extended IPv6 access-list c Homepom
udp} {<sIpv6Addr>/<sPrefixlen> | host | u3 guamazona <600-699>.

<sIpv6Addr> | any} [eq <0-65535>] Ecm ACL He 6w co3/jaH paHee, TO OH OyzeT co3gaH
{<dIpv6Addr>/<dPrefixlen> | host roc/ie MpUMeHeHUs JaHHOW KOMaH/IbI.

<dIpv6Addr> | any} [eq <0-65535>]

[dscp <0-63>] KomaH/ia no yganset coszsanHoe nipaBuio (mibo ACL

TIO/THOCTBIO TIPY YKa3aHHWHM TOIbKO HoMepa access-list).

! B pesicume 2n06aabHoll KoHGu2ypayuu

2. 3apatb koMMeHTapuit gy [Pv6 access-list:

Komanpa OnucaHue

ipv6 access-list <600-699> remark 3ajatb KoMMeHTapui Ajis IPv6 access-list.
<LINE>

no ipv6 access-list <600-699> remark Ynanuth kKoMMeHTapuii Asist IPv6 access-list.

! B pesicume 2n06aabHol KOHGuU2ypayuu

3. IlpumenuTts IPv6 ACL Ha uHTepdeiic:

Komanpa Onucanue

ipv6 access-group <acl-name> in [Tpumenuts ACL <acl-name> Ha BXxoggsiiee

Harpas/ieHue TpauKa Ha UHTepdelice.

no ipv6 access-group <acl-name> in Ynanuth ACL <acl-name> c unTtepdetica.

! B pedxcume KoHuypayuu nopma

4. TIpocmortp crivcka IPv6 ACL:

Komanpa OnucaHue

show ipv6 access-lists OTtobpa3uts crimcok Bcex IPv6 ACL.

! B Admin pedicume

37.3.1 Tlpumep Hactpouku IPv6 ACL

Cuenapuii: Ha nopty gel paspemuTs gocTyt K xocTy 2001:4860:4860::8888 uepe3 SSH coenu-
HeHMe TOJIbKO I0/1b30BaTe/Io ¢ azipecoM 2a02:6b8:58:74:1c60:2¢18:0:4000, mpy 3TOM 3aripeTUB MOJHBINA

AOCTYII K XOCTY AJid BCeX OCTa/IbHBIX aIpeCOB CETH.
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Kondurypartjus 6yzeT BeIIVISAETh CeAyOIMIUM 06pa3oM:

Switch(config)#ipv6

Switch(config)#ipv6

Switch(config)#ipv6

2a02:6b8:58:74:1c60:

host 2001:4860:4860:

access-list 600 permit tcp host

2c18:0:4000 host 2001:4860:4860::8888 eq 22
access-list 600 deny 2a02:6b8:58:74:1c60:2c18::/96
: 8888

access-list 600 permit any any

Switch(config)#interface gel
Switch(config-if)#ipv6 access-group 600 in

37.3.2 Pemenue npodsiem c HacTpoiikoii IPv6 ACL

* IIposepka npasu ACL BbINOIHAETCS CBEPXY BHU3 U 3aKaHUMBAETCs II0CJ/Ie [IePBOr0 COBIIa/JeHus;

 Kax/piii opT MOXKeT ObITh CBsi3aH ToMbKO ¢ oguuM IP ACL, ogaum IPv6 ACL, ogaum MAC-IP

ACL v ogaum MAC ACL. Ing ogroro VLAN moskHO ucrionb3oBats ofauH [Pve ACL.
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37.4 Hactpoiika VLAN IPv6 ACL

IPv6 ACL pgns VLAN ocyuecTB/sieT KOHTPO/Ib BCex MOpToB B 3ToM VL AN, He rpuMeHsist pu
stom [Pv6 ACL Ha Ka)XK[0M MOPTY 0 OTAeTbHOCTH.

Ecmu IPv6 ACL gt VLAN u IPv6 ACL 14 nopra nnprMeHeHb! ogHoBpeMeHHO, ACL 14 ropra
OyzeT obpaboran panbine, uem ACL gns VLAN.

1. Hactpouts VLAN IPv6 ACL:

Komanga Onucanue
vacl ipv6 access-group {<600-699> | [Tpumenuts [Pv6 ACL Ha BXoggsiiiee HarpaB/jieHHe
word} in vlan <vlan-id> Tpaduka Ha VLAN.

no vacl ipv6 access-group {<600-699> | | Ymanuts IPv6 ACL c VLAN.
word} vlan <vlan-id>

! B pesicume 2106a1bHOU KOHGU2ypayuu

2. OTtobpasuts cratuctuky VLAN IPv6 ACL:

Komanpa Onucanue

show vacl vlan [<vlan-id>] OTto0Opa3uthb KoHpuryparuio u cratuctiky VLAN ACL
st VLAN, npu ykaszanuu <vlan-id> ungopmariyis

OyzeT oToOpakeHa TOBKO [yt KOHKpeTHOW VL AN.

! B Admin pedicume

3. Ouuctuts cratuctuky VLAN IPv6 ACL:

Komanpa OnucaHue

clear vacl in statistic vlan [<vlan-id>] Ounctuts cratuctuky VLAN ACL ans VLAN, nipu
yKa3aHuu <vlan-id> nndopmarius 6yzer ouuieHa

TOJBKO 17151 KOHKpeTHOW VLAN.

! B Admin pedcume

37.4.1 IIpumep Hactpouku VLAN IPv6 ACL

Cuenapuii: Heobxoaumo 3anpetuts goctyn K cetrd 2001:db8:3c4d:: g VLAN 10 u 20.

Koudurypartjusi 6yzeT BeIIVISAETh CeyOIMIUM 06pa3oMm:

Switch#configure terminal

Switch(config)#ipv6 access-list 600 10 deny any 2001:db8:3c4d::/48
Switch(config)#ipv6 access-1list 600 20 permit any any
Switch(config)#vacl ipv6 access-group 600 in vlan 10
Switch(config)#vacl ipv6 access-group 600 in vlan 20
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38. AM (Access Management)

AM (Access Management) — MeXaHH3M yTipaBJieHUsl JOCTYIIOM, OTPaHAYMBAIOIINUNA TpapUK Ha

IMOPTY C Hepa3pelIeHHbIX aIpeCoB. Pa3p6H_IaI-OH_[I/Ie MpaBHJ/ia MOKHO 3d[dBdThb KdK C YKd3dHHUEM TOJILKO

[P-agpeca viu guarnasona IP-agpecos, Tak u B BUze cBsisku MAC-azpeca c IP-agpecom.

AM Blocked Record — dhyHKI[MOHa ITO3BOJISIOLMHM TT0/Ib30BATEJTIO C TIOMOII[BI0 KOMaH bl ”show

am blocked all” yBuzeTs monb3oBaTesneii 3a0/10KUPOBAaHHBIX (DYHKI[MOHAIOM AM, a Tak)kKe BBIBOJUTH B

nor coob1ieHre ypoBHs 4 (warnings) o 6;I0KMpPOBKe I0JTb30BaTelIsl.

38.1 Hacrpoiika AM

1. I'mobanbHbIe HACTPOUKY GyHKIMK AM:

Komanga

Onucanue

am enable

no am enable

! B pesicume 2106aabHOl KOHGU2ypayuu

Bxmounts pyHKIHI0 AM rmobanbHo.

Beikrounth QyHKUMI0 AM 17106a1bHO.

am blocked record

no am blocked record

! B pesicume 2106aabHOU KOHGU2ypayuu

BkttounTh 3anuick uH$opMaLyy 0 3ab6/10KMPOBaHHBIX

naketax B Tabmuiy Blocked Record.

BbIK/TIOUMTE 3amuch UH(OpMAaIy 0 3a0/1I0KMPOBaHHBIX

nakerax B Tabmiy Blocked Record.

am blocked record action {trap [log] |
log}

no am blocked record action {trap [log]
| log}

Bxmounts otripaBKy SNMP traps-coo0iijeHui u/uii
BbIBOJI l0g-co00111eHui B KOHCO/B C YPOBHEM 4
(warnings) npu go6aBsieHun 3anucu B Tabmuiry Blocked
Record.

Boikmtounts otripaBky SNMP Traps u/unu BeIBOZ,

log-coo0iijeHuit B KOHCO/b MPU 106aB/IeHUH 3aMicy B

! B pedxicume KoHuypayuu nopma

tabmuiy Blocked Record.
! B pedicume 2106a1bHOI KOHuU2ypayuu
2. Hactpoiika AM Ha noprax:
Komanpa Onucanune
am port Bxntounts pyHKLIMI0 AM Ha MOpTY.
no am port BoikmounTh QyHKUMIO AM Ha nopry.

AM (Access Management)
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Komanpa

OnucaHue

am ip-pool <ip-address> <count>

no am ip-pool <ip-address> <count>

! B pedxicume KoHpuypayuu nopma

Co3pgate paspelarolifee npaBuio s [P-agpeca v
[varia3oHa IP-azipecoB Ha ropry.
<ip-address> — HauanbHbIl [P-agpec;

<count> — KOJIMYECTBO paspellieHHbIX [P-afpecos.

YaanuTh pa3speraroree MpaBuiIo C MOpTa.

am mac-ip-pool <mac-address>

<ip-address>

no am mac-ip-pool <mac-address>

<ip-address>

! B pedxicume KoHuypayuu nopma

IobaBuTh paspelaroliee MPaBUIO JJisl CBI3KU

MAC-agpeca c IP-agpecom Ha nopT.

Ynanuth COOTBETCTBYIOLLEe MPaBUIIO C MOPTa.

3. OtobpakeHHe ¥ OUMCTKA 3amuceld 3a0/I0KMPOBaHHBIX T10/Tb30BaTe Iei:

Komanga

Onucanue

show am blocked {all | interface

<jf-name>}

! B Admin pedcume

OTtob6pa3uth nHGOpPMaIHIO 0 3a0/I0KHPOBAHHBIX
TaKeTax Ha orpe/ie/IeHHOM MHTepdelice MO0 BbIBECTH

tabmuiy Blocked Record njesnikom.

clear am blocked {all | interface
<if-name> | mac <mac-address>| ip

<ip-address> | vlan <vlan-id>}

! B Admin pescume

Ounctuth HGOPMALHIO 0 3a6/I0KMPOBAHHBIX TTAKeTax
c onpegenenHsiM MAC-agpecom, IP-agpecom, VLAN,
uHTepdeiicom mibo ounctuth Tabmiy Blocked Record

L[e/TUKOM.

38.2 IIpumep HacTpouku AM

Kak noka3ano Ha pucyHke 34, 30 [IK nogk/itoueHbl yepe3 KOHLIEHTPAaTOP K KOMMYTaTropy yepes

uHTepgelic gel. IP-agpeca stux [1K Haxozparcsa B guanasone ot 10.0.0.1 go 10.0.0.30. CornacHo nom-

THKe 06e301MacHOCTH, a/IMUHUCTPATOP HacTpauBaeT JieTaJbHbIMU TOMbKO 3TU 30 agpecoB. KommyTaTop

OyzeT repecbuiaTh TOMBKO TMaKeThl OT 3THX IP-azipecoB, a MakeThl OT APYTUX aipecoB OTOpachiBaTh U

orrpasssTb SNMP trap ¢ nHpopMaiei o 3a6;I0KUPOBaHHBIX MT0JTb30BATEISIX.

AM (Access Management)
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Kondurypartjus 6yzeT BeIIVISAETh CeAyOIMIUM 06pa3oM:

Switch#configure terminal

Switch(config)#snmp-server community private
Switch(config)#snmp-server host 192.168.1.20 0 private
Switch(config)#am enable

Switch(config)#am blocked record

Switch(config)#am blocked record action trap
Switch(config)#interface gel

Switch(config-if)#am port

Switch(config-if)#am ip-pool 10.0.0.1 30
Switch(config-if)#end

KommyTarop
KoxuenTtparop
4¢====IF
#fsﬂf,;f’ﬁjfi:::::::gf’ ‘ .l~hh~mm~mﬁhﬁﬁhhh““
- 5, , o =
—— ——
MK3 NK30

Puc. 34: Kondurypauus AM
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39. MAB (MAC Authentication Bypass)

Bo MHOTHX CeTsiX eCTh YCTPOUCTBA (HarlpuMep, CeTeBbie IPUHTEPhI U MOOU/TbHBIE YCTPOWUCTRA),

KOTOpbIe He MOAJep)KUBAlOT ayTeHTH(UKauuy 1o 802.1x. [Ina Takux ycTpoucTB npumensiercs MAB

(MAC Authentication Bypass), mo3BoJisifOIIMii aBTOpHU30BaTh Mojib3oBarteseit o MAC-azpecy uepe3

RADIUS-cepBep u HazHauaTb UM VLAN. ITosib30Bartesnto He HY>KHO ycTaHaB/avBarh 110 knveHTa ayTeH-

TU(UKALIMY WY BBOAUTD JIOTHH U Naposib B rpoLjecce. [/ ayTeHTU(PUKALIMKM KOMMYTaToOpy Z0CTaTOYHO

nonyunth ARP-niakeT or MAB-monb30Baressi ¥ nociae oOHapy)KeHUsi COOTBETCTBUSI ayTeHTU(DUKAI[U-

OHHOUM MH(OPMAaIUM Ha cepBepe, Mojb30Baresio OyzeT paspelieH goctymn. Mcnonb3yiite MAC-aapec

I10/Ib30BaTe/IA B Ka4eCTBeE JIOTHHA U ITapOJid B (bopMaTe XX-XX-XX-XX-XX-XX, B HWDKHEM DErucTpe Iipu Ha-

ctpoiike RADIUS-cepeepa. [ns nepegaunt Homepa VLAN B otBete oTr RADIUS cepBepa He0oOX0quMO

YCTaHOBUTBH CJIeJYIOII1e aTpUOYThI:

Tunnel-Type = 13,
Tunnel-Medium-Type = 6,

Tunnel-Private-Group-ID = "vlan-id"

39.1 Hacrpoiika MAB

1. TnobanbHble HacTOMKU MAB:

Komanpa

Onucanue

mac-authentication-bypass enable

no mac-authentication-bypass enable

! B pesicume 2106aabHOU KOHGuU2ypayuu

Bxmounts yHKIHio MAB rnobansHo.

OtxsmounTh QyHKIHMI0 MAB 17106a7bHO U YIATUTh CO

BCex MHTepQericoB HacTporku MAB.

aaa authentication mab group {radius

[none] | none}

no aaa authentication mab group

! B pesicume 2106aabHOU KOHGuU2ypayuu

3agark MeTof ayTeHTUMKaly MAB.

OTMeHUTb MeToZ, ayTeHTUPUKaLu MAB.

mac-authentication-bypass lease-time
<1-3600>

no mac-authentication-bypass

lease-time

! B pesicume 2106aabHoll KoHGuU2ypayuu

3azaTh BpeMs Hauasia OBTOPHOM ayTeHTU(HKaLH,

rocJie yayHoi ayTeHTH(UKaLUH.

BepHyThb 3HaueHue 110 ymosayanuto — 180 cekyHz,.

MAB (MAC Authentication Bypass)
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Komanpa

OnucaHue

mac-authentication-bypass timeout
reauth-period <1-3600>

no mac-authentication-bypass timeout

reauth-period

! B pesicume 2n06aabHol KOHGuU2ypayuu

3azarth BpeMsi, B TeueHHe KOTOPOro KOMMYTaTop He
OyzeT pearrpoBaTh Ha 3arpoc ayTeHTU(UKAIUN OT

MAC-azpeca, 1oc/ie ero HeyAauyHOW ayTeHTU(PUKaL1K.

BepHyTb 3HaueHue 110 ymom4aHuro — 30 CeKyH/I.

mac-authentication-bypass
username-format mac-address
[groupsize <1, 2, 4> [separator < -, :, . >]

| groupsize 12] {lowercase | uppercase}

no mac-authentication-bypass

username-format

! B pedxicume 2106a1bHO1 KOHuU2ypayuu

3azathk hopMar user-name u user-password B rakeTax
RADIUS MAB ayteHTU(pUKaL1H.

lowercase — B HIKHeM perucrtpe (1Mo yMOJYaHHUIO);
uppercase — B BeDXHEM PETUCTpE;

groupsize — rpynnyipoBaTh Mo yKazaHHOMY
KOJINUeCTBY CUMBOJIOB (TI0 YMO/JTYaHUIO 2);

separator — ykasarb pasfiesiuTe/b 0e3 KaBblyek (110

yMoJT4aHUIo =),

YcraHOBUTE (pOpPMAT MO yMOJTYaHHUIO

(XX-XX-XX-XX-XX-XX).

2. Hactpoiika MAB Ha noprax:

Komanpa

Onucanue

mac-authentication-bypass enable

no mac-authentication-bypass enable

! B pedxcume KoHuypayuu nopma

Bxmounts QyHkimio MAB Ha niopry.

OTtkitounTh GyHKIMI0 MAB Ha 1opTy u yaauTh Bce

Hactporiku MAB c nopra.

mac-authentication-bypass guest-vlan
<1-4094>

no mac-authentication-bypass

guest-vlan

! B pedxicume KoHuypayuu nopma

3agate rocteBort VLAN.

Ynanmutk rocteBoit VLAN.

MAB (MAC Authentication Bypass)
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Komanpa

OnucaHue

mac-authentication-bypass
binding-limit <1-100>

no mac-authentication-bypass

binding-limit

! B pedxcume KoHpuypayuu nopma

3a7aTh MaKCUMaJ/IbHOe KOIM4eCTBO 3anuceri MAB Ha

TIOPTY.

BepHyTb 3HaueHue N0 YMO/TYaHUIO — 3 3alMCHU.

3. [Ipocmotp coctosiiust MAB Ha uHTepdeiicax:

Komanpa

OnucaHue

show mac-authentication-bypass brief

! B Admin pedcume

OTtobpa3uth coctossHe MAB Ha unTepdeticax u

KO/IMuecTBO aBTopu3oBaBlnxcss MAC-agpecoB Ha HUX.

4. TTpocmortp 3ammceit B MAB-Tabme:

Komanpa

Onucanue

show mac-authentication-bypass
[interface <ifname>] [state {guest |
authenticated | authenticating | reject}]
[vlan <1-4094>]

! B Admin pedicume

Otobpa3utb MAB-Tabuily 11e/TMKOM, JTUOO TOJTBKO
3arMCH 110 YKa3aHHBIM MTapamMeTpam.
[ormycTrMOo yKa3aHWe HeCKOIbKHX TTapaMeTpOB,

Harpumep, interface u state.

5. OuncTka 3anucei u3 MAB-Tab/MULIbL:

Komanpa

Onucanue

clear mac-authentication-bypass
binding { all } | { interface <ifname> |
mac <mac-address> | vlan <1-4094> |
state { authenticated | authenticating |

guest | reject }}

! B Admin pedicume

Ounctuth 3anucu B MAB-Tabnmiie.
[HonycTrMo yKa3aHHe HeCKOIbKHX [apaMeTpOB,

Harpumep, interface u state.

MAB (MAC Authentication Bypass)
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39.2 IlIpumep koHpurypanuu MAB

Kak nokasaHno Ha pucyHke 35, [1K nosib30BaTtesisi MOAK/I0UEH K 1OpTy gel kommyTaTtopa. B coot-
BETCTBHUH C TTOJIMTUKOM 6e301macHOCTH, JOCTYT B 0dHCcHYIO ceTh uepe3 VLAN 9 npeocTaBisieTCst TO/Mb-
Ko 1iocsie ayteHTUdUKauu Ha RADIUS-cepBepe, HO /17151 TOCTeBbLIX YCTPOWCTB MpeAyCMOTPeH roCTeBOM

VLAN 8. Cetb yrnpaBieHus KommyTaTopom, Kak 1 RADIUS-cepsep, Haxogutcst B VLAN 10.

rF_ -
e . . =
ey —DsadPpr I
— | VLAN 10
Switch
pPC RADIUS Server
100010
Puc. 35: MAB

KoHdurypaiusi kommyTaTtopa OyzeT BBIT/ISeTh CIeAYIOMUM 00pa3oMm:

Switch#configure terminal

Switch(config)#vlan 8-10

Switch(config)#interface vlan 10

Switch(config-if)#ip address 10.0.0.9/24
Switch(config-if)#exit

Switch(config)#radius-server host 10.0.0.10 key 0 private
Switch(config)#mac-authentication-bypass enable
Switch(config)#aaa authentication mab group radius
Switch(config)#interface gel

Switch(config-if)#switchport mode hybrid
Switch(config-if)#switchport hybrid native vlan 8
Switch(config-if)#switchport hybrid allowed vlan 8,9 untag
Switch(config-if)#mac-authentication-bypass enable
Switch(config-if)#mac-authentication-bypass guest-vlan 8
Switch(config-if)#end

[Tpumep nobaenenuss MAC-azgpeca romnb3oBaresisi Ha RADIUS-cepBepe fy1s aBropu3anun B VLAN
9.
B daiin users (/etc/freeradius/3.0/users) 106aBuTh CeIYIOIIYIO 3alTUCh:

54-af-97-2d-d6-c6 Cleartext-Password := "54-af-97-2d-d6-c6"
Tunnel-Type = 13,
Tunnel-Medium-Type = 6,
Tunnel-Private-Group-ID = "9"
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! B pescume 2100a1bHOU KOHGu2ypayuu

HATTEX

PyKoBOZICTBO afiMUHKCTpaTopa 1o pabote ¢ [1O yist KOMMYTaTOPOB CEPUH S5XXX, SEXXX

40. IEEE 802.1X

Crangapr IEEE 802.1X onpefensieT K/IMeHT-CepBePHbIA KOHTPOJ/Ib JOCTYIA U IPOTOKOJ ayTeH-
TU(YKALHU, KOTOPBIN NIPENATCTBYeT MOAK/IIOYEHHIO K CeTH HeaBTOPU30BaHHBIX I0/b30Baresniel. Cepsep
ayTeHTU(UKaLMY MPOBepsieT MOJIMHHOCTb KaXK0r0 K/IMeHTa, MOAK/II0UEHHOT0 K KOMMYTaTopy, [10 TOTO

3

KakK CepBHUCHI, IIpe/l0CTaB/IsieMble KOMMYTaTOPOM WU JIOKa/JIbHOW CeThbI0, CTAHYT [JOCTYITHBI eMY.
B apxutektype IEEE 802.1X y4acTBYIOT TpX OCHOBHBIX KOMIIOHEHTa

* KiiuenT (Supplicant) — ycTpoiicTBo mosib3oBareJis, MOAK/II0UeHHOe K TIOPTy KOMMYyTaTopa (Ha-
rpuMep, KomnbtoTep i [P-tenedoH)
pyeT JOCTYII K CeTU U TlepeJaéT 3arpochl Ha ayTeHTU(UKAL|IO0

» Ayrentudukatop (Authenticator) — ceTeBoe yCTPOMCTBO (KOMMYTAaTOp), KOTOPOe KOHTPOJIU-

* CepBep aytentudukanmu (Authentication Server) — o6bsruH0 310 RADIUS-CepBep, KOTOpbIit

rpoBepdeT yUeTHbIE JaHHbI€ K/IMEHTA U COO6H_laeT pe3y/abTaT IIPpOBEPKU BYTeHTI/ICl)I/IKaTOpy

-I EAPOL g--m >
—
A

KnHeuT AWEHTHCIJHKauHoHHaH T

CHCTEMa (KOMMYyTaTop)

RADIUS
CepEep
Puc. 36: IEEE 802.1X
40.1 Hacrpoiika IEEE 802.1X
1. I'mobanbhbIe HacTpoliku 802.1X
Komanpga Onucanue
dot1x enable Bxmounts dynkiuro 802.1X rmobaabHO

no dotlx enable

Brixmtounts QyHKIMI0 802.1X robanbHO U yaanuTh CO

BCcex uHTepdeiicoB HacTpoiiku 802.1X

IEEE 802.1X
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Komanpa

OnucaHue

aaa authentication dot1x group radius

none

no aaa authentication dotlx group

radius none

! B pesicume 2106a1bHOtU KOHGU2ypayuu

HasHauute MeTop ayTeHTU(UKamu 802.1X ¢

ucrnosnb3oBanueM RADIUS-cepsepa.

OtmeHuTh MeTof, ayTeHTUHKaumu 802.1X.

dot1lx timeout re-authperiod
<1-65535>

no dotlx timeout re-authperiod

! B pedxicume 2106a1bHOI KOHUSypayuu

3ajatb BpeMsi peaBTOpU3alliy K/IMeHTa B CeKyH/1ax.

YCTaHOBUTEL BpeMsl peaBTOPU3ALUU 110 YMOTUaHUIO
(3600 cekyHp).

dotlx timeout tx-period <1-65535>

no dotlx timeout tx-period

! B pedicume 2106a1bHOU KOHpuU2ypayuu

3ajath epuo, petTpaHcsiuu dotlx-makera Ajist

K/IMeHTa.

YcTaHOBUTE BpeMsl peTpaHC/IALMY 1o ymonuanuto (30

CeKyH[).

dotlx max-req <1-10>

no dotlx max-req

! B pesicume 2n06aabHoll KoHGuU2ypayuu

Ba,l[aTb MaKCHMaJ/IbHO€ YKMCJ/I0 3alIpOCOB IMpU

OTCYTCTBHH OTBETaA OT K/JIMEHTA.

YcTaHOBUTH 3HaUeHUe 10 YMOTUaHHIO (2 3arpoca).

2. Hacrpoiika 802.1X Ha mopTax:

Komanpa

OnucaHue

dotlx enable

no dotlx enable

! B pedxicume KoHpuypayuu nopma

Bxmounts ynkiuto 802.1X Ha Mopry.

BoikmtounTh dyHKIH0 802.1X Ha MOPTY M yAa/IUTh Ha

HéM HacTpouku 802.1X.
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Komanpa

OnucaHue

dot1x port-method macbased

no dotlx port-method

! B pesxcume KoHgu2ypayuu nopma

Bxmounts MeToz macbased.

BriknrounTh MeToz macbased.

dotlx max-user macbased <1-128>

no dotlx max-user macbased

! B pedicume KoHuypayuu nopma

3a,anb MaKCHUMaJ/IbHOE KO/IMU4€CTBO dBTOPHU30BAHHBIX

T10/Ib30BaTe/ied Ha opTYy.

YcTaHOBUTE 3HaueHue 1o yMonuaHuro (1

10/1b30Bare/ib).

dotlx macbased guest-vlan <1-4094>

no dotlx macbased guest-vlan

! B pesxcume KoHgu2ypayuu nopma

3apatb rocteBoi VLAN.

Ynanutk rocteBoi VLAN.

3. IIpocMmoTtp 3amuceit B Tabnuije 802.1X:

Komanpa

Onucanue

show dotlx [interface <if-name>]

! B Admin pedicume

BriBecTH Bce 3amucu 13 Tabmuipbl dotlx mubo 3anucu

JJ/1s1 YKa3aHHOTO MOpTa.

4. OuncTka 3aruceii u3 Tabmuipl 802.1X:

Komanpa

Onucanue

clear dotlx {all | interface <if-name> |

mac <mac> | vlan <vlan-id>}

! B Admin pedicume

YnanuTh 3anvcy U3 Tabmumiiel dot1x.

40.2 Tlpumep KoHdurypauuu IEEE 802.1X

Kak rokasaHo Ha pucyHke 37, [1K nosib30Baresist HoK/IrOUeH K 1opTty gel kommyraropa, a RADIUS-
cepBep — K 1opty gel0. B cooTBeTCTBHMM C OMUTHKON 6€3011aCHOCTH, AOCTYT B OUCHYIO CeThb Tpe/io-
cra/sieTcs: yepe3 VLAN 12 Tonbko nocse ayreHTUUMKalmu Ha RADIUS-cepBepe, HO AJisi TOCTEBBIX

ycTpoiicTs rpeaycMmoTpeH rocteBot VLAN 11. CeTb yripaB/ieHUs KOMMYTaTtopoMm, Kak ¥ RADIUS-cepgep,

Haxomutcsa B VLAN 10.

IEEE 802.1X
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y -
- I gel e—me———y e10 E
T T ><__ | ey |
— : WLAN 10
Switch
PC RADIUS Server

100010

Puc. 37: IEEE 802.1X

Konduryparust kommyTartopa OyzeT BBIIISAETh CeAyomyUM 00pa3oMm:

Switch(config)#vlan 10-12

Switch(config)#interface vlan 10

Switch(config-if)#ip address 10.0.0.1/24
Switch(config-if)#exit

Switch(config)#radius-server host 10.0.0.10 key 0 private
Switch(config)#dotlx enable

Switch(config)#aaa authentication dotlx group radius none
Switch(config)#interface gel

Switch(config-if)#switchport mode hybrid
Switch(config-if)#switchport hybrid native vlan 12
Switch(config-if)#switchport hybrid allowed vlan 11,12 untag
Switch(config-if)#dotix enable

Switch(config-if)#dotix port-method machased
Switch(config-if)#dotix macbased guest-vlan 11
Switch(config-if)#exit

Switch(config)#interface gel0
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 10
Switch(config-if)#end

[Tpumep mobaBneHus mosb3oBaresis “manager” Ha RADIUS-cepeepe gy1s aBTopu3satuv B VLAN
12.

B caiin users (/etc/ freeradius/3.0/users) nobaBUTh CeyIOLIYIO 3aMTUCh:

manager Cleartext-Password := "man123"
Tunnel-Type := VLAN,
Tunnel-Medium-Type := IEEE-802,
Tunnel-Private-Group-ID := "12"
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41. Port Security

Port Security — MexaHu3M obecrieueHust 6e30MaCHOCTH ¥ KOHTPOJIS JOCTYTIa Ha OCHOBe (HJIb-
Tpatm MAC-aapecoB. DyHKIMSA KOHTPOIUPYeT AOCTYIT HeaBTOPU30BAHHBIX YCTPOWCTB K CeTH, Mpo-
Bepsis MAC-aZipec UCTOUHHKA Ka)KOT0 TIPUHATOrO Kazpa. st Hactpoiiku Port Security Heob6xoqumo
3a/laTh MaKCMMasibHOE KOJTMUeCTBO pa3pelinéHHbIx MAC-a/[pecoB Ha MOPTY U BbIOpATh MPaBUIIO TIOBe/ie-
Hus (violation) npy npeBbIllleHUM 3TOr0 orpaHuueHyst. [Ipyu nonyueHun Kazpa ¢ HensBecTHbIM MAC-
aZlpecoM KOMMYTaTop aBTOMaTH4eCKH IpUMeHsieT 3a/laHHoe TIPaBUJI0 3all{UThl.

Pe>xxum MAC-address sticky no3Bo/sieT KOMMyTaTOpy aBTOMaTUyeCKy 3allOMUHATh JUHaMUue-
Ccku m3yueHHble MAC-azipeca ¥ COXpaHATh UX KaK CTaTWUUeckue 3amvcu Port Security. 3TO ycTpaHsieT
He0OX0JUMOCTh PYYHOT'O BBO/IA a/IpPECOB TIPH COXPAHEHHUH YKECTKOTO KOHTPOJIS IOCTYTIA.

[MpunHLMD paboTs! pexxuma MAC-address sticky:

1. Ilpu Bkmouennun MAC-address sticky Ha mopTy koMMmyTaTop HaurMHaeT usyuatb MAC-afpeca
B 0OBIYHOM peXXUME.

2. Kaxxzpiii HoBbIM MA C-azipec aBTOMaTH4eCKU KOHBepTHPYeTcs B sticky-3amuchk u fjobaBnsieTcs
B TeKYILyI0 KOH(pUTrypaLyio NopTa.

3. Ecmm nopt gocturaer immura (maximum), JanabHelllee u3yyeHre NpeKpallaeTcs, a Ipy Io-

CTYTU/IEHUU KaZipa C HeM3BeCTHBIM aZipecoM cpabaThiBaeT 3aJjaHHOe JieticTBYe violation.

41.1 Hactpoiika Port Security

1. Bktouenue gyHkuuu Port Security:

Komanga OmnucaHue
switchport port-security Bxumtounts Port Security Ha mopTy.
no switchport port-security Brikrounts Port Security Ha nopry.

! B pedxcume KoHuypayuu nopma

2. YCTaHOBUTH MaKCHUMaJ/IbHOE KO/IM4ecTBO usyuaeMbeix MAC-azipecos:

Komanpa Onucanue
switchport port-security maximum 3a/1aTh MaKCUMaJIbHOEe KOJTMYeCTBO U3yuaeMbIX
<count> MAC-ajpecoB Ha IOpTY.

<count> — 3Hauenue ot 0 50 4096.

no switchport port-security maximum | BepHyTb 3HaueHue no ymondyanuto (1 MAC-azpec).

! B pedicume koHpuzypayuu nopma
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3. 3aziath NpaBUJ/IO 3aLLUTHIL:

Komanpa

Onucanue

switchport port-security violation

{protect | restrict | errdisable}

! B pesicume KoH¢pu2ypayuu nopma

BriOpath fieiicTBUe MPY MpeBbILLIEHNH MaKCUMa/IbHO
JIOIyCTUMOr0O KosinuecTBa nsyueHuss MAC-azipecoB Ha
TIOPTY.

Protect — He usyuars HOBble MAC-azipeca u
O0TOPOCHUTH TIAKeTHI;

Restrict — He u3yuath HOBble MAC-azipeca,
OTOPOCHUTB TIAKeThI, 3anKcaTh COObITHE B Syslog u
orripaButb SNMP trap;

Errdisable — nepeBectu nopt B coctosinue errdisable,

3armcatb cobbiTre B syslog u orripaButs SNMP trap.

4. Bxrounth MexaHusM MAC-addres

s sticky Ha mopTy:

Komanpa

Onucanue

switchport port-security mac-address
sticky

no switchport port-security

mac-address sticky

! B pedicume koHpuzypayuu nopma

Bxntounts pexkum MAC-address sticky Ha mopry.

OTtkmounts pexxum MA C-address sticky Ha noprty.

switchport port-security mac-address

sticky <mac> [vlan <vlan-id>]
no switchport port-security
mac-address sticky <mac> [vlan

<vlan-id>]

! B pedgicume koHpugypayuu nopma

Bpyunyto fo6aButh sticky MAC-aapec Ha MopT.

Ynanuts sticky MAC-azapec ¢ nopra.

5. OTobpakenue nHdpopmaLuu o KoHpHUrypauuu Port Security:

Komanpa

Onucanue

show port-security

! B Admin pedcume

OTtobpa3uth nHbopMaIuio o KoHdurypaiuu Port

Security Ha mopTax B Bujie TabIULBL.

Port Security
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6. OuncTKa CUeTUMKOB cpabaThIBaHUs:

Komanpa OnucaHue

clear port-security counters OUHCTUTH CYETUMKH KOJTUUECTBa CpabaThbIBaHUH

orpaHuueHust MAC-agpecos.

! B Admin pedcume

41.2 Tlpumep KoHdurypauuu Port Security

s ipegoTtBpainenus noamensl MAC-azipeca 0JHOTO TO/Ib30BaTesl APYTMMH, Ha TTOPTaxX KOM-
MyTaTopa A0CTyra ucrosb3yercst Port Security. @yHKIMoHan OyzeT pa3perars JOCTYIT TOJBKO aBTOPH-
30BaHHBIM YCTPOWCTBaM U oTrpaBasaTb SNMP trap agMUHHCTpaTOpy MPU MONBITKE U3yUYeHUs] Hen3BeCT-
Horo MAC-azpeca. [1151 3Toro Heo6xoaumo HacTpoutb SNMP-cepBep, Ha K/TMEHTCKOM TIOPTY BK/TFOUUTh
port-security ¥ 3aJjaTb PaBUJIO 3all[ATHI restrict.

Konduryparpst kommyTaropa OyzeT BIISAETh CAeAymuM 06pa3oMm:

Switch(config)#snmp-server enable snmp

Switch(config)#snmp-server enable traps snmp authentication

Switch(config)#snmp-server community private group network-operator

Switch(config)#snmp-server host 10.0.1.1 traps version 2c private

udp-port 162

Switch(config)#interface gel0

Switch(config-if)#switchport port-security

Switch(config-if)#switchport port-security violation restrict
.~
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42. NTP u SNTP

NTP (Network Time Protocol) — mpoTokon ceTeBoro BpeMeHH, UCII0/Ib3yeMbiii C 1e/IbI0 CHH-
XPOHM3aLM1 BpeMeHU CpeJiy pacripe/ie/ieHHbIX CepBepOB U K/IMeHTOB. byiarogaps ucnosb3yemblM airo-
putMam criocobeH J0CTUYb TOUHOCTH A0 10Mc. CoObITusi, coCcTOsTHUS, PYHKIMY Tepefiauu U J1eHCTBUs
ornpeziesiedbl B RFC-1305. Bpemst Ha KOMMyTaTope MOXXeT ObITh CHHXPOHHU3HMPOBAHO C BHEIITHUM CepBe-
POM, TakKyKe KOMMYTaTop MOJKeT BBITOJIHATL POJIb 3Ta/IOHa BpeMeHU B KauecTse NTP cepsepa.

SNTP (Simple Network Time Protocol) — ripocToii mpoTOKO/ ceTeBOro BpeMeHu. Vcrosnb3yercs
B CHCTeMax U YCTPOMCTBaX, He TpeOyromyX BbICOKOM ToUHOCTU. SNTP rpOoTOKO/I sIB/IsieTCst yIpolijeHheM
NTP nporokosa, mostromy SNTP knueHT MoxkeT obpairjatbcst K mobomy NTP cepeepy, Kak K cepBepy
SNTP.

42.1 Kondurypamusa NTP

1. Biarouuts NTP kiuveHT:

Komanpa Onucanue
ntp enable Bxmounts pynkiuro NTP.
no ntp enable Boikmounth dyHKIH0 NTP.

! B pesicume 2106aabHOU KOHGU2ypayuu

2. Hactpouts NTP knueHT:

Komanpa Onucanue

ntp server {<ip-address>} [iburst] [key | 3agare IP-azpec u k/1tou cepsepa.

<key-id>] [maxpoll <4-16> ] [minpoll iburst — akTMBUpYyeT yNpOLLeHHbIN PeXXUM
<4-16>] [prefer] CUHXPOHU3ALIUM;

key — HOMep K/TtoUa ayTeHTU(PUKALIWH;

maxpoll — MakcumanbsHOe BpeMsi CUHXPOHHW3ALIUH;
minpoll — MUHMManbEHOE BpeMsl CUHXPOHHU3AaLUH;

prefer — BbIOpaTh cepBep MpeArOYTUTETbHBIM.

no ntp server {<ip-address> } [key Ynamute NTP cepsep.
<key-id>] [maxpoll | minpoll] [prefer]

! B pesicume 2n06aabHoll KoHGu2ypayuu
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Komanpa

OnucaHue

ntp peer {<ip-address>} [key <key-id>]

[maxpoll <4-16> ] [minpoll <4-16>]
[prefer]

no ntp peer {<ip-address>} [key
<key-id>] [maxpoll <4-16> | minpoll
<4-16>] [prefer]

! B pesicume 2106aabHOU KOHGU2ypayuu

3agate IP-agpec v kmtou cepeepa NTP-napTHepa.
key — HOMep K/toua ayTeHTU(hUKALWY;

maxpoll — makcrmanbHOe BpeMsi CUHXPOHU3ALIWY;
minpoll — MyuHKMMaTEHOE BpeMsi CHHXPOHHU3aLIUY;

prefer — BbIOpaTh cepBep MpeANIOYTUTETbHBIM.

Ypamute NTP-nnapTHepa.

ntp authenticate

no ntp authenticate

! B pesicume 2n06aabHol KoHGuU2ypayuu

Bxntounts pyHKLMIO ayTeHTUGUKaLmu NTP.

OTK/MOunThL QyHKLMIO ayTeHTUPUKamu NTP.

ntp authentication-key <key-id> md5

<value>

no ntp authentication-key <key-id>

! B pesicume 2106aabHOtU KOHGU2ypayuu

3agath K04 A1 ayreHTUGUKarmu NTP.

YianuTh CKOH(PUTYPUPOBAaHHBIM K/THOU.

ntp trusted-key <key-id>

no ntp trusted-key <key-id>

! B pesicume 2n06aabHoll KoHGuU2ypayuu

3apath ueHTH(UKaTOp 6€30MacHOro Kirova.

YnanuTh CKOH(GUTypHYPOBaHHBIN WEHTUPUKATOP.

ntp sync-retry

! B Admin pedicume

3anyCTUTh CUHXPOHU3ALIMIO0 BDeMeHH MPUHYAUTENBHO.

3. OTobpa3uth nHbopMaIio 0 KOHPUTrypaluu U cuaxpoHu3anuu NTP-cepBepog.

Komanpa

Onucanue

show ntp statistics

show ntp logging-status

BoiBoz nHdopmariuu o cratyce NTP B dhopmare ntpq.

OTo0pa3suThb CTaTyC MOAK/TFOUEHHSI.

NTP u SNTP
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Komanpa

OnucaHue

show ntp peers

show ntp peer-status

show ntp authentication-keys

show ntp authentication-status

show ntp trusted-keys

! B Admin pedicume

BriBectn cnicok NTP-cepBepoB.

Orob6pa3suth craryc Bcex NTP-cepBepoB.

OTto0pa3uts Kitou A1 ayreHTUdUKarmu NTP.

OTo6pa3uTh CTaTyC ayTeHTU(DUKALUH.

OTtobpa3uth uaeHTH(dUKaTop 6e30macHOro Kiroua.

4. CmellleHMe YaCOBOTO TosICa:

Komanpa

Onucanue

clock timezone <name> {add |
substract} <0-23>

no clock timezone

! B pedxicume 2106a1bHOI KOHuU2ypayuu

3azaTe CMellleHre 4acoBoro rosica oTHocutessHo UTC.
substract — oTpuiiaTe/ibHOe CMellleHHe,

add — mosiokUTeNIbHOE CMelTieHHe.

y,[[aJII/ITb HAaCTPOE€HHOE CMeIleHUe.

42.1.1 TIpumep koHpurypauuu NTP

B ceTtu pacrionoxxensl 2 cepepa BpeMeHU: OJMH HaXOAUTCS B AKTUBHOM PeKHMMe U UCTIO0/b3yeTCs,
JIPyTOW HaXOAUTCs B pexkume oxuganust. Ha kommyTtarope “Switch A” TpeOyeTcst CHHXpOHU3UPOBATh
JIOKaJIbHOEe BpeMs.

Kondurypaiusi kommyTtaTtopa OyzieT BBII/ISeTh CIeAYIOIMM 00pa3oMm:

Switch(config)#ntp enable
Switch(config)#interface vlanl
Switch(config-if)#ip address 192.168.1.12/24
Switch(config)#interface vlan2
Switch(config-if)#ip address 192.168.2.12/24
Switch(config)#ntp server 192.168.1.11
Switch(config)#ntp server 192.168.2.11
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42.2 Kondurypauusa SNTP

1. Bximrouuts SNTP kiueHT:

Komanpa Onucanue
sntp enable Bxntountsb pyHkimio SNTP.
no sntp enable Beixmtounts QyHKI0o SNTP.

! B pesicume 2106aabHoll KOHGuU2ypayuu

2. Hactpoutb SNTP K/1ueHT:

Komanga Onucanue
sntp server {<ip-address>} [maxpoll 3aparts [P-angpec SNTP-cepsepa.
<4-16>] [minpoll <4-16>] maxpoll — makcrmanbHOe BpeMst CHHXPOHM3aLWH, 110

YMOJIYaHUIO 6;
minpoll — MyuHUMaTEHOE BpeMsi CUHXPOHU3aLUH, T10

YMOJTYaHUIO 4.

no sntp server {<ip-address>} [maxpoll | Ymanute SNTP-cepsep.

| minpoll]

! B pedsicume 2106a1bHOI KOHUypayuu

sntp sync-retry 3anyCTUTh CUHXPOHHM3aLIMI0 BpEMEHU MTPUHYUTENIBHO.

! B Admin pesicume

3. OTobpa3uth nHMOpPMaIHI0 0 KOHPHUrypal[uu U cMHXpoHU3aru SNTP-cepeepoB.:

Komanja Onucanue
show sntp statistics Otobpa3utb uapopmaruio o craryce SNTP B popmare
NTP.
show sntp logging-status OT106pa3uTh CTATyC MOAK/TFOUEHMS.
show sntp peers BeiBectu criicok SNTP-cepsepos.
show sntp peer-status OTtobpa3uth cratyc Bcex NTP-cepepos.

! B Admin pedicume
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4. CMelLleHMe YaCOBOTO TT0siCa:

Komanpa Onucanue
clock timezone <name> {add | 3ajiaTh CMellleHre yacoBoro nosica oTHocurtensHo UTC.
substract} <0-23> substract — oTpuiiaTe/ibHOE CMeIlleHHe,

add — mooKUTe/TbHOE CMeITieHHe.

no clock timezone YianuTh HaCTPOEHHOe CMellleHue.

! B pescume 2n06aabHoll koH@uzypayuu

42.3 TIIpumep kondurypauyuu SNTP

Ha kommyTarope TpefyeTcsi CHHXpOHU3MPOBATh JioKaibHOe BpeMsi ¢ NTP cepepom 192.168.1.11.

Kondurypaiusi kommyTaTtopa OyzieT BBII/ISeTh CIeAYIOMUM 00pa3oMm:

Switch#configure terminal
Switch(config)#interface vlan 1
Switch(config-if)#ip address 192.168.1.12/24
Switch(config-if)#exit

Switch(config)#sntp enable
Switch(config)#sntp server 192.168.1.11
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43. Orpannvenue Tpaduka B CPU

[ns npepoTtBpaieHus BbicoKoM ytunusauuu CPU KomMmyTaTtopa B C/1e[ICTBUM HEKOPPEKTHOTO
(YHKIIMOHMPOBAHUS TIOIK/TFOUEHHOT0 ceTeBoro 000pyaoBaHus Wiy atak trrna DDOS, koMmyTaTop nog-

AEP>XHUBAET OrpaHUYEHHE CETEBOI'O Tpa(i)I/IKa, Hal1paB/iieMOro B CPU, IO pa3/IMYHBIM CeTEBBIM IMTPOTOKO-

nam.
43.1 OTobpaxenue unopmanuu o Tpaduke B CPU
Komanpa Onucanue
show cpu-rx-ratelimit protocol OTto6pa3uTb UHPOPMAI[UIO O CYETUMKAX U JIMMUTE [IJIsT
<protocol-type> rakeToB rpuHMMaemsbix B CPU.

<protocol-type> — TuI NIpPOTOKOJIa:

all — oToOpa)keHue BceX MPOTOKOJIOB;

arp — npotokos1 ARP;

bpdu — STP BPDU;

bpdu-tunnel — BPDU-Tunnel;

dai — Dynamic ARP Inspection;

dhcp — npotokon DHCP;

igmp — nporokon IGMP;

13-mtu-ttl — nmaketsl ¢ TTL=1 wim pa3mepom 6osbiie
L3 MTU;

13-unrslvd — nakets1 ¢ unresolved next-hop;
lacp — nportokon LACP;

Ibd — loopback detection;

Ildp — niporokon LLDP;

local-ip — Tpacduik Ha nokanbHbIe IP KOMMyTaTOpa;
mac-auth — mac-authentication-bypass;

other — Bce ocTasbHbIe TTAKeThI;

pppoe — npotokoi PPPoE;

packet-capture — ¢dyHkiroHan packet-capture;
traffmon — MoHUTOpUHT TpaduKa;

total — cymmapHOe Ko/M4ecTBO MakeToB
otnpaBneHHbIX B CPU.

uldp — niporokon ULDP;

! B Admin pescume

clear cpu-rx protocol all OuNCTUTh CTAaTUCTUKY BCEX MaKkeToB MPUHATHIX B CPU.

! B Admin pescume
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43.2 Hacrpoiika orpannuenu Tpaguka B CPU

Komanpa

Onucanue

cpu-rx-ratelimit protocol

<protocol-type> <packets>

no cpu-rx-ratelimit protocol

<protocol-type>

! B pesicume 2106aabHOl KOHGU2ypayuu

3aaTh TUMUT TIPOITYCKHOM CITOCOOHOCTH.
<protocol-type> — TUII IPOTOKO/a;

<packets> — MakeTOB B CEKYH[Y.

BepHyTb 3HaueHue M0 YMO/TYaHUIO.

Orpanuuenye tpaduka B CPU
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44. PoE (Power over Ethernet)

PoE (Power over Ethernet) — TexHoJ/0or 1, MO3BOJISAOLLIAs TIepeiaBaTh yAaAéHHOMY yCTPOUCTBY

3JIGKTPUUECKYHO SHEePTrHUio BMeCTe C IdHHbIMU Uepe3 CTaHAaPTHYH0 BUTYIO IMapy B CETU Ethernet.

44.1 Hacrpoiika PoE

1. I'nobanbHble HacTpoiiku PoE:

Komanja Onucanue

power inline enable Bktounts PoE robansHo.

Ha xommyTaropax ¢ PoE BK/IHoueHO 1o ymMO/T4aHUIO.

no power inline enable OTtkmounTh PoE rmobasnbHo.

! B pesicume 2106a1bHOtU KOHGU2ypayuu

power inline high-inrush enable BKHOUUTD MOBBIIIEHHBIN MTyCKOBOM TOK.

no power inline high-inrush enable BBIK/IFOUMTB MOBBILLIEHHBIN TYCKOBOM TOK

(Mo ymo/14aHuio).

! B pedxicume 2106a1bHOI KOHuU2ypayuu

power inline max <W> YCTaHOBUThL OrpaHUuYeHre CyMMapHO# noTpebsieMoit

Heprum <W>.

no power inline max BepHyTb 3HaueHue 10 YMO/TYaHHUIO.

! B pesicume 2106aabHOU KOHGU2ypayuu

2. Hactpouku PoE Ha noprax:

Komanpa Onucanune

power inline enable BKrOunTh 10/1auy MUTaHKs Ha TIOPTY .

Ha xommyTaropax ¢ PoE BK/IFOUEHO 110 yMOTYaHUIO.

no power inline enable OTK/IIOUUTB Ha MOPTY I0Jauy NMUTaHUS.

! B pedxicume KoHgpueypayuu nopma
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Komanpa Onucanue

power inline max <mW> BK/TtounTh OrpaHryeHyre moTpebsieMoi SHepruy Ha
OT/IeJIbHOM TIOPTY.
<mW> — 3HaueHue B Auana3oHe 1-33000.

no power inline max BepHyTh 3HaueHue 110 ymomuaHuo — 33000mW.

! B pedxcume KoHpuypayuu nopma

power inline priority { critical | high | YCTaHOBUTHL NPUOPUTET MUTAHUS [1J1s TIOPTA.

low } B niepByto ouepe/ib MUTaHue MOAAETCS Ha MOPTHI C
ypoBHeM Critical, 3arem Ha High, 1, B mocnenHio0
ouepe/ib, Ha Low (110 yMmosruaHuto Bce ropthl Low).
ITpu HexBaTke nuTaHus, POE Ha nmoprax ¢ HaMMeHbILLIUM
TIPUOPUTETOM OTK/It0UaeTcs. Ec/iv mpropuTeThl paBHBl,

TO OTK/IFOUAeTCA Ha IIOPTY CO CTapIIrM HOMEPOM.

! B pedxicume KoHuypayuu nopma

3. OrobpakeHue cocTosiHUS U HacTpoeK PoE:

Komanpa Onucanue

show power inline [interface | interface | Otobpa3utsk HacTpoliku PoE, cocTosiHue Bcex
<if-name>] uHTepdeiicoB interface 1M ToLKO BEIOPAaHHOTO

uHTtepdetica interface <if-name>.

! B Admin pedicume

4. Hactpotika 1 0ToOpa’keHHe coCTossHUS MHuKaruy PoE a71st kommyTartopa SNR-S5210G-24TX-

POE:
Komanga Onucanue
poe-led-mode on BxrounTs nHAuKauuo PoE.
B koHuUrypaiuto He COXpaHsSeTCsl.
poe-led-mode off BrikmounTh uHAMKaL0 PoE.

! B Admin pedcume

show poe-led-mode OTobOpa3uth cocTosiHUe UHAUKaIK PoE.

! B Admin pescume
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45. 3epkaupoBaHue TpaduKa

3epkanupoBanue Tpaduka (Traffic Mirroring) — TexHomnorusi, 1o3BoJisitoLasi KOMMpPoBaTh Ce-

TeBOI Tpaq)I/IK C OJHOI'O WJ/IK HEeCKOJIbKUX TTIOPTOB KOMMYTATOPa Ha ,[[pyTOﬁ TOpT AJid dHAJIHU3d. B cetax

WCII0/Ib3YIOTCS /1Ba OCHOBHBIX THIA 3epKaspoBanusi: SPAN u RSPAN.

SPAN (Switched Port Analyzer) — MexaHH3M JIOKa/TbHOTO 3epKaaupoBaHus Tpaduka. OH Mo3Bo-
JisieT KOUPOBaTh TpaduK C OAHOTO UK HeCKObKUX TTOPTOB (MCTOUYHUKOB) Ha APYTou MopT (MPUeMHUK )

BHYTPpH OAHOI'0O KOMMYTAdTOPA. OTOT METO/ 110J1e3eH /i1 MOHUTOPUHI'a CeTeBOM dKTMBHOCTH, dHA/IM3d

I[MIakKeTOB U OT/IaJKH CETH.

RSPAN (Remote SPAN) — pacimmpenHast Bepcusi SPAN, KoTopasi 03BoJIsieT 3epKaJUupoBaTh

TpadvK Ha yziaieHHbI KOMMYTaTop 4yepe3 crielidanbHbiii VLAN. 30 yno6Ho, eciii aHanmm3aTop Tpaduka

HaXOIUTCA B ,E[pyTOI\/JI YaCTU CeTH.

1. HacTpotika nopra /151 oOTripaBKu 3epkanupyemoro Tpaduka (SPAN):

Komanpa

OnucaHue

monitor session <1-4> destination

interface <if-name>

no monitor session <1-4> destination

interface <if-name>

! B pesicume 2106aabHOU KOHGuU2ypayuu

3agatb uHTepdeiic HasHaueHus <if-name> fs ceccuu
1-4.

YnanuTh uHTepdeiic HazHaueHus <if-name> gyst

ceccuu 1-4.

2. HacTpoiika mopToB c KOTOpbIX Tpaduk Oyzmet 3epkanmupoBarbesi (SPAN):

Komanpa

Onucanue

monitor session <1-4> source interface
<if-list> {rx | tx | both}

no monitor session <1-4> source

interface <if-list>

! B pedicume 2106a1bHOIU KOHuU2ypayuu

3agatb unTepdelic(nl) <if-list> B KauecTBe NCTOUHMKA
TpacduKa 3epKana /s ceccud 1-4 ¢ yKazaHueM
HaripaB/ieHUs1 TpaduKa:

rX — BXOJSILIMI Tpaduk;

tX — UCXoAAIMY TpaduK;

both — 06a HarnpaBieHusI.

[ornycTUMBI TOJIBKO (PU3MUeCKUe MOPTHI.

YnanuTh UCTOUHUK TpaduKa Jjis ceccuu 1-4.

3epkanvpoBaHue Tpauka
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3. Hactpoiika 3epkanvpoBanus Tpaduka B VLAN (RSPAN):

Komanpa

Onucanue

remote-span vlan <1-4094>

no remote-span vlan <1-4094>

! B pesicume 2n06aabHol KoHGuU2ypayuu

Haszauutes VLAN B kauectBe RSPAN.

Otmenuts ycranoBky VLAN B RSPAN.

monitor session <1-4> remote vlan
<1-4094>

no monitor session <1-4> remote vlan
<1-4094>

! B pesicume 2n06aabHol KoHGuU2ypayuu

3agate RSPAN, B KoTOpoM Tpaduk Oyzmer

3€PKa/IMPOBATLCA C SOUurce rmopToB Ha destination TOPT.

OtmenuTts yctanoBKY RSPAN 151 3epkanvpyemMoro

Tpaduka.

4. OToOpa’keHHe HaCTPOEK monitor session:

Komanga

Onucanue

show monitor

! B Admin pescume

OTo0Opa3uTh HaCTPOMKH 3epKa/IMPOBaHUs TPaduKa.

45.1 Tlpumep KoHuUrypauum 3epkKasia

Cuenapwii 1: B mopt gel Heo6xoa1Mo 1y01MpoBaTh UCXOAALIMNA TPaUK € mopTa ge9 1 BXOASILIHIMI

Ha 1mopT ge7.

Konduryparpst kommyTaropa Oyzer BIISAETh CAeAymyuM 06pa3oMm:

Switch(config)#monitor session 1 destination interface gel
Switch(config)#monitor session 1 source interface ge9 tx
Switch(config)#monitor session 1 source interface ge7 rx

Cuenapwuii 2: B riopt gel Heobxoaumo aybmupoBats B VLAN 2 ucxogsmumii Tpaduk c ropTa ge9

Y BXOZSIIUU Ha MOPT ge7.

Konduryparust kommyTaropa Oyzer BBIIISAETh CAeAymyum 06pa3oMm:

Switch(config)#vlan 2

Switch(config)#monitor session
Switch(config)#monitor session
Switch(config)#monitor session
Switch(config)#monitor session

Switch(config)#remote-span vlan 2

R R R R

destination interface gel
source interface ge9 tx
source interface ge7 rx
remote vlan 2

3epkanvpoBaHue Tpauka
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46. YnipaB/ieHHe CUCTeMO, MOHUTOPHUHT U OT/IaJKa

46.1 JIuneHsupoBaHuUe

[Tpu 3arpys3ke KOMMyTaTopa MpoBepsieTCsl Ha/llMuve Ha HEM JIMLIEH3MOHHOTO Kitoua. B ciyuae
HEKOPPEKTHOTO KJTtoua JIM00 ero OTCyTCTBHS TIOC/Ie aBTOPU3aL[id Ha KOMMYTaTope B KOHCOJTb Oy/ieT BbI-
Be/IeHO COOTBETCTBYIOLIee MpejyIpekaeHye. /11 BBoZia HOBOIO JIMLIEH3MOHHOIO KJIt04a UCTIO0/Ib3yeTCsl

KoMaH/a license B mpyBU/IETMPOBAHHOM PEXUME:

Komanpa Onucanue

license Brog HOBOTO /TUIeH3MOHHOTO K/Ttoda. ITocie BBOja
KOMaH/Ibl He0OXOJUMO BCTaBUTD JTUL[€H3UOHHBIN K/TFOU.

! B Admin pedicume

show license OTo6pa3uTh COCTOSIHUE JTULIEH3UH Ha KOMMYTATOope.

! B Admin pedicume

46.2 Show

Komanipt show MoryT ObITh MPUMeHEeHBI ZJisi BbIBOJa MH(GOPMaIu 0 KOHPUryparuu, orepa-
I[USIX ¥ TIPOTOKOJIaX. B ZIaHHOM T/1aBe TIpUBeZIeHbI KOMaH bl show zijist o01mx GyHKIMI KOMMYyTaTopa.
KoMaH/ibl oCcTa/ibHBIX (DYHKLIWM TIPYUBeieHbl B COOTBETCTBYOIIUX I/1aBaXx.

Cnepytolie KOMaH/[bl MOTYT ObITh TIpMeHeHbI B Admin pexxume:

Komanpa Onucanue
dir BriBecTy nH(opMaiuio o cogepxumom flash-namsu.
show system resources BriBecty nH(pOpMaLyo 06 UCIo/Ib3yeMol NaMsITH U
pecypcax CPU.
show running-config [<parameters>] OToOpa3uTh TEKYIIYI0 KOHGUTypaI|io KOMMYTaTopa.

B kauecTBe <parameters> MOXHO yKa3aTb OJJHY 13
JOCTYTTHBIX (PyHKIMIA KOMMYyTaTopa [jist 0ToOpakeHust

eé KoH(puUrypaluu.

show startup-config OTo0pa3uThb TEKYIIYIO 3arpy30uHYI0 KOHGUTyparLuio.

show interface <if-name> Otobpa3utb HHPOPMALHIO O cTaTyce uHTepdeiica
<if-name>.

show interface counter packet OT1o6pa3uTh CBOAHYIO CTaTUCTUKY TI0 KOJTUYECTBY

TIPOM/IeHHBIX MMaKeTOB Ha WHTepdeticax.

show interface counter rate OT1o0pasuTb CBOAHYIO CTaTUCTUKY 0 CKOPOCTH

TPOXOXK/IeHUs TTaKeTOB Ha MHTepdelicax.
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Komanpa Onucanue

show users OTo06pa3uTth UHGOPMAIUIO O TI0/Tb30BaTEIAX,

IMOAK/IFOUEeHHBIX B ,Z[aHHbII\/’I MOMEHT.

show version OTob6pa3uth HHGOpPMAIMIO 0 KOMMYTaTope.

show power Tonbko paasa UPS u DC Bepcum.
Orob6pa3uth nHpopMaLuo 00 UCIOIb3yeMoM
HMCTOYHUKE TTUTaHUS, ero COCTOSTHUM, TOKe

3apsifa/paspsiga v HarpsbkeHnd Ha AKBD.

show fan OTo0pasuThb CTaTyC BEHTUIATOPA (/151 MOzesieit ¢
BEHTUJIITOPOM).
show temperature Oto06pasuThb TeMIieparypy.
show tech-support [page] BriBecTy nosHy0 WH(GOpPMaLKIO0 0 KOMMYTaTope U ero
HaCTpOMKax.
show tcam usage BeiBectu cratuctuky TCAM.
46.3 DDM

DDM (Digital Diagnostic Monitor) peanu3yet GyHKL1IO AUarHOCTUKU 110 cTaHapty SFF-8472
MSA. OH KOHTpO/MpyeT MapaMeTpbl CUrHajla U OLU(POBLIBaeT UX Ha MeyaTHOM IJiaTe ONTHYeCKOro
Moayisi. [Tocsie sToro uHGOpMAaLst Mo)KeT ObITh CUMTaHa KOMMYTATOPOB [I/Isi MOHUTOPUHTA.

OOBIYHO ONTHYECKHe MOAY/H TMoAepKuBaroT GyHKI[M0o DDM armmapaTHo, HO eé HCIo/hb30Ba-
HHe MOYKeT ObITh OrpaHMUYeHO MPOTPaMMHBIM 00ecrieyeHneM MOZYJ/Isl. YCTPOICTBA CETEeBOTO YIPaB/IeHUs
MOTYT KOHTPOJIMPOBaTh NapaMeTphl ONTUYECKUX MOAYJ/IeH (TeMrepaTrypa, HanpsskeHHue, TOK, MOLHOCTH
TX u RX) a/1s1 momy4eHust UX TOPOTOBBIX 3HAUEeHHUH B peXkKUMe peaslbHOro BpeMeHU. JTO MOMOraeT 00-
Hapy’KUBaTb HEUCIIPABHOCTH B OITHYe CKOW JIMHWM, CHWKAThb SKCIIyaTallMOHHYO0 Harpy3Ky M MOBBILLIATh

HaJ&KHOCTh CETEBOM CUCTEMBI B 11€/I0M.

46.3.1 IIpocmotp unpopmanuu DDM

Komanpga Onucanue

show transceiver [<interface-list>] Oto6pa3uThb TeKyIyo HHGOPMAI|I0 0 MOHUTOPUHTEe
[detail] COCTOSIHUS TPaHCUBEpa.

I[pu yka3anuu rnapametpa <interface-list>
yuHbopMaius OyzeT oToOpakeHa TOJTBLKO ISt
yKa3aHHOro uHTepdetica.

detail — oTo6pa3suTh AeTanpHY0 MH(MOPMALHIO.

! B Admin pedicume
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46.4 Ynpas/jieHue BeHTHU/IATOPAMH

N3meHUTH peXxXum pa6OTbI BEHTHU/IATODOB:

Komanga Onucanue

fanspeed auto BK/TIOUMTh aBTOMaTHuUe CKM PEXKUM PabOThI
BEHTUJISITOPOB.

! B Admin pedcume

fanspeed full Bk/mounTh pe>kuM paboThl BeHTU/IITOPOB Ha
MaKCHUMaJIbHOM MOIIIHOCTH.

! B Admin pedicume

46.5 System log

System log (cucTemHbIN >KypHas1) MpeCTaB/isieT cOO00M 3amucy B TEKCTOBOM (opmare O Zeid-
CTBUSX M COOBITUAX B paboTe KoMMyTaropa. Bce 3amucu Ha JaHHOM KOMMYyTaTope ToZpasze/sitoTCs Ha
yeThbIpe YPOBHsI CDOYHOCTH, B 3aBUCMIMOCTH OT KOTOPOTO MOYKeT OBbITh HACTPOEH BbIBO/, B OTpe/ie/IeHHbIN
KaHa/1. KoMMmyTaTop MOKeT BbIBOJUTB 3alIMCU B C/le[lyOLl/e KaHa/lbl:

* KOHCO/IBHBIM [TOPT KOMMYTAaTOpa - B 3TOT ITOPT NPOMCXOAUT BBIBOJ, 3alIMCel BCeX YPOBHeW;
* B Tepmunan Telnet unu SSH;

* B sHepro3asucumyto namsats RAM;

* B ob6nactb xypHana Bo FLLASH-namsTy;

» Ha ypanenHsIi X0OCT.

YPOBHU CPOYHOCTH KOMMYTAaTOpa COOTBETCTBYIOT cTaHzapTy syslog UNIX cuctem.

WHdopmarus )xypHasa euTcs Ha BOCeMb YPOBHEH MO CTeneHU CpoYHOCTH. OZIMH ypOBeHb Ha
OZIHO 3HaueHVe U YeM BbIllle YPOBEHb 3alllCH KypHasa, TeM MeHblle OyzeT ero 3HaueHue. [IpaBuiio,
npUMeHsieMoe Ipy (GU/IbTpaLUY 3aryceli )KypHasia [0 YPOBHIO CDOYHOCTH, 3aK/IH04YaeTCsl B C/IeZyHOIeM:
BBIBOZATCS TOJIBKO 3allMCH )KypHasla C ypPOBHEM, PaBHBIM WJIM MPeBBIIIAOIMM 3alaHHoe 3HaueHue. [1o-

3TOMY (UnbTp ypoBHA debugging BK/IrOUaeT BCe 3anMcy XKypHaia.

46.5.1 Kondpurypauus system log

1. HacTpotika JIoTUpOBaHUSI:

Komanpa Onucanue

logging logfile <0-7> 3ajaTh ypoBeHb 3anucbiBaeMbix B (aiin Ha flash

coobiieHrit. 3HaueHue 110 ymonyaHuto — 2 (critical).

no logging logfile BBIK/TFOUMTE JIOTMpOBaHue coobirieHuit B daiin Ha flash.

! B pesicume 2106aabHOl KOHGU2ypayuu
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Komanpa Onucanue

logging buffer <0-7> 3azath ypOBeHb 3aruchiBaeMbIx coobiieHnii B RAM.

3HaueHuWe Mo yMoaI4aHuio — 4 (warnings).

no logging buffer BBIK/TFOUKTE JIOTUpOBaHKe coob1eHui B RAM.

! B pestcume 2nobanbHoll koHguzypayuu

logging timestamp {microseconds | 3aiaTh TOYHOCTh 3aMKCH BpeMeHU COO0OIIeHusl.

milliseconds | seconds}

no logging timestamp BepHyTb 3HaueHMe 1o ymosyaHuto (seconds).

! B pesicume 2n06aabHol KoHGuU2ypayuu

logging console <0-7> 3aziaTb YpOBeHb COOOIeHNH, BEIBOJUMBIX B UHTEp(detic

KOHCOJIM. 3HaueHHe 10 yMoa4YaHuto — 4 (warnings).

no logging console BBIK/TIOUUTE JIOTUPOBAHKE COOOIIIEHHM, BEIBOJUMBIX B
HHTepdeic KOHCOH.

! B pesicume 2106aabHOtU KOHGU2ypayuu

logging monitor <0-7> 3ajaTh ypoBeHb COOOIIeHNI, BEIBOAUMBIX B UHTEpdelic

monitor. 3HaueHre N0 yMOIYaHuo — 4 (warnings).

no logging monitor BBLIK/TFOUNTE JIOTUPOBaHKe COODIIeHNM, BLIBOJUMBIX B
yuHTepdelic monitor.

! B pedicume 2106a1bHOI KOHuU2ypayuu

2. Hactpotika TorupoBaHusi KOMaH/I 10/1b30BaTeIs:

Komanpa Onucanue

logging executed-commands [<0-7>] Bxitounth (QyHKI[MIO JIOTUPOBAHMSI BBeJIeHHBIX
TI0JIb30BaTe/ieM KOMaH/1 ¥ 3a/iaTh ypoBeHb <0-7>, c
KOTOPBIM OyZyT 3arvcaHbl 3TH coobirenus. Ecmm
yYPOBeHb B KOMaH/ie 3a/jaH He OyzeT, OyzeT mpuMeHeH

YPOBEeHb 110 YMOTUYaHUI0 — 2.

no logging executed-commands OTK/MIOUUTh (QYHKLIMIO JIOTUPOBaHUSI BBE/IEHHBIX

I10/Ib30BaTe/IeM KOMaH/.

! B pesicume 2106aabHOl KOHGU2ypayuu
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3. IIpocMoTp U ouncTKa nor-gaina:

Komanpa Onucanue
show logging logfile [start-time BbIBecTy Bce COOOIIeHUs 3aITUCAHHBIE B
<date-time>] [end-time <date-time>] SHEeproHe3aBUCHMOM IMaMsATH MO0 COOOITeH s

3anvcaHHble B (paiis [0 JaThl yKa3aHHOM B start-time
<date-time> u/uiu moc/ie Aathl yKasaHHo! B end-time
<date-time>.

<date-time> — faTa u BpeMs Jior-(paiisa B hopmare:
<YYYY> <Month (Jan,Feb,Mar...)> <DD> <HH:MM:SS>.

! B Admin pedcume

show logging last <1-9999> Otobpa3utb nociegare <1-9999> coobireHust
3aMucaHHbIX B (aki.

! B Admin pedicume

clear logging logfile OuucTUTB J10T-(ai.

! B pesicume 2n06aabHol KoHGuU2ypayuu

4. TTpocmotp coobujennii B RAM:

Komanga Onucanue
show log [start-time <date-time>] BriBecTH Bce coobirieHus 3arvcadHbie B RAM 6o
[end-time <date-time>] Co0OIIIeHHsT 3arKrcaHHble B (haiis [0 AaThl YKa3aHHOW B

start-time <date-time> 1/unu nocJsie faThbl yKa3aHHOW B
end-time <date-time>.

<date-time> — fjata u BpeMms Jior-aiina B hopmare:
<YYYY> <Month (Jan,Feb,Mar...)> <DD> <HH:MM:SS>.

! B Admin pedcume

5. HacTpouts cepBep A/is1 OTIIpaBKX COOOIIIeHu:

Komanga Onucanue
logging server {<ipv4-addr> | HacTpouTs cepsep /151 OTIIPaBKH JIOTOB:
<hostname>} [level <0-7>] [facility <ipv4-addr> | <hostname>) — 3azmars IP-aapec

{<localO - local7> | user}] [transport udp | cepBepa WM UMsI XOCTa;

port <1-65535>] level <0-7> — ypoBeHb JIOTOB;

facility {<localO - local7> | user} — wucrounuk
COOOIIIeHHI;

transport udp port <1-65535> — nopt UDP.

no logging {<ipv4-addr> | <hostname>} | YnanuTh cepBep /sl OTIPAaBKU JIOTOB.

! B pesicume 2106aabHOl KOHGU2ypayuu
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6. Hactpoiika ¢popmaTa BpeMeHH B OTIIpaB/sieMbIX Syslog-coo01eHUsIX:

Komanja Onucanue

logging server time-format local 3azmark nepegauy B syslog-cooOirieHHsIX T0KaIbHOTO

BpeMEHU C YCTAHOBJ/IEHHBIM YdCOBbIM T10ACOM.

no logging server time-format local 3agath niepegauy B syslog-coobieHusIx BpeMeHH! B
UTC.

! B pesicume 2106aabHol KOHGuU2ypayuu

7. BbiBoz “H(OpPMaILuKM 0 KOHPUTypal1u:

Komanpa Onucanue

show logging info Oto6pa3uTh 06111yt0 HH(OPMALK 0 KOHPUTYPaLX

JIOTUPOBAHMUSI.

! B Admin pedicume

show logging console Oto6pa3uTh 06111y MH(HOPMALMIO 0 KOHPUTYPALUH

BBIBOZIa COOOIIIeHUI B MHTep(delic KOHCOJTH.

! B Admin pescume

show logging monitor Otobpa3uts o6111yto uHpopMaruo 0 KOHpUTrypaLuu

BbIBO/Ia co0bITieHHit B nHTepdeiic terminal monitor.

! B Admin pedicume

show logging server OTtobpa3uth 06111y10 HHMOPMAI[HIO 0 KOHPUTypaI[uu

OTIpaBKU Co00IIeHnH Ha cepBep syslog.

! B Admin pedcume

clear logging buffer OuncTuTh cooOIIeHus: XxpaHuMbie B RAM.

! B pesicume 2106aabHOl KOHGU2ypayuu

46.6 Pexum oT/1aKH

I71s1 BBIBOZIA OT/IaIOUHOM MH(MOPMALIMK He00X0AUMO BK/TFOUMTH COOTBETCTBYOLUI PEXKUM U BbI-
BOJI CO00IIIeHH ¢ ypoBHEM 6 B TpeOyeMmblii THTI iora. Harmpumep, logging console 6 a1 oToOpaxkeHUst

debug coobuienuii B KoHComM (cM. paszen “Kondwuryparus system log”).
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1. HacTpotika pexxuma otiaaku ajs pyHkuroHana IGMP Snooping:

Komanpa

Onucanue

debug igmp snooping brief

no debug igmp snooping brief

! B Admin pedcume

Bxmounts oTnafiounsiid pexxum IGMP Snooping.

BeikntounTh oT1agounbii pexkuM IGMP Snooping.

2. Hactpoiika pexxuma otnazku s pyHkiyonasa DHCP Snooping:

Komanpa

Onucanue

debug ip dhcp snooping {all | binding |

event | packet | rx | tx}

no debug ip dhcp snooping {all |

binding | event | packet | rx | tx}

I B Admin pescume

Bxntountsb oTnaziounbiii pexkum DHCP Snooping.

BoikmtounTh oTnagounbiii pexxum DHCP Snooping.

3. Hactpoiika pexxuma otnazaku s @yHkiyonana MAC Authentication Bypass:

Komanpa

OnucaHue

debug mab

no debug mab

! B Admin pescume

Bxmtounts oTnasoussiii pexxum MAB.

BBIK/IIOUMTE OT/Ia/I0uHbIN pexkuM MAB.

4. HacTpotika pexkuma oT/iaziku ripu pabore ¢ RADIUS-cepBepom:

Komanpa

OnucaHue

debug radius

no debug radius

! B Admin pescume

Bxmounts otnazsounsii pexxum RADIUS.

Boik/rounTh 0TMa0uHbIi pexxum RADIUS.

yr[panIEHI/Ie CI/ICTEMOﬁ, MOHHWTOPHUHTI U OT/Id[Ka
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5. Hactpoiika pexxuma otiaku ripu pabore ¢ ULDP:

Komanga

Onucanue

debug uldp { all | event | rx | tx }

[interface <if-name>]

no debug uldp { all | event | rx | tx }

[interface <if-name>]

! B Admin pescume

BK/TIFOUUTE BBIBOZ, OT/1a/J0OYHON MH(GOPMALMY Ha BCEX
TIOpTax I10 TUITy COOOITeHMIA:

all — Bcex debug uldp coobiennii;

event — Tobko debug uldp cobbITHi;

rX — TOJIbKO BXOASIIMX MakeToB uldp;

tX — TO/IbKO UCXO/IAIMX MakeToB uldp.

WK Ha oripesiesiéHHOM interface <if-name>.

BBIK/THOUNUTD BbIBO/], OT]I{:IAO‘JHOIZ I/IH(l)OpMaLlI/II/I 10 TUITy

coo011ieHr Ha BCeX TIOPTax WX Ha OTpe/ie/IeHHBIX.

6. Hacrpoiika pexxuma oT/1aiky ripu pabote ¢ DHCPv6 Snooping:

Komanpa

OnucaHue

debug ipv6 dhcp snooping

no debug ipv6 dhcp snooping

! B Admin pescume

Bxmrounts otniagounsiii pexkum DHCPv6 Snooping.

BoikmtounTh oTnagousbiii pexxum DHCPv6 Snooping.

7. Hactpoiika pe>xkrMa OT/IafKu Tipu pabote ¢ SAVI:

Komanpa

OnucaHue

debug savi event

no debug savi event

! B Admin pedicume

BKounTh OT/1aZiouHbIA pexxum SAVI.

BrIkrounTh 0T/1afj0uHbIN pexkum SAVI.

8. HacTpoiika pexkuMa OT/1a/iky ripu pabote ¢ 802.1X:

Komanga OnucaHue
debug dotlx BxntounTsb oT/1afiouHbii pexxum 802.1X.
no debug dotlx BrikrounTs o1afgounbii pexxum 802.1X.

! B Admin pedcume
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9. BeiBoz coobiieHuit nHTepdeiica monitor Ha TepMUHA:

Komanpa

Onucanue

terminal monitor

terminal no monitor

! B Admin pedcume

BkmounTth BBIBOJ, CO00IeHMI nHTepdelica monitor Ha

TepMHUHaJ.

BBLIK/TFOUNTE BBIBOJ, COOOIIIeHNH HHTepdetica monitor

Ha TepMUHaJl.
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46.7 Dying Gasp

Dying Gasp — (QyHKUMOHa/ NpefHa3HaYeHHbIN 11 THQOPMUPOBaHUS aJMUHUCTpPATOpa CETU
O BHEITAaTHOM TpeKpallleH!H MOoJauu 3JIeKTPONUTaHUsI Ha KOMMYyTaTope yepe3 otrpaBky SNMP trap,
Syslog-coobmennii nm ethernet OAM makeToB.

st ornpaBku nakeToB Dying Gasp HeobxoauMo HacTpouts SNMP-cepBep u/unu Syslog-cepeep.

[Tpumep HacTpoiiku pyHKuMoHana Dying Gasp:

Switch(config)#snmp-server community private rw
Switch(config)#snmp-server enable traps
Switch(config)#snmp-server host 1.1.1.1 traps version 2c private
Switch(config)#logging server 2.2.2.2

Ins oripaBki OAMPDU Dying Gasp nakeToB HeOOXOAMMO TPUMEHUTh Ha TIOPTY KOMaHZy
ethernet-oam.

Hacrpoiika orripasku OAMPDU Dying Gasp:

Komanpa Onucanue
ethernet-oam Bkstounts pyHkimo OAM Dying Gasp Ha MopTy.
no ethernet-oam Boikmtounts dyHkiuo OAM Dying Gasp Ha Mopry.

! B pedgicume koHpuzypayuu nopma

Ecnu Ha mopty npuMeHeHa KomaHzia ethernet-oam, To maketst SNMP trap Dying Gasp He OyayT
OTIpaB/sATLCS, TakK Kak ¢yHKUus Ethernet OAM umeet ripuoputeT Hag, SNMP Dying Gasp.

Mogenu, nioagep>xuBatoiue ¢pyHkiuonan Dying Gasp:

* SNR-S5210G-24TX (hw version 1.2.0 u BbILLIe);

* SNR-S5210G-24TX-UPS (hw version 1.2.0 u BbIiLIe);

* SNR-S5210G-24TX-POE;

* SNR-S5210G-24FX;

* SNR-S5210X-8F;

* SNR-S5210G-8TX;

* SNR-S5210G-8TX-POE;

* SNR-S5310G-48TX;

* SNR-S5310G-48TX-POE.
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46.8 OtnoXKeHHas nepe3arpy3ka

[Tepe3arpy3ka KOMMYyTaTopa uepe3 3aZldHHOe BPEMSI MO>KET UCTI0/Ib30BaThCs /1S TIpe/I0TBpallle-

HUSI TIOTepPH yTIpaB/ieHUs] KOMMYTaTOPOM TIPY OMIMOKaX KOH(MUTYpAL[UK W [Jis Tiepe3arpy3Kd KOMMY-

TaTopa B IePUO/, HAUMEHbILIeH Harpy3KH C 1ieibio o0HoBmeHus 110.

1. HacTpotika OT/I0’)KeHHOM mepe3arpy3Ku:

Komanpa

Onucanue

reload after [HH:MM:SS] [days
<1-30>]

reload cancel

! B Admin pedicume

HactpouTts Talimep, 0 UCTEUEHUIO KOTOPOTr0
TIPOM301/leT OT/IOKEeHHas Iepe3arpyska
HH:MM:SS — 3azaTb Bpems;

days <1-30> — 3ajaTh AHU.

OTMeHUTD OTIIOKEHHYIO Tepe3arpysKy.

2. TIpoCcMOTp HaCTPOWKH OT/IOKEHHOM TIepe3arpy3Ku:

Komanpa

Onucanue

show reload

! B Admin pedicume

OTob6pa3uTh HACTPONKY OT/I0KEeHHOM Iepe3arpys3KH.

46.9 /IluarHocTuuecKue yTUIUThI

46.9.1 Ping

Ping — ytunura /151 IpOBEPKU L1eJIOCTHOCTH Y KaueCTBa CoeIMHeHuH B ceTsix Ha ocHose TCP/IP.

3anycK yTUIUTHI ping:

Komanga

Onucanue

ping <ip-address> [count <1-1000>] |
[interval <100-10000>] | [size
<1-65535>]

! B User uau Admin pedxcume

ip-address - IPv4 unu [Pv6-azpec yaneHHOro X0CTa;
count — KOJTMUECTBO 3X0-3aliPOCOB;

interval — 3aziep>kka repe/ OTIIPaBKOM C/IeAYIOLLET0
3X0-3arpoca B MUJVIUCEKYH/aX.

size — Ko/mMuecTBO OalTOB ZJAHHBIX [/ OTIIPABKHU.
[To ymonuanuto, 6e3 yka3aHusi JOTIOJTHUTETbHBIX
rapaMeTpOB, OTITPAB/ISIETCS 5 9X0-3aMPOCOB C

uHTepBaoM B 1000Mmc.
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46.9.2 Traceroute

Traceroute — KomaH/ja peZiHa3HaYeHHas /11 ONpe/ie/IeHys] MapLIpyTa C/leJoBaHUs [JaHHbIX.

3aryck yTHU/IMUTHI traceroute:

Komanpa Onucanue
traceroute {<dest-ip-addr> | dest-ip-addr — IPv4 unu IPv6-aapec Ha3HaueHus;
<hostname>} [hops <1-255>] [source hostname — 1ma xocTa Ha3HAUeHMS,
<sip-addr>] [timeout <100-10000>] hops <1-255> — Ko/MueCTBO XOIOB,;

source <sip-addr> — anbTrepHaTUBHBIN [PVv4-agpec
HCTOYHUKA;
timeout — Bpemsi OXKU/JaHUSI B MULJTUCEKYH/[aX.

! B User uau Admin pedxcume

46.9.3 iPerf3 kinenr

A He nogpaepxuBaercs Ha cepuu S5010

iPerf3 — koHco/bHas K/IMeHT-cepBepHast yTuinTa, renepupytoias TCP i UDP tpaduk ans
H3MepeHwUs TPOITyCKHOM CITOCOOHOCTU CeTH.

3arnyck yTunuthl iPerf3:

Komanpa OnucaHue
iperf3 <A.B.C.D> | <hostname> <A.B.C.D> — IP-aapec iPerf3 cepBepa;
[ proto {udp | tcp}] [bandwidth <1-12>] <hostname> — nomenHoe ums iPerf3 cepsepa;
[reverse] [time <10-600>] [length proto {udp | tcp} — npotokon UDP unu TCP;
<1000-128000>] [tos <0-255>] bandwidth <1-12> — ckopocTb Tpadurka B MOUT/CeK;

reverse — DeBePCHBHbBIN PeXXUM;
time <10-600> — BpeMsi TeCcTa B CeKyH/iax;
length <1000-128000> — ayiuHa Oydepa;

tos <0-255> — Tumn obcnykuBaHus [P-rakeToB.

! B Admin pedicume

I[To ymouanuto, 6e3 ykazaHUsl JOTIO/IHUTETbHBIX OMLUH, KOMaHza OyzieT 3aryliieHa C TPOTOKOJIOM
TCP Ha 10 cekyH[ 1 ckopocThio 10 M6uTt/cek.

1711 3MepeHust TPOMYCKHOM CITOCOOHOCTH CO CKOPOCTHIO Bhilie 10 MOUT/ceK B 00BIYHOM PeXXH-
Me WU Bbillie 5 MOUT/CeK B reverse-pe)xume HeoOXOZIMMO yYBeJTUUMTh 3HauUeHre Cpu-rXx-ratelimit
protocol local-ip. [Ins obbruHoro pexxuma — 650, asist pexkuma reverse — 1200. TTociie 3aBep-
1IeHUst paboThI ¢ yTrMTOM iPerf3 HeoOX0MMO BepHYTh 3HaUeHUE 10 YMOJTUAHHUI0 KOMaH/I0M:
no cpu-rx-ratelimit protocol local-1ip.
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